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Abstract. Thereare mary problemshinderingthe designand developmentof
Service-OrientedrchitecturegSQAs), which candynamicallydiscoserandcom-
posemultiple servicesso that the quality of the compositeserviceis measured
by its End-to-End(E2E) quality, ratherthanthat of individual servicesin iso-
lation. The diversity and compleity of QoS constraintsurther limit the wide-
scaleadoptionof QoS-avare SQA. We proposeextensionsto currentOWL-S
servicedescriptionmechanismso describeQoSinformationof all the candidate
servicesOur middlewvare basedsolution, AMPol-Q, enablesclientsto discover,
select,composeand monitor servicesthatful | E2E QoS constraintsOur im-
plementatiorand casestudiesdemonstratéiov AMPol-Q canaccomplishthese
goalsfor webserviceghatimplementmessaging.
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1 Intr oduction

Althoughtherehasheenconsiderablattentiondevotedto thecompositiorof functional
propertiesn ServiceOrientedArchitecturegSQAs), morework is neededo dealwith
non-functionalQuality of Service(QoS)propertiesuchasreliability, performancend
securityrequiredby clients.Issueshat needattentioninclude providing QoSfeatures
at the level of the individual serviceandclient, discoveringand composingcandidate
serviceson the basisof QoSfeaturesmonitoringand ensuringthat a promisedQoS
is actually provided during execution,andadoptingand using QoS-avare SQAs on a
large scale At leastthreeproblemsmustbe overcome First, currentapproachefl—3]
for dynamicservicediscovery and compositiondo not provide a global view of QoS
featuresaboutall candidateservicesprior to invocation.They arelimited to discover
ing rst-level immediateservices,and eachindividual serviceis responsibldor dis-
coveringotherservicesndependentlyThey alsolack the comprehensie speci cation
of QoSfeatures.Second,QoSis not compositionalin the sensethat functional fea-
turesexpressedhroughinterfacesor functionalcomponentarecomposedo achiese a
compositdunctionality(e.g. work o w systems)QoS-basedompositiorrequirescom-
plex calculationsof aggregateQoSvaluesof multiple entitiesinvolvedin atransaction.
Participantsareinterestedn the nal aggregatevalueof the runtimeglobal QoS (e.g.
end-to-enddelay overall cost, global integrity and con dentiality). However, current
QoS-avare systemsare not able to supportglobal QoS behaior. Third, and nally,
QoS-avare servicecompositionand negotiation may not be effective without moni-
toring. Most QoS-avare systemalo not guaranteahat an agreedquality of serviceis



actually provided during execution.Existing QoS-monitoringapproache§4, ?,5] rely
ontrustedthird partiesto centrallymonitor QoSdeliveredby serviceproviders.Thisis
technicallydif cult andlimited to QoSfeaturedik e availability andperformancewhile
securityand privacy cannotbe covered.Moreover, monitoringinvolves complex and
domain-speci clogic for measuringandverifying QoS,which make thetaskharder

To addresgheseproblems we have developedan AdaptiveMiddleware Policy to
SupportQoS(AMPol-Q). Our approachis basedon an integratedcollection of refer
enceframevorksfor descriptiondiscovery, andmonitoringthatarespeciallysuitedto
handleQoSfeaturesin a SQA. The descriptionframevork includessemanticmodel
for capturingQoS requirementsgconstraintsand capabilities.We extend currentser
vice descriptionand adwertisementmechanismgOWL-S and UDDI) to gatherQoS
informationaboutall thecandidateservicesFor ef cient implementationye represent
theseQoSrequirementsspolicy rules.In the discorery framavork, AMPoI-Q senes
as a broker (at the client end) for dynamically discovering and composingmatched
serviceson the basisof functionalaswell asnon-functionalfeatures.The candidate
servicesare rst discoveredon the basisof their functional capabilitiesandthe nal
setof servicesis selectedaccordingto their QoS features.This approachis capable
of evaluatingglobalquality requirementsndapplyingdifferenttypesof optimizations
(suchascontet-awareoptimizations}o selectthe best-matchederviceslt negotiates
the QoS propertiesbetweenserviceprovidersand consumergo createan agreement.
Themonitoringframevork providesanagile andadaptive mechanisnio automatically
plug in customizednodulesfor measuringyerifying andensuringQoSfeatureswith-
out modifying the baselinesystem We usea techniqug6] in which the QoScontracts
are monitoredat eachindividual participant.Furthermorewe improve on distributed
monitoringapproacheby providing supportfor two-way specialization.

We validatedAMPol-Q with a prototypeimplementatioranda casestudyon WSE-
mail [7] thatshavs how AMPol-Q canenhancehe function of email messagingys-
temshby enablingautomaticdeploymentand useof complex QoS featureslike cycle
exhaustiorpuzzlesyreverseTuring testsandidentity basedencryptionwithouttheneed
for global deploymentor changedo the baselinesystem.This casestudy shavs how
SQA cansupportQoS-avareservicediscovery, selectiorandmonitoring.

2 Description Framework

The AMPol-Q descriptionframework is a collectionof interoperablesemantianodels
usedto represenfQoSfeaturesof all entitiesin SOA. TheseQoSontologyand policy
models,which are extensionsto currentservicedescriptionframewvorks [8—11], are
intendedfor global discovery and selectionof candidateserviceson the basisof QoS
featuresThey arebasedn layeredsemantianodels(QoSOntolagy, Policy andEntity
Pro le). Thestepsof describingQoSfeaturesarea seriesof bottomupinstantiationof
thesemodels.We usesemantionodelsbecausehey canbe easilyextendedwith new
conceptsFurthermoreexisting reasoningools canbe appliedon the semantianodels
to detectambiguityor inconsistenyg. Our discussiorfocuson novel featuresrelatedto
capturingglobal QoSbehaior andto achiese supportfor E2E Global QoS.



SemanticQoS Ontolagy Model Our semanticQoS ontology model providesa stan-
dardgenericontologyfor arbitrary QoS featureslt de nes the natureof associations
betweenQoS conceptsQoS metrics,andthe way they are measuredand monitored.
Figurel shows the detailedontology model. To facilitate reusabilityand extensibility,
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Fig. 1. AMPol-Q QoSModel

theontologyhasa modulardesignandis catayorizedinto threemodels:base monitor
ing anddomain

In theQoSbaseontologymodel,eachQoSfeatureis aninstanceof aclassQoSka-
ture, andit is associatedo a Quantitativeor Qualitative property Quantitativerelates
the attributeswhich canbe measuredy numberswith a particularunit. For example,
the percentagewvailability of a service.Qualitative relatesto attributeswhich cannot
necessarilype measuredby exactamount.For example the obligationfeaturessuchas
requiremenbf dataencryptionor providing an X.509 certi cate.

In the context of global QoS,we de ne QoSSimpleand QoSCopmositas sub-
classef QoSkature. QoSCompositeepresentgomplex global QoSfeatureswhich
aredrawvn from calculationof aggreyateQoSvalues For example theformulafor com-
posite serviceavailability is the product of availability measureof eachparticipant
service.The computationalogic is capturedby AggregateFormula Differententities
may specify QoS values(QoSMetric¥lue) with differentunits (e.g. 90% versus0.90
or 50F versus10C). The unit corversionis doneby QoSConersion, which captures
the conversionlogic. In global QoS,thereare dependencieandcorrelationsbetween
QoSfeaturesFor example,someQoSvaluesareinverselyproportionaleachother, e.g.
the serviceresponsdime andthe throughput;somearedirectly proportional,e.g. ac-
cessibilityandavailability. QoSRelatiorclasscapturegheserelationshiptypes.Some



compositeQoSis measuredrom aggreyatevaluesof differenttypesof relatedQoS
feature For example responséime at a clientis a sumof network lateny andservice
processingime. This behaior is capturedoy the has-aobjectproperty
CurrentQoSmodelingapproache§3, 8,9] do not have ontologiesto supportmea-
surementyeri cation or monitoring of QoS features We proposea QoS monitoring
ontology model, which binds QoS featureswith their correspondingnonitoring pro-
cess(QoSMonitoringPoces3. The QoS monitoring processnvolvesmeasuremerf
QoSfeaturesyeri cation by evaluatingmeasured)oSvaluesagainstrequiredpolicy
valuesadherencéogic to provide requiredQoSfeaturesandenforcementogic to e.g.
permitor dery the requestsDomainspeci ¢ ontologiescanbe de ned by extending
QoSbaseontologymodel.We sketcha domainontologyfor our casestudylater.

Policy Model AMPol-Q represent®oSfeaturesn theform of policy rules.Thepolicy
model speci es rules that use QoS ontologiesto de ne QoS featuresof a particular
entity. Thesepolicy rulesarethenusedto describediscoser andcomposeservicesand
to monitorQoS.See[12] for detailsof AMPol-Q policy model

Policy rulesarede ned asanimplicationpropertyin theform of antecedenimplies
consequente.g. [(a:QoSFeatue o:Operator a:QoS\lue) connective(b:QoSFatue
0:Operator b:QoS\alue)] implies[ACTION]. The RulepropertyusesQoSontologyto
representintecedentonditions;action can be permit or deny Both QoS constraints
andcapabilitiesaredescribedasrules.

For dynamicservicecompositionbasedon global QoS, the adwertisedQoS\alue
canbe calculatedonly if the QoSvaluesof all dependenservicesaredeterminedFor
example,aloanprocessingservicel P providesfunctionality for acquiringloansfrom
banks.In orderto procesdoanrequestst talksto creditreportingageny CR to verify
aclient credithistoryandcoordinatewith bankB for loanprocessingProcessingime
for acquiringa loan (the functionality of the LP service)canbe calculatecby adding
its processindime (P:QoSFeatue) andprocessingimesof all the dependenservices
(CRandB). If CRandB aredynamicallydiscoveredthenLP's processindgime cannot
be calculatedbeforehandCurrentdescriptionlanguagesare not able to handlethese
kinds of complex QoSfeatures.To solve this problemwe introducea conceptof rule
templatesRuletemplatecanspecifyantecedentsontainingunresohedtemplatevari-
ables Antecedentsanbe evaluatedonly if all the templatevariablesare determined
(during runtime). In the above scenario,say LA processingime is 50ms the capa-
bility rule of LA canberepresenteds[P:QoSFeatuie = (50ms:QoSalue+ pl:T1+
p2:T2)], wherepl and p2 aretemplatevariables,T1 and T2 are templateswhich are
de nedasT1= ((B.P):QoS¥lue)andT2=((CR.P):QoS¥lue). This problemcanalso
be solvedby modelingeachQoSfeatureasa QoSCompositebjectwith a has-aobject
propertyto representiependen@QoSfeaturevaluesandan AggregrateFormulaobject
to represenhaggreationlogics. But our policy engineimplementatiorhasshowvn that
rule templatesaresimplerto constructandmoreef cient to evaluate.

AMPol usesmeta-speci catior(the policiesof a policy) to specifyhow policesare
evaluatedandenforcedFor example,in a serviceorientedervironmentfor monitoring
global QoS,the policy modelshouldbe ableto specifywhich entitiesthe policy is ap-
pliedto andwhich entitiesenforcethem.In a distributedsystemthe creatorof therule
or the policy might not be the entity who will checkthe enforcemenbf the policy. So



it is necessaryo indicatethe subjectandtargetof the policiesexplicitly. Furthermore,
by explicitly relatingrulesto their enforcemenandadherenceomponent§QoSmon-
itoring components)pur adaptie policy modelcantake the policy conformanceand
enforcementogicsfor eachindividual quality requiremenbut of the coreapplication.
This is bene cial for monitoringQoSfeaturesn a e xible anddynamicmannerEach
Ruleor RuleSethasassociatedneta-informationwhich is capturedthroughthe class
MetaSpeci cation MetaSpeci cationhasSubject which is the entity the rule or rules
setwill be applicableto (entity providing QoSfeature),andTarget, which is the entity
enforcingtherule or rulesset(entity assuringQoSis met). It usesTransformatiorand
QoSMonitoringPocesdor policy enforcement.

The policy modelaidswide-scaleadoptionof complex anddynamicQoSfeatures.
The policy languageis genericenoughso that the policy semanticschemaand core
componentgpolicy engine inferenceengine meiging, comparisongon ict resolution
and so on) do not needto be modi ed by the addition of new assertionsAddition
and executionof associatedhird-party componentss also policy driven (extension
policies.

Entity Pro le Model Finally, we proposea constructnamedpro le which captures
everything requiredto specify QoS features.It can be associatedvith a systemen-
tity andcanbe adwertised.Thus, clientscanuseit to discover desiredservices Entity
pro les represententities' QoScapabilities constraintsextensionconstraintsservice
dependencieand dependentequesttemplatesThe client pro le containsonly QoS
capabilities QoSconstraintsandextensionconstraints.

Theentity pro le modelsupportseend-to-endjlobalQoSbetterthancurrentservice
descriptiorandadwertisemenmechanismsuchasOWL-S. Unlike currentapproaches,
everyservicedescriptiorin AMPol-Q explicitly speci esalist of its dependenservices
sothatthe discovery mechanismsangatherglobal QoSinformationaboutall the can-
didateservicesFurthermorewe proposeservicerequestemplatesafunctionalrequest
basedn IOPEattributes[13], to enhancalynamicservicediscovery. Theseemplates
have staticlOPE attributesanddynamicl OPE templatevariableswhich canbeinstan-
tiated usingthe client functionalrequest IOPE attributes.Eachserviceprovidesthe
templatesfor their dependenservicesand the third party can usethemto discover
otherservices.

We useOWL to implementthe QoSmodelandcorepolicy modelconstructsPolicy
rulesarewritten using SWRL languageconstructswhich usean ontologyvocahulary
describedby the QoSmodelin OWL. The bene t of usingthis two layer approachs
that, rst by usingOWL, it is possibleto performreasoningver theknowledgemodel
(QoSmodel)andthe policy rules,andsecond py the useof SWRL policy rulesand
underlyingpolicy framework, thesystems QoSbhehaior canbecontrolledwithoutany
ambiguity Detailsof theimplementatioraregivenin [12].

3 Discovery Framework

Discoveryframenork consistof ServiceDiscoveryandChaining Global QoSAnalysis
and Policy AgreementindContract Ngyotiation. It providesmechanismsor discover
ing global QoS information aboutall the candidateservices selectingbestmatched



servicesand binding selectedpartiesin a QoS contract.As mentionedin Sectionl,
QoSbasedservicecompositionrequirescomplex calculationsof aggreyateandglobal
QoSvalues,which makesit hardto work with QoSfeatureswithout global analysis.
We will shav how this sectionaddressesssuesrelatedtoGlobal QoS basedservice
composition.
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Fig. 2. ServiceChainGraph

ServiceDiscovery and Chaining The framework initiates a discovery processon be-
half of a client. Firsttheimmediate-l@el servicesarediscoreredby usingcornventional
IOPE baseddiscovery approachlOPE basedrequests sendto a registry or directory
service,which returnsa list of servicesmatchedon the basisof functional IOPE at-
tributes.We extendthediscovery approactproposedy [14] to returnAMPol-Q entity
pro le for the selectedservicesFor each rst-le vel service,the IOPE basediscovery
processs re-runto gathermpro les of its dependenservicesThe IOPErequesfor dis-
coveringdependanservicess generatedrom the requestemplatesassociatedvith a
dependenservice.Thetemplatevariablesare rst assignedraluesfrom the available
IOPE informationof client or otherservicesandthenfully populatedrequestis used
for discoveringpro les of dependenservices.

Servicediscovery processcontinuesuntil the pro les of all the candidateservices
arediscovered.This globalinformationcanbe modeledasan AND-OR graphcalled
ServiceChain Graph (SCG). In the SCG, an OR combinationshows the option of
choosingoneof the candidateserviceandan AND combinationrepresentslependent
serviceswhich mustbe composedFigure 2 shows a SCG for the exampleof loan
processingageny we discussedefore.In this example,we have an option of two



candidateservicedor eachtype. Client hasan option of gettingloan eitherfrom loan
processingagenciesor directly from a bank.Only bank B2 directly dealswith small
businesglients.Loan processinggenciesare dependanbn creditreportingagencies
andbanks.BankB1 independentlyeri es the creditscoreof a clientfrom anexternal
creditreportingservice while bankB2 hasits own internalcreditreportingdepartment.
By doinga traversalon SCGwe caneasily extractservicechains(SC). Servicechain
represents setof serviceswhich canprovide a requiredservicefunctionality Global
QoSanalysids doneon eachservicechainto selecta bestcandidatechainfor nal ex-
ecution.For theabove example we have thirteenpossibleservicechains.Servicechain
arefurthermodeledasatreeto simplify theglobal QoSanalysisandpolicy matching.

Global QoS Analysisand Policy Agreement Global QoS analysishastwo steps:1)
pre-procesfoSinformation;2) matchthe policiesandcreatea contract.Thesesteps
arerepeatedor eachservicechainin a SCGto createa list of policy contractswith
associate@greemenvalue.

Pre-processing to maptheglobal QoSrequirementandcapabilitiesto eachindi-
vidual nodesothatpolicy matchingandagreementanbe doneindependentlypetween
two nodes.It involves normalizingontologies, lling rule templatesgcalculatingag-
gregateQoSvalues propagatingulesandassociatinglifferententitieswith constraint
rules.For example,for servicechain5 in Fig 2, the aggreyateavailability of the com-
positeservices(LA1, B2 and CR2) will be calculatedby the productof availability
valueof eachindividual service, andtheneithera new capabilityrule is addedto rep-
resentthis value (e.g.in caseof a broker) or the capabilityvalueof rst level service
(LA1) is replacedoy the calculatedaggreyatevalue.Similarly, supposelienthasare-
quirementof end-to-endmessageon dentiality thenthis constraintis propagatedo
all the servicedn the chain,sothat during policy matchingphaset canbe compared
againstcapabilitiesof eachservice.

Next, to nd out whethera nodeful lls the QoS requirementr not, QoS con-
straintsarematchedwith QoS capabilities.For ary constraint,if thereis no matching
capability(or capabilityis notsufcient enoughthentheremustbeanassociatedapa-
bility module(adherencéogic). Every rule canhave associate@dherenceyeri cation
and enforcemenmodules.If external capability is requiredthenit mustbe checled
againstextensionpolicy restrictionsof that node.QoS requirementrule canonly be
satis edif thereis a matchingcapabilityrule availableor thereis anextensionmodule
availableto provide the QoS capabilityandthereare no extensionrestrictionson this
module.

At last,a policy contractis createdcandanagreementalueis assignedPolicy con-
tract containsall entitiesin a servicechainalongwith their capabilitiesand imposed
constraintsAgreementalueis penalizedor every non-resolablecon ict, missingas-
sociateccapability no associate@nhonitoringmodule restrictedextensionmodulesetc
The servicechainsin which entitiescannotful Il the QoSrequirement®f eachother
areheaily penalizedandhencehave lesschanceof gettingselected.

Contract Negotiation The contractwith maximumagreemenvaluein the policy con-
tractlist is selectedyeri ed andsignedfrom eachentityin theservicechain.Theterms



of the contractimply that the entitiesin questionwill comply with all the QoS con-
straintsand will provide agreedupon QoS behaior. Policy contractis sentto each
partyin a servicechain.Eachindividual entity veri es the contractpoliciesagainstits
privatepolicies(if ary). If a contractis rejectedby ary entity in a servicechainthena
next bestcontractis choserfor agreementNegotiationprocessontinuesuntil all the
entitiesagreeon a particularcontract.Becauseur serviceselectionapproachis based
on globalQoSinformation,it is ableto selectbestsetof serviceswhile mostexisting
approachefl4,13,15,3,1] canonly selectthe rst availablematchedservice(s)Con-
tract nggotiationphases optionalbut it providesassurancef a desiredQoSfrom all
entitiesevenif capabilitiesor constraintarenotadwertised.

Implementatiordetailsof AMPol-Q discoveryframeavork arearegivenonthe [12].

4 QoSMonitoring Framework

AdaptiveMiddleware for QoS Monitoring Monitoring involves measuringdelivered
QoS,verifying QoSfeaturesandtaking enforcemenactions AMPol-Q is anagileand

adaptve middlewareframework that enableghe participantsto adaptto QoSfeatures
of othersduring runtime. It is realizedby two-way specializationwhich extractsthe

logic of measurindQoSvaluesandverifying andenforcingQoSpoliciesby third party

customizedand pluggablecomponentsThesecomponentgre calledextensionsThis

is executedin the way describedby extensionpolicies The QoSfeaturesin a policy

contractareassociateavith theseaxtensionsandcanbedynamicallyaddedor removed

per collaboration.In orderto supporta new QoSbehaior, we do not needto change
the coreof theapplication.InsteadAMPol-Q middlewvarecanlocate,load andexecute
new extensionsautomatically Thewhole procedures calledsystemextensionWe have

useda middleware approachto maskproblemsof heterogeneityand distribution. Its

e xibility andextensibility helpsto supportdynamicQoS, ne-grained policy control

andseamlessystemevolution. It hidesthe implementatiorcomplexity from the core
applicationlogic andthefunctionalityprovidedcanbere-usedy differentapplications.
The discovery framework is alsoa part of the AMPol-Q middleware,which actsasa

broker attheclientendfor discoseringandselectingservicesFigure3 shavs different
component®f the AMPol-Q middleware.

Entitiesin a servicechainmustbe capableof providing requestedoS features,
ful lling QoSrequirementspr complyingwith QoSconstraintsWe call thisanadher
encelogic. First we needto distinguishbetweertwo typesof QoSfeaturespluggable
andnon-pluggablePluggableQoScanbe supportedndependentlyithout ary signif-
icantchangeo thecoreapplication,e.g. anencryptionalgorithm.Non-pluggableQoS
featuresthat cannotbe supportedby just addingan external capability e.g. process-
ing time or network bandwidth.Generally qualitative features(capabilities)arelik ely
to be pluggablemore often than quantitatve ones.A specializationcanonly be ap-
pliedto apluggableQoSfeature QoScapabilitiesnaybe pluggablehroughadherence
componentsyhile logic for QoSmeasurementsgri cation andenforcemenfor both
qualitatve andquantitatve QoSfeaturesareeasilypluggable.

The monitoringframewvork hasthreecore componentsQoS measuremengpolicy
veri cation, andpolicy enforcementEachcomponents heavily relianton extensions.
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Fig. 3. AMPol-Q Middleware

The serviceinvocationprocessstartswith the interpretationof policy contractat the
client side. It executesa seriesof veri cation andadherencextensionson a request
messagéeo provide requiredQoSfor atargetservice.On receving a requestthe ser

vice middleware rst veri es the QoS constraintimposedby a serviceon the client.

Accordingto veri cation resultthe enforcementogic eitherrejectsthe requesbor for-

wardsit to the service.Oncethe responses ready the veri cation logic veri es that
a responseomplieswith client constraintslf the veri cation fails, the pluggablead-

herencdogic is executedto conformthe responsenessagavith the client constraints.
On receving a responsethe client veri es the QoS deliveredby the service,which

may involve measuringQoSthroughextensionslf veri cation fails, thenthe enforce-
mentmechanisnwill take actionsaccordingly The QoSpoliciesareveri ed, adhered
or enforcedon a point-to-pointbasis,but eventuallythey all comply with global QoS

constrainandrequirements.

ExtensionManager The extensionmanagemanagesxtensioncomponentsandthe
systemextensionprocessExtensionmanagemenis controlledby extensionpolicies,
in whichextensionsaredownloadecandexecutednly if extensionpoliciesallow doing
so.Extensionpoliciesmayrestricta type of extensionto be only downloadablegrom a
particulartrustedextensionsener or mayrestrictthe executionof anextensionto allow
limited accesgo the systemresourcegsuchassandboxexecution).Additionally, The
systemextensionhasa meta-level controloverthe adaptatiorprocesgo ensurehatthe
changesreeffective.

Modulesof the monitoringframewnork areimplementedn C# andthe extensions
arepackagedn separat®LLs. Detailsaregivenin the[12].



5 Validation and CaseStudies

Policy-basedWSEmail In this casestudy we integrate AMPol-Q with WSEmail[7]
to shav how the email servicescould be enhancedo supportQoSfeaturesn anend-
to-endadaptve mannerIn particular our implementatioris ableto addnewvw QoSre-
quirementdor availability andsecurity It deploys andusesplug-insfor puzzleqg16] to
raiseburdensfor emailspammer$17, 18], andidentity-basedncryption[19] to allow
sender$o encryptmail for recipientshasednemailaddressesr otherstrings.As with
the puzzlesour goalis to shav how AMPol-Q canaid the deploymentof IBE without
requiring universaladoptionof IBE by users.This casestudyis an extensionof our
implementatiorin [20] andillustratesthe applicationof AMPoI-Q to systemsasecdn
staticserviceinvocationratherthanpurelydiscoseringotherservicedynamically

The casestudy usessecuritydomain QoS ontologiesnamedAPES [20] (Attach-
ment Payment Encryptionand Signatue). Encryptionand Signatue classesspecify
thecryptographigarametersisedfor encryptionor signatureFor availability, Payment
classspeci esthe type of cost(puzzles)imposedon the messageenderAttachment
classspeci esthe patternsof the messageandattachmentles, which is the primary
mediumfor spreadingriruses.

Therearefour entitiesinvolvedin thesystemthe SendeMail UserAgent(SMUA),
the SendeMail TransferAgent(SMTA), the RecipientMTA (RMTA) andthe Recip-
ient MUA (RMUA). MTAs adwertisetheir clientsandtheir own entity pro les, which
aremergedwith clientpro les for simplicity. MTAs entity pro les alsocontaindepen-
dentservices(Relaysor RMTASs) andtheir requesttemplateswhich canbe usedto
dynamicallydiscover dependenMTAs. Theserequestemplatesalsospecifyamecha-
nismto discover relayingMTAs by providing a referenceo anextensione.g.a plugin
for queryinglocal DNS sener for nding next hop MTA. In the examplesettingswe
mapaMTA to asinglerelayperemailaddresslomain,whichis in factatargetRMTA.
Soin this casewe only have oneservicechainwith threeentities(SMUA =) SMTA
=) RMTA). Also thereis a third-party trustedplugin-sener which hoststhe exten-
sions.For the currentsetupwe shov how the SMUA canautomaticallyadaptto the
QoSconstraint®f thetarmgetserviceYSMTA, RMTA andRMUA).

The MUA's AMPol-Q middlewvareis con gured as a broker for discovering pro-
les of otherentities.AMPoI-Q rst requestsan SMTA entity pro le andthen lls in
the dependeng requestemplatesthis only requiresemail addressefor the users.It
invokes a pluggablediscorery componento retrieve the meigedentity pro le of the
RMTA. Becausehereis only one servicechain,a single contractis createdwith an
agreemenvalueandsimply sendto otherentitiesfor QoS monitoring.Messagesent
by the SMUA areveri ed againsthecontractandaccordinglyadherencextensionsare
downloadedcandexecutedo conformthemessageavith requiredQoSconstraintsAt the
SMTA, therecevedmessagés rst veri ed by the middlevareandthenprocessedy
the SMTA application(if the veri cation succeeds)Whenthe messagés relayedto
the RMTA, it is againveri ed andthenforwardedto the RMUA. QoSdiscovery, ver
i cation, measuremengdherencandenforcemenmechanismareprovidedthrough
pluggableextensionswhich are automaticallydownloadedfrom a trustedthird party

plug-inseners.



WebbasedWSEmailBasedon WSEmail,this casestudyrealizesAMPol-Q for typical
web-basedpplicationsHerea web browserclient (CB) anda web applicationsener
(AS) adaptthemselesto accommodat&oSaware servicediscovery and monitoring.
The motivation behindthis casestudyis that mostof the client applicationsin SQA
areweb basedandwe try to shav that how easily AMPol-Q canenabletheseclient
applicationgo be QoSaware.

We extendedWSEmail by providing an applicationsener and a browvserbased
MUA insteadof the WSEmailMUA. We alsoextendedit to provide a multi-hop and
multi-relaytopologyto dynamicallydiscoverrelays.Pro les areadwertisedona UDDI-
basedsener insteadof relying on DNS entries.On receving anHTTP requesfrom a
MUA browser, the applicationsenerinternallytalksto the WSEmailMTA andreplies
with anHTML page.In contrastto previous casestudy it is not possiblefor the web
clientto do dynamicdiscovery andselectionof servicesandto publishor adwertiseits
QoSpolicies.

OurimplementatiorconsiderAS andCB to be two independengntitieswith their
own QoSfeaturesCB doesnot needto discover ary servicesasit staticallyinvokes
AS, while AS dynamicallydiscorersotherservicesHTTP requesfrom aCB is inter-
ceptedby AMPol-Q middlewareandit rst sendsamodi ed HTTP requesfor service
selectionalongwith CB's QoSpoliciesandfunctionalintentto AS. Thecorresponding
AMPol-Q middleware componentt AS recevesthe requestandinitiatesthe service
discovery basedon CB requestWe considereachAS application(for example,servlet
or asppages)o be a serviceinterfaceandlik e otherservices AS shouldalsoprovide
a completeentity pro le including requestemplatego discover otherdependenser
vices.In theweb-basedcenariahesepro les do not needto be adwertisedat registry
serviceasthe AS is never dynamicallyinvoked by clients. The nal servicechainis
selectecandthe contractis negotiatedby AS. ThecommunicatiorbetweenAS andCB
is donethroughHTTP requestaindresponsedinally the original HTTP requesfrom
CB is evaluatedagainstanagreeccontractandthe nal modi ed HTTP requesis sent
to AS. On receving a responseamessageit is monitoredby verifying againstagreed
contract.

We usedFirefox Mozilla v1.5 asthe browserand ApacheTomcat(v4.1) as AS.
See[12] for theimplementatiordetailsandvideo demonstration.

6 RelatedWork

Differentservicedescriptione.g. OWL/OWLS, Web ServiceModeling Ontology)and
QoSmodeld1, 8,9] represenserviceswith bothfunctionalandnon-functionakequire-
ments but they do not provide explicit supportfor compositionaQoSandE2E service
discovery. The OWL-S processmnodel hasimplicit information aboutdependenser

vices,but thisinformationis not usefulfor discoveringotherservicesAdditionally, the
QoSmodelsin theseworksdo notcapturanonitoringandcompositionabspectsThere
arestudieq2, 3,14,21] on QoSawaredynamicdiscovery andcompositionof services,
but thesearenot ableto discover or composeserviceson the basisof E2E global QoS
featuresanddo not provide sufcient supportfor continuouslychangingQoSrequire-



ments.Thereis no comprehensie speci cationthat stateshow dynamicselectionand
invocationof serviceds to be performedonthe basef QoSfeatures.

Thereareeffortsoncontractmonitoring[5, 6] andmediatingserviceg4, 15] through
trustedthird parties,but theseapproachesre basedon local criteria and do not ad-
dresgheglobalend-to-endQoSassuranceroblemof the compositebusinesservices.
Differentpolicy frameaworks [10,11] are usedto enforcerequirementdor individual
entities.Adaptability is achiezed by adding,customizingor replacingentitiessuchas
aspectg22], componentspr concerng23]. Existing efforts assumea built-in logic to
supportandensureQoSpolicy constraint§QoSrequirementspr have a staticbinding
with externalprocessingomponents$o handlepolicy rules.AMPol-Q providesamore

e Xxible approactbecausé takesthe QoSlogic outof thecoreapplicationandprovides
it in aform of pluggableextensions.

Thereis a work [24] on a broker-basedframewnork for QoS-avare Web Service
(QCWS)compositionlt is basedn seseralserviceselectioralgorithmsusedto ensure
theE2EQoSof acompositevebservicesThis work addressethe problemof evaluat-
ing E2E QoS,but leavesopenquestionsabouthow to supportandensurghem.lIt also
doesnotaddressheissueof how to dynamicallydiscoser E2E globalQoSinformation.

Thereis work [25,26] on dynamicadaptatiorin a service-orientedrameawvork that
addressesntitiesthathave differentQoSrequirement®napersessiorbasis Thiswork
doesnot provide concretenegotiationprotocolsand doesnot explicitly specifywhich
systementity will enforcethepolicy. [27] is anothepolicy-basedeffort to achieve E2E
adaptability but it alsodoesnot supportnegotiationof requirementandfocusesmore
on systemextensibility and policy framework. DySQA [28] providesa framawork for
monitoring the applicationsystem,evaluatingacquireddataagainstthe QoS require-
ments,and adaptingthe applicationcon guration at runtime. It hasa simple manual
policy negotiation betweenthe requesterand the provider but doesnot supportrun-
time negotiation. It doesnot addressystemextensibility beyond the capability of re-
con guring systenparametergslueQoS29] proposes declaratvelanguagédasedn
WS-Poligy to specifyQoSfeaturesanda policy mediationmeta-protocofor exchang-
ing andnegotiatingQoSfeaturesOneobviouslimitation of GlueQoSis thatit doesnot
supportdynamicsystemextensibility. All of above efforts only canhandlesimpleQoS
featuresbecausaVS-Polig/ framavork they useis not genericandadaptve enoughto
supportnew typesof QoSconstraints.

In arelatedwork [30] on messagingystemswve exploredusingXACML to model
policiesfor emailsystemsin thiswork policiesareusedfor controllingacces$o mail-
inglists. A relatedeffort [20] onadaptvepoliciesusesa 'non-semanticpolicy language
to modelsecurityfeatures AMPOoI-Q usesa semanticapproacho supportmorecom-
plex policies.[20] is similarto AMPol-Q but it is basedn systemswith statichinding
anda moredomain-speci cfocus,while AMPol-Q hasa moregenericformulation.In
otherwork [31], we exploredmoresophisticategbolicy meiging mechanismshanthe
onesin AMPol-Q, but thesecould perhap®e usedfor AMPol-Q policiesaswell.



7 Conclusion

We have introducedAMPol-Q, a policy-drivenadaptve middlewarefor providing E2E
supportfor dynamic QoS featuresin SQA. Its main contritutions are its E2E solu-
tion, its adaptve middleware framework for supportingand monitoring QoS features,
its genericsemantics-aarereferencearchitecturdor describingdiscoreringandcom-
posingserviceon the basisof their non-functionaffeaturesandits applicationof this
middlewareto thesystemdbasednwebservicesAMPol-Q differsfrom otherwork on
adaptatiornin its focuson exploring an E2E solutionfor QoSfeatureghatincorporates
all of thenecessargupportfeaturesThis work alsoprovidesoneof themostcomplete
studiesto dateof a proof-of-concepQoS-avarepolicy systembasedn Webservices.
Ourfuturework includesformal securityanalysisimprovedsecuritymeasuresuchas
sandboxprotection featurego supportprivagy, modelsfor negotiatingpolicies,policy
con ict resolutionandperformanceesting.
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A. Appendix

A.1 Implementation of Ontology Reasonerand Policy Model

Theuseof a policy-basedapproactfor thedynamiccontrol of QoSbehaiour of the serviceori-
entedsystenrequiresanappropriat€QoSpolicy representatioandprocessingln the contet of
the SemantidNVeb,therepresentatiopower of semantidanguagesogethemith theirprocessing
framavorks andrule languagesmale themideal for implentingQoSandpolicy model.In this
sectionwe describeour appraoctor the combinationof the OWL ontologyfor QoSmodelwith
the SemanticWeb Rule LanguaggSWRL) asthe basisfor a semantically-rictpolicy language
thatcanbe usedto formally describethe desiredQoSbehaiour andcapabilitiesof differenten-
titiesin a serviceorientedsystem We have usedOWL to implementQoSandcorepolicy model
constructsPolicy rulesarewritten usingSWRL languageconstructs.

Thebeni t of usingthistwo-foldedpolicy basedmplementatiorapproacthasmary beni ts.
First by usingOWL and SWRL, it is possibleto performreasoningover the knovledgemodel
(QoSmodel)to correctlyresole con icts, mismatchesndto evaluateglobal QoSfatures Sec-
ond,the OWL/OWL-S andSWRL connectiormakesthe ontologiesmorepowerful sinceit uses
theexpressve power of rulesandunderlyingef cient reasoningWe believe thatthis policy based
approacHor controllingsystenbehaiour (especiallynon-functional)s idealfor serviceoriented
systems.g.webservicesdasedsystems.

Policy modelusedto represenfQoS constraintsand capabilitiesis shavn in Figure4, while
QoSontologymodelis alreadydiscussedn the section2 andpresentedn Figurel. A stripped
down OWL ontologyof boththe AMPol QoSmodel(includingAPESandmessaginglomainon-
tology)andpolicy modelis describedn http://seclab.uiuc.edu/ampolg/ontology/
ampolq_base.owl

CombinationAlgo| |CapabilitySet| |ConstraintSet Action action| Implication QoSFeature
T T T
hasCombinationAlgo | I hasimplication usesQoSFeature
- " Propert
PolicySet hasPolicy Policy F— RuleSet hasRule Rule perty
T T T
hasProfile [ ZF ] hasMetaSpec memat
"’. T " 5 L —— Implication: Antecedent ==> Consequent
Eroflle Authorization| | Obligation MetaSpecification (Feature1 op Value1) AND
endPoint (Feature2 op Value2) ==> ACTION
r T T l T 1
visibilityLevel enforcementTarget subject transformation priorityLevel
N N2 L N N2
Visibility Target Subject Transformation Priority

Policy and Rule Ontology Model

Fig. 4. Policy andRule Model

SemanticWeb Rule Language(SWRL) is basedon a combinationof the OWL DL Lite
languagewith the RuleML languagesSWRL extendsthe setof OWL constructso includea
high-level abstracsyntaxfor Horn-like rulesthatcanbecombinedwvith anOWL knowledgebase.
The SWRL rulesareof theform of animplicationbetweeranantecedentbody)andconsequent



(head),which canbe associatedo AMPol-Q rules. Adheringto this rule format malkes SWRL
easierto translaterulesto or from existing rule systemse.g. Prolog, Jess(herzberg.ca.
sandia.gov ) andJena(jena.sourceforge.net ).

OurOWL andSWRL processingmplementations basedn Proteye(protege.stanford.
edu) knowledgebasedramenvork. ProteggeprovidesJava APIsto procesOWL andSWRL mod-
els. The Protege-ONL parserinternally usesJenaontology parserfor processingOWL ontolo-
gies.Jenais oneof the mostwidely usedJasa APIs for RDF and OWL, providing servicesfor
modelrepresentatiorparsing persistencegueryingetc. For processingWRL rules,ourimple-
mentationusesProtege SWRL API and Jessrule engineto executerules. Jessis a small, light
weight andone of the fastestrule enginesavailable.Proteye framevork providesa SWRL rule
enginebridge, which is a subcomponenthat provides a bridge betweenan OWL with SWRL
rulesandarule engine.lts goalis to provide the infrastructurenecessaryo incorporatediffer-
entrule enginesinto Protege-ONL to executeSWRL rules. Proteye also providesa bridge for
supportinglessule engine.

The SWRL rulestogethewith theontologycanbeloadedinto the Protege framewvork using
a Jenaontology parserandthen SWRL rules are transformedo Jessrule specsusing SWRL
to Jessrule bridge. Rule engineprocesghe rules and passthe inferred knowvledge backto the
bridge.Currently we have implementeda basicversionof the OWL andSWRL rule-basedea-
sonerfor QoSpoliciesontop of Protage frameavork andJessule engine OWL/OWLS ontology
modelsandbasicSWRL rulesareprocessethroughProteye APIs andhigh level QoSandpolicy
constructsare processedy AMPol-Q ontology andrule processingramework called AMPol-
Q Semantid\eb Framavork. AMPol-Q framewvork doesthe policy level processingmeiging,
comparisorandtransformationsequiredfor globalQoSanalysisandpolicy agreementreation.
High level overvien of the AMPoI-Q ontologyframework is shavn in Figure5.

AMPol-Q middlevaremodulesareimplentedin .Netandunderlyingthey areusingAMPol-
Q ontology framework java interfacesby native calls, so it posesa considerablgerformance
overhead We have implementedthe the AMPol-Q ontology framewvork in jave dueto Protege
(which internally usesjava interfacesto Jenaand Jess) We have usedProtge becauset is an
opensourcewidely usedknowledge-basedntologyframework. Our futurework includesmore
efcient implementatiorof AMPol-Q middlevarecomponentaindreasoningengine.

A.2 Discovery Framework

We have useda middlevare basedapproachto implementall the componentf AMPoI-Q.
AMPol-Q middlewareis a centralarchitecturacomponentn supportingandenforcingQoS.lts
roleis to to maskout problemsof heterogeneitygnddistribution within thesystemlt is e xibile
andextensibileenoughto to supportrequirementdik e dynamicQoS, ne-grainedpolicy control
andseamlessystemevolution. Middlewareapproacthidestheimplementatiorcompleity from
the core applicationlogic andthe functionality provided by the middlevare canbe re-usedby
differentapplications.

AMPol-Q middlevare hascomponentdor servicediscovery, global QoSanalysis,contract
negotiationandmonitoring.High level overview is shavn in Figure 3. Discovery components
a partof AMPol-Q middlevare,which actsasa broker at client endfor discorery andselecting
servicenthebasisof their QoSfeaturesFor minimalimplementatiorto supportdynamicQoS
awarediscovery, we only needAMPol-Q middlevareto be presentat the client or broker node.
But for contractnegotiationwe needAMPol-Q middlevareto be presentat eachnode.

AMPol-Q middlewvare supportsboth typesof serviceinvocations,dynamic and static. In
staticinvocationsthe discorery processs sameexceptthatit directly queryfor theentity pro le
of aknown servicelf all theservicesaandtheir dependenservicesarestaticallyinvokedthenthe
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Fig. 5. Implemenatatior®vervien

resultantSCGwill have only oneservicechainandtherewill beonly onecontractfor negotiation.
Our casestudyon WSEmailis basedon both staticanddynamicinvocation.

Thewholediscorery framavork is implementedisingthreecorrespondingnodulesservice
pro le discovery, contractcreationandcontractnegotiation. The pro le discorery andcontract
creatiormodulesuseshe AMPoI-Q SemantidNebFramevork to reasonnormalizeandcompare
policies.High level overview of the AMPol-Q discorery componentss shavn in Figureb.

For servicepro le discovery, we leverageon currentOWL-S servicedescriptionframevork
basedon functionaldescriptionand extendedit to integrate AMPol-Q entity pro le model.We
use and extend semanticaware UDDI approachproposedby [32], [14] and [13] to adwer
tise and query servicesbasedon IOPE functional request ExtendedOWL-S pro le is usedto
ad\ertiseservicesand AMPol-Q entity pro le. Our servicediscovery implementatiorusesthe
OWLS-MX [32] (www-ags.dfki.uni- sbh.de/"klusch/owls- mx/ ) API for 10 based
dynamicservicediscorery. OWLS-MX is a hybrid semanticWeb servicematchmakr that re-
trieves servicesfor a given queryboth written in OWL-S, and basedon OWL ontologies.The
OWLS-MX matchmakr performspurepro le basedservicelO-matchingalongwith logic-based
semantianatching AMPol-Q discorery componenextendOWLS-MX to provide globaldiscor-
ery of multiple servicego createservicechains.For eachservicerequesthe targetservicesare
discoreredthroughOWLS-MX approachandfrom the servicepro les of eachdiscoreredser
vice further dependenservicesare repeatedlydiscosereduntil a chainis complete We further
enhancedhe discorery mechanisby providing a supportfor rule driven servicematchingin
which if the SWRL rulesde ned in a servicerequestr servicepro le aresatis ed thena par
ticular serviceis chooserfor a servicechainotherwiseit is discardedThis approachgivesusa
capabilityto incoporatedomainandQoSlevel criteriansin thediscovery procesgo furtherre ne
our search For examplein our casestudy on WSEMail, an IOPE basedservicesearchfor an
RMTA of ausersayafandi@yahoo.comwill resultin mary MTA servicesbut we areonly inter-
estedn aspeci c RMTA with a particulardomainor namee.gMTA servingyahoo.condomain.
Figure6 shawvs rulesfor discoveringrelaysandrecepienmnail sener. TheFigure7 shawvsthere-
sultbasedn AMPol-Q extendeddiscorery model,while querybasedn OWLS-MX would have
returnedfour serviceg(RL1, RL2, SSandRS). EachservicehasOWL-S de nition, AMPol-Q



Entity Pro le andServiceQueryMatchingPolicy constraintsExamplesof OWL-S requestand
servicepro les alongwith policy rulescanbefoundfrom AMPol-Q website.

Name ‘ Expression
RL_QUERY RULE1 =% ampol:MessageHeader(?a) A ampottoAddress(?a, %) A ampol.domain(?h, %c) A ampokhessagingErttty(?d) A ampol domain(?d, 7c) + ampotverified(RLOueryRule!, trug)
SS_QUERY_RULE1 = ampol:MessagingEntity(7a) A ampolhasType(?a, ?h) A ampoltype(?h, "RL") + ampol verified(SS0ueryRulel, trug)

Fig. 6. ServiceQueryMatchingRules
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Fig. 7. Mail RelayQueryResult

Oneof theimplementatiorchallengefor uswashow to integratethe AMPol-Q middlevare
with the high level applicationin a dynamicandadaptve mannemwithout modifying or chang-
ing the client application.Integration also requiresthat there shouldbe minimal effect on the
applicationlogic andperformancewithout burdeningit with extra functionality The AMPol-Q
middlevaremodulescanbeintegratedto a high level applicationby developingapplicationspe-
ci ¢ hooksor interceptorsWe needto identify the appropriatanessagentry andexit pointsin
an applicationandthenusehooksto interceptthesemessageandonly allow themto proceed
furtherif they aresuccessfullyprocessedy AMPol-Q underlyingcomponentsThesehookscan
eitherbe directly integratedinto a sourcecodeof the applicationor pluggedinto the application
if it providesa mechanisnfor addingplug-insor aspectsin caseof pluggablehooks,we don
notrequiresourcecodeof theapplicationandintegrationwill berelatively easyPluggablehooks
areagainpluggablecomponentsvhich canbepluggedinto differentapplicationsandcanmodify
or enhancéts behaior. Differenttypesof applicationsanddistributedsystemtechnologiege.g.
email clientsand seners, web applicationseners, web browsers,.Net COM+, J2EEetc. even
Java 1.5)do provide a framevork to developandinject aspectsinterceptorshooksor Iters.



For two-way specializatiorandfor global QoSanalysis AMPol-Q middlevraesuspendshe
initial functionalrequestuntil the nal contractis created.Oncea contractis negotiatedthen
eachnodebindsthis contractto correspondindunctionalinterface,sothatduringactualrequest
processingheentitiesdo not re-initiatethe discovery andselectionprocessThis contracthasan
expirationtime andit is usuallyvalid for a particularcommunicatiorsessionThis perinvocation
multi-step approachdoeshave a considerablgperformanceoverhead. A simple solutionis to
performthedynamicdiscovery andcontractnegotiationlessfrequentlyor only whenthepolicies
arechangedBut this solutionrequiresa framework for propagatingQoS policy changego the
interestecentitiesandit is notfeasiblefor highly dynamicQoSfeaturesWe aimto addresshese
issuesn our futurework.

A.3 Monitoring Framework

Themonitoringframework isimplementedisingthreecorrespondingnodulespolicy adherence,
policy enforcemenandsystemextensionmanagerWe have designedandimplementedAMPol-
Q extensionmangeiinspiredby theWSEmailpluginframework [7]. It is awhite-boxframewvork
andis extendedby inheritance.

Req|Msg + T + .
QoS Adherence  ""201 "1°"  System Extension Manager
QoS Conformer | (6) i
< RE) Extension
Req Msg 64 Modified Policy
T—>| Adherence Conformer | Req Msg
4 S M
4 ! v Qo Meozsj;eii' - 7) Extension
QoS Policy I : QoS Verifier | (3) % Policy Verifier
Contract ! K (@) 2
! Measured QaS | 5 | (8) :
1) Value S »| Extension
____________ AL S o Finder
Original v °) -
Req Msg _‘ = © Extons: Extension
Enforcement Controller 4 o > xtension Repository
(19) <q Mng IT Traps4 T Validator
*(16) olicy 4
(a7
= Policy Lg] 10 -
QoS Policy Enforcement | ) (10) | Extension
@ E t
Contract Point Bxtracted Mbg xecuter
'(13) QqgS Measuremer
Module -
| QoS Verifier '_ (14) Execution
QoS Poiicy Ent n < 15 Strategies
(o} OlIC! niorcemen —
4 Measured QoS
Value

Fig. 8. AMPol-Q Monitoring Framevork: Clientsendsarequesto theservice

Figure8 shaws the stepsfollowed by theadherencegxtensionandenforcementomponents
of the client andserviceprovider for sendinga requesto a service.After contractnegotiation,
AMPol-Q middlewvare invokes the policy adherenceeomponenty calling the adherenceson-
troller, which co-ordinatesall the processingsteps.At the serner end, on receving a request
messageAMP-Q middlevare calls the policy enforcementomponenty calling enforcement
controller which coordinatesll the processingteps.

We have implementedll the AMPol-Q middlevaremodulesin C # .NET andpackagedhe
codein DLLs. For developingpluggableextensionswve have alsoprovided AMPoI-Q extension
framavork whichis packagedn aseparaté®LL.



A.4 WSEMail

Figure9 shavsthehighlevel systemcon gurationof theWSEmailsystemThehighlevel design
of bothcasestudieson WSEmailareshavn in Figure10andFigurell.

Fig. 9. WSEmailSystem

Fig. 10. WSEmailcasestudy:High level Design

As mentionedbefore, the policy rulesfor differententitiesin our casestudy are de ned
using a rule languageSWRL. The SWRL rule expressionsshavn in gures belov arein the
form of antecedenimpliesconsequentAntecedents a conjugateof binary atomsandif all the
binary atomsaretrue thenthe consequenholds.EachSWRL rule is assoctaiedvith a Rulein
the AMPol policy. The consequenpartof the SWRL rule veri es the AMPol Ruleto betrue or
falseby settingits propertyveri ed. In this sectionwe will only discusghe secenari®@f sending
anemailmessagérom SMUA to RMUA.

Figure12 shawvsthepolicy rulesfor bothRMTA (RS,sandy)andRMUA (RC, afandisandy).
RMTA andRMUA policy rulesarepre x with RSandRC. RC policy constrainghe senderto
encryptthe messageisingIBE techniqueandto signthe messageitherusingMD5 or SHA-1
algorithm. Signaturerules are enforcedat RS and encryptionrule is enforcedat RC. RS also
speci espolicy rulesfor messageattachmentndusespuzzlefor paymentmechanisminorder
to raiseburdenfor spammersRS extensionrulesarethe extensionconstraintsand allows only
to executeplugins dowvnloadablethroughhttps or sshsecureprotocols.The RC and RS poli-
ciesaremeigedtogetheranda combinedpro le (for RS sandyandRC afandisandy@sanglys
publishedto theregisteryservice.CompleteOWL pro le including QoS policy, extensioncon-
straints,dependencieand capabilitiescan be viewed from http://seclab.uiuc.edu/
ampolg/ontology/ampolq_rsrc.owl



Fig. 11. WebBasedWSEmail:High level Design

Fig.12.RSandRC Policy Rules

RelayRL1 (londor) andRL2 (romg have policy rulesfor attachmensize.Figure13and14
shavsthesepolicy rules.Pro les canbeviewedfrom http://seclab.uiuc.edu/ampolg/
ontology/ampolg_ri1.owl andhttp://seclab.uiuc.edu/ampolg/ontology/
ampolq_rl2.owl

Fig. 13.Relay1 (london)Policy Rules

Similarly, SMTA (SS,gary) hasa policy rule on outgoingmessageattachmentshat their
size shouldnot be greaterthan2 MB. Figure 15 shaws this policy rule on attachmensize.SS
pro le canbeviewedfrom http://seclab.uiuc.edu/ampolg/ontolog ylampo lq_
ss.owl

The senderclient SMUA (SC, afandigary@gary de nes the required QoS behaiour in
Figure 16. The messagavill be sendthrougha route which hasa messagelelivery time less
than 35 secondsSC pro le can be viewed from http://seclab.uiuc.edu/ampolg/
ontology/ampolq_sc.owl

Servicesarediscoreredusing OWL-S requesipro le. Theresultantservicechainis shavn
in Figure17. Therearetwo servicechains(or messageoutes).After global analysis,only the
servicechainSC-SS-RL2-Rfall lls themessagelelivery requirement®f the SC. Thecombined
policy agreementvith all therequiredpolicy rulesfor a sessioris shavn in Figure18. (http:
/Iseclab.uiuc.edu/ampolg/ontology/ampol g_merg ed.owl ). The memged pol-
icy containsadherencandenforcementulesfor eachentity in the sessionln this scenariove
areonly consideringa messagelelivery from SCto RS (not the returnpathfrom RSto SC) so
we have only shavn adherenceulesfor SCandenforcemnetulesfor all theentities.



Fig. 14.Relay2 (rome)Policy Rules

Fig. 15. SSPolicy Rules

Fig.16. SCPolicy Rules

Fig.17.ServiceChainGraph



Fig. 18. MergedPolicy Rules



