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Abstract. Therearemany problemshinderingthe designanddevelopmentof
Service-OrientedArchitectures(SOAs),whichcandynamicallydiscoverandcom-
posemultiple servicesso that the quality of the compositeserviceis measured
by its End-to-End(E2E) quality, ratherthan that of individual servicesin iso-
lation. The diversity andcomplexity of QoSconstraintsfurther limit the wide-
scaleadoptionof QoS-aware SOA. We proposeextensionsto currentOWL-S
servicedescriptionmechanismsto describeQoSinformationof all thecandidate
services.Our middlewarebasedsolution,AMPol-Q, enablesclientsto discover,
select,compose,andmonitor servicesthat ful�l E2E QoSconstraints.Our im-
plementationandcasestudiesdemonstratehow AMPol-Q canaccomplishthese
goalsfor webservicesthatimplementmessaging.
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1 Intr oduction

Althoughtherehasbeenconsiderableattentiondevotedto thecompositionof functional
propertiesin ServiceOrientedArchitectures(SOAs), morework is neededto dealwith
non-functionalQualityof Service(QoS)propertiessuchasreliability, performanceand
securityrequiredby clients.Issuesthatneedattentionincludeproviding QoSfeatures
at the level of the individual serviceandclient, discoveringandcomposingcandidate
serviceson the basisof QoSfeatures,monitoringandensuringthat a promisedQoS
is actuallyprovidedduring execution,andadoptingandusingQoS-awareSOAs on a
largescale.At leastthreeproblemsmustbeovercome.First, currentapproaches[1–3]
for dynamicservicediscovery andcompositiondo not provide a global view of QoS
featuresaboutall candidateservicesprior to invocation.They arelimited to discover-
ing �rst-level immediateservices,andeachindividual serviceis responsiblefor dis-
coveringotherservicesindependently. They alsolack thecomprehensivespeci�cation
of QoS features.Second,QoS is not compositionalin the sensethat functional fea-
turesexpressedthroughinterfacesor functionalcomponentsarecomposedto achievea
compositefunctionality(e.g. work�o w systems).QoS-basedcompositionrequirescom-
plex calculationsof aggregateQoSvaluesof multipleentitiesinvolvedin atransaction.
Participantsareinterestedin the �nal aggregatevalueof the runtimeglobalQoS(e.g.
end-to-enddelay, overall cost,global integrity andcon�dentiality). However, current
QoS-aware systemsare not able to supportglobal QoS behavior. Third, and �nally ,
QoS-awareservicecompositionand negotiationmay not be effective without moni-
toring. Most QoS-awaresystemsdo not guaranteethat anagreedquality of serviceis



actuallyprovidedduring execution.Existing QoS-monitoringapproaches[4,?,5] rely
on trustedthird partiesto centrallymonitorQoSdeliveredby serviceproviders.This is
technicallydif�cult andlimited to QoSfeatureslikeavailability andperformance,while
securityandprivacy cannotbe covered.Moreover, monitoring involvescomplex and
domain-speci�clogic for measuringandverifying QoS,whichmake thetaskharder.

To addresstheseproblems,we have developedan AdaptiveMiddleware Policy to
SupportQoS(AMPol-Q). Our approachis basedon an integratedcollectionof refer-
enceframeworksfor description,discovery, andmonitoringthatarespeciallysuitedto
handleQoSfeaturesin a SOA. The descriptionframework includessemanticmodel
for capturingQoS requirements,constraintsand capabilities.We extend currentser-
vice descriptionand advertisementmechanisms(OWL-S and UDDI) to gatherQoS
informationaboutall thecandidateservices.For ef�cient implementation,werepresent
theseQoSrequirementsaspolicy rules.In thediscovery framework, AMPol-Q serves
as a broker (at the client end) for dynamicallydiscovering and composingmatched
serviceson the basisof functionalaswell asnon-functionalfeatures.The candidate
servicesare �rst discoveredon the basisof their functionalcapabilitiesandthe �nal
set of servicesis selectedaccordingto their QoS features.This approachis capable
of evaluatingglobalquality requirementsandapplyingdifferenttypesof optimizations
(suchascontext-awareoptimizations)to selectthebest-matchedservices.It negotiates
the QoSpropertiesbetweenserviceprovidersandconsumersto createan agreement.
Themonitoringframeworkprovidesanagileandadaptivemechanismto automatically
plug in customizedmodulesfor measuring,verifying andensuringQoSfeatureswith-
out modifying thebaselinesystem.We usea technique[6] in which theQoScontracts
aremonitoredat eachindividual participant.Furthermorewe improve on distributed
monitoringapproachesby providing supportfor two-wayspecialization.

WevalidatedAMPol-Q with aprototypeimplementationandacasestudyonWSE-
mail [7] that shows how AMPol-Q canenhancethe function of emailmessagingsys-
temsby enablingautomaticdeploymentanduseof complex QoSfeatureslike cycle
exhaustionpuzzles,reverseTuring testsandidentitybasedencryptionwithout theneed
for global deploymentor changesto the baselinesystem.This casestudyshows how
SOA cansupportQoS-awareservicediscovery, selectionandmonitoring.

2 Description Framework

TheAMPol-Q descriptionframework is a collectionof interoperablesemanticmodels
usedto representQoSfeaturesof all entitiesin SOA. TheseQoSontologyandpolicy
models,which are extensionsto currentservicedescriptionframeworks [8–11], are
intendedfor globaldiscovery andselectionof candidateserviceson thebasisof QoS
features.They arebasedon layeredsemanticmodels(QoSOntology, Policy andEntity
Pro�le ). Thestepsof describingQoSfeaturesareaseriesof bottomupinstantiationsof
thesemodels.We usesemanticmodelsbecausethey canbe easilyextendedwith new
concepts.Furthermore,existing reasoningtoolscanbeappliedon thesemanticmodels
to detectambiguityor inconsistency. Our discussionfocuson novel featuresrelatedto
capturingglobalQoSbehavior andto achievesupportfor E2EGlobalQoS.



SemanticQoSOntology Model Our semanticQoS ontologymodel providesa stan-
dardgenericontologyfor arbitraryQoSfeatures.It de�nes thenatureof associations
betweenQoSconcepts,QoSmetrics,andthe way they aremeasuredandmonitored.
Figure1 shows thedetailedontologymodel.To facilitatereusabilityandextensibility,

Fig.1. AMPol-Q QoSModel

theontologyhasa modulardesignandis categorizedinto threemodels:base, monitor-
ing anddomain.

In theQoSbaseontologymodel,eachQoSfeatureis aninstanceof aclassQoSFea-
ture, andit is associatedto a Quantitativeor Qualitativeproperty. Quantitativerelates
theattributeswhich canbemeasuredby numberswith a particularunit. For example,
the percentageavailability of a service.Qualitativerelatesto attributeswhich cannot
necessarilybemeasuredby exactamount.For example,theobligationfeaturessuchas
requirementof dataencryptionor providing anX.509certi�cate.

In the context of global QoS, we de�ne QoSSimpleand QoSCopmositeas sub-
classesof QoSFeature. QoSCompositerepresentscomplex globalQoSfeatureswhich
aredrawn from calculationof aggregateQoSvalues.For example,theformulafor com-
positeserviceavailability is the product of availability measureof eachparticipant
service.The computationallogic is capturedby AggregateFormula. Differententities
may specifyQoSvalues(QoSMetricValue) with differentunits (e.g. 90% versus0.90
or 50F versus10C). The unit conversionis doneby QoSConversion, which captures
theconversionlogic. In global QoS,therearedependenciesandcorrelationsbetween
QoSfeatures.For example,someQoSvaluesareinverselyproportionaleachother, e.g.
the serviceresponsetime andthe throughput;somearedirectly proportional,e.g. ac-
cessibilityandavailability. QoSRelationclasscapturestheserelationshiptypes.Some



compositeQoS is measuredfrom aggregatevaluesof different typesof relatedQoS
feature.For example,responsetime at a client is a sumof network latency andservice
processingtime.Thisbehavior is capturedby thehas-aobjectproperty.

CurrentQoSmodelingapproaches[3,8,9] do not have ontologiesto supportmea-
surement,veri�cation or monitoringof QoSfeatures.We proposea QoSmonitoring
ontologymodel,which bindsQoSfeatureswith their correspondingmonitoringpro-
cess(QoSMonitoringProcess). The QoSmonitoringprocessinvolvesmeasurementof
QoSfeatures,veri�cation by evaluatingmeasuredQoSvaluesagainstrequiredpolicy
values,adherencelogic to providerequiredQoSfeatures,andenforcementlogic to e.g.
permit or deny the requests.Domainspeci�c ontologiescanbe de�ned by extending
QoSbaseontologymodel.We sketcha domainontologyfor our casestudylater.

Policy Model AMPol-Q representsQoSfeaturesin theform of policy rules.Thepolicy
model speci�es rules that useQoS ontologiesto de�ne QoS featuresof a particular
entity. Thesepolicy rulesarethenusedto describe,discoverandcomposeservicesand
to monitorQoS.See[12] for detailsof AMPol-Q policymodel.

Policy rulesarede�nedasanimplicationpropertyin theform of antecedentimplies
consequent, e.g. [(a:QoSFeature o:Operator a:QoSValue) connective(b:QoSFeature
o:Operator b:QoSValue)] implies[ACTION]. TheRulepropertyusesQoSontologyto
representantecedentconditions;actioncanbe permit or deny. Both QoSconstraints
andcapabilitiesaredescribedasrules.

For dynamicservicecompositionbasedon global QoS,the advertisedQoSValue
canbecalculatedonly if theQoSvaluesof all dependentservicesaredetermined.For
example,a loanprocessingserviceLP providesfunctionalityfor acquiringloansfrom
banks.In orderto processloanrequestsit talksto creditreportingagency CR to verify
a client credithistoryandcoordinatewith bankB for loanprocessing.Processingtime
for acquiringa loan (the functionality of the LP service)canbe calculatedby adding
its processingtime (P:QoSFeature) andprocessingtimesof all thedependentservices
(CRandB). If CR andB aredynamicallydiscoveredthenLP'sprocessingtime cannot
be calculatedbeforehand.Currentdescriptionlanguagesarenot able to handlethese
kindsof complex QoSfeatures.To solve this problemwe introducea conceptof rule
templates. Ruletemplatescanspecifyantecedentscontainingunresolvedtemplatevari-
ables. Antecedentscanbe evaluatedonly if all the templatevariablesaredetermined
(during runtime). In the above scenario,say, LA processingtime is 50ms, the capa-
bility rule of LA canberepresentedas[P:QoSFeature = (50ms:QoSValue+ p1:T1+
p2:T2)], wherep1 andp2 aretemplatevariables,T1 andT2 aretemplateswhich are
de�ned asT1 = ((B.P):QoSValue)andT2=((CR.P):QoSValue). This problemcanalso
besolvedby modelingeachQoSfeatureasaQoSCompositeobjectwith ahas-aobject
propertyto representdependentQoSfeaturevaluesandan AggregrateFormulaobject
to representaggregationlogics.But our policy engineimplementationhasshown that
rule templatesaresimplerto constructandmoreef�cient to evaluate.

AMPol usesmeta-speci�cation(thepoliciesof a policy) to specifyhow policesare
evaluatedandenforced.For example,in a serviceorientedenvironmentfor monitoring
globalQoS,thepolicy modelshouldbeableto specifywhich entitiesthepolicy is ap-
plied to andwhichentitiesenforcethem.In adistributedsystem,thecreatorof therule
or thepolicy might not betheentity who will checktheenforcementof thepolicy. So



it is necessaryto indicatethesubjectandtargetof thepoliciesexplicitly. Furthermore,
by explicitly relatingrulesto their enforcementandadherencecomponents(QoSmon-
itoring components),our adaptive policy modelcantake the policy conformanceand
enforcementlogicsfor eachindividual quality requirementout of thecoreapplication.
This is bene�cial for monitoringQoSfeaturesin a �e xible anddynamicmanner. Each
Ruleor RuleSethasassociatedmeta-information,which is capturedthroughthe class
MetaSpeci�cation. MetaSpeci�cationhasSubject, which is theentity the rule or rules
setwill beapplicableto (entity providing QoSfeature),andTarget, which is theentity
enforcingtherule or rulesset(entity assuringQoSis met).It usesTransformationand
QoSMonitoringProcessfor policy enforcement.

Thepolicy modelaidswide-scaleadoptionof complex anddynamicQoSfeatures.
The policy languageis genericenoughso that the policy semanticschemaandcore
components(policy engine,inferenceengine,merging,comparison,con�ict resolution
and so on) do not needto be modi�ed by the addition of new assertions.Addition
and executionof associatedthird-party componentsis also policy driven (extension
policies).

Entity Pro�le Model Finally, we proposea constructnamedpro�le which captures
everything requiredto specify QoS features.It can be associatedwith a systemen-
tity andcanbeadvertised.Thus,clientscanuseit to discover desiredservices.Entity
pro�les representsentities'QoScapabilities,constraints,extensionconstraints,service
dependenciesanddependentrequesttemplates.The client pro�le containsonly QoS
capabilities,QoSconstraints,andextensionconstraints.

Theentitypro�le modelsupportsend-to-endglobalQoSbetterthancurrentservice
descriptionandadvertisementmechanismssuchasOWL-S.Unlikecurrentapproaches,
everyservicedescriptionin AMPol-Q explicitly speci�esalist of its dependentservices
sothatthediscoverymechanismscangatherglobalQoSinformationaboutall thecan-
didateservices.Furthermore,weproposeservicerequesttemplates, afunctionalrequest
basedon IOPEattributes[13], to enhancedynamicservicesdiscovery. Thesetemplates
have staticIOPEattributesanddynamicIOPEtemplatevariableswhich canbeinstan-
tiatedusingthe client functionalrequest's IOPE attributes.Eachserviceprovidesthe
templatesfor their dependentservicesand the third party can usethem to discover
otherservices.

WeuseOWL to implementtheQoSmodelandcorepolicy modelconstructs.Policy
rulesarewritten usingSWRL languageconstructs,which useanontologyvocabulary
describedby theQoSmodelin OWL. The bene�t of usingthis two layerapproachis
that,�rst by usingOWL, it is possibleto performreasoningover theknowledgemodel
(QoSmodel)andthe policy rules,andsecond,by the useof SWRL policy rulesand
underlyingpolicy framework, thesystem'sQoSbehavior canbecontrolledwithoutany
ambiguity. Detailsof theimplementationaregivenin [12].

3 Discovery Framework

Discoveryframeworkconsistsof ServiceDiscoveryandChaining, GlobalQoSAnalysis
andPolicy AgreementandContract Negotiation. It providesmechanismsfor discover-
ing global QoS information aboutall the candidateservices,selectingbestmatched



servicesandbinding selectedpartiesin a QoS contract.As mentionedin Section1,
QoSbasedservicecompositionrequirescomplex calculationsof aggregateandglobal
QoSvalues,which makesit hardto work with QoSfeatureswithout global analysis.
We will show how this sectionaddressesissuesrelatedtoGlobalQoS basedservice
composition.

Fig.2. ServiceChainGraph

ServiceDiscovery and Chaining The framework initiatesa discovery processon be-
half of aclient.First theimmediate-level servicesarediscoveredby usingconventional
IOPEbaseddiscovery approach.IOPEbasedrequestis sendto a registry or directory
service,which returnsa list of servicesmatchedon the basisof functional IOPE at-
tributes.We extendthediscoveryapproachproposedby [14] to returnAMPol-Q entity
pro�le for the selectedservices.For each�rst-level service,the IOPE basediscovery
processis re-runto gatherpro�les of its dependentservices.TheIOPErequestfor dis-
coveringdependantservicesis generatedfrom therequesttemplatesassociatedwith a
dependentservice.The templatevariablesare�rst assignedvaluesfrom the available
IOPE informationof client or otherservicesandthenfully populatedrequestis used
for discoveringpro�les of dependentservices.

Servicediscovery processcontinuesuntil thepro�les of all thecandidateservices
arediscovered.This global informationcanbe modeledasan AND-OR graphcalled
ServiceChain Graph(SCG). In the SCG, an OR combinationshows the option of
choosingoneof thecandidateserviceandanAND combinationrepresentsdependent
serviceswhich must be composed.Figure 2 shows a SCG for the exampleof loan
processingagency we discussedbefore.In this example,we have an option of two



candidateservicesfor eachtype.Client hasanoptionof gettingloaneitherfrom loan
processingagenciesor directly from a bank.Only bankB2 directly dealswith small
businessclients.Loanprocessingagenciesaredependanton credit reportingagencies
andbanks.BankB1 independentlyveri�es thecreditscoreof a client from anexternal
creditreportingservice,while bankB2 hasits own internalcreditreportingdepartment.
By doinga traversalon SCGwe caneasilyextractservicechains(SC).Servicechain
representsa setof serviceswhich canprovide a requiredservicefunctionality. Global
QoSanalysisis doneoneachservicechainto selectabestcandidatechainfor �nal ex-
ecution.For theaboveexample,wehavethirteenpossibleservicechains.Servicechain
arefurthermodeledasa treeto simplify theglobalQoSanalysisandpolicy matching.

Global QoSAnalysisand Policy Agreement Global QoS analysishastwo steps:1)
pre-processQoSinformation;2) matchthepoliciesandcreatea contract.Thesesteps
arerepeatedfor eachservicechain in a SCGto createa list of policy contractswith
associatedagreementvalue.

Pre-processingis to maptheglobalQoSrequirementsandcapabilitiesto eachindi-
vidualnodesothatpolicy matchingandagreementcanbedoneindependentlybetween
two nodes.It involvesnormalizingontologies,�lling rule templates,calculatingag-
gregateQoSvalues,propagatingrulesandassociatingdifferententitieswith constraint
rules.For example,for servicechain5 in Fig 2, theaggregateavailability of thecom-
positeservices(LA1, B2 andCR2) will be calculatedby the productof availability
valueof eachindividual service,andtheneithera new capabilityrule is addedto rep-
resentthis value(e.g.in caseof a broker) or the capabilityvalueof �rst level service
(LA1) is replacedby thecalculatedaggregatevalue.Similarly, supposeclient hasa re-
quirementof end-to-endmessagecon�dentiality thenthis constraintis propagatedto
all theservicesin thechain,so thatduringpolicy matchingphaseit canbe compared
againstcapabilitiesof eachservice.

Next, to �nd out whethera nodeful�lls the QoSrequirementsor not, QoScon-
straintsarematchedwith QoScapabilities.For any constraint,if thereis no matching
capability(or capabilityis notsuf�cient enough)thentheremustbeanassociatedcapa-
bility module(adherencelogic). Every rulecanhaveassociatedadherence,veri�cation
andenforcementmodules.If externalcapability is requiredthen it must be checked
againstextensionpolicy restrictionsof that node.QoSrequirementrule canonly be
satis�ed if thereis a matchingcapabilityrule availableor thereis anextensionmodule
availableto provide theQoScapabilityandthereareno extensionrestrictionson this
module.

At last,a policy contractis createdandanagreementvalueis assigned.Policy con-
tract containsall entitiesin a servicechainalongwith their capabilitiesandimposed
constraints.Agreementvalueis penalizedfor everynon-resolvablecon�ict, missingas-
sociatedcapability, noassociatedmonitoringmodule,restrictedextensionmodulesetc.
Theservicechainsin which entitiescannotful�ll theQoSrequirementsof eachother
areheavily penalizedandhencehave lesschanceof gettingselected.

Contract Negotiation Thecontractwith maximumagreementvaluein thepolicy con-
tractlist is selected,veri�ed andsignedfrom eachentity in theservicechain.Theterms



of the contractimply that the entitiesin questionwill comply with all the QoScon-
straintsand will provide agreedupon QoS behavior. Policy contractis sent to each
party in a servicechain.Eachindividual entity veri�es thecontractpoliciesagainstits
privatepolicies(if any). If a contractis rejectedby any entity in a servicechainthena
next bestcontractis chosenfor agreement.Negotiationprocesscontinuesuntil all the
entitiesagreeon a particularcontract.Becauseour serviceselectionapproachis based
on globalQoSinformation,it is ableto selectbestsetof services,while mostexisting
approaches[14,13,15,3,1] canonly selectthe�rst availablematchedservice(s).Con-
tractnegotiationphaseis optionalbut it providesassuranceof a desiredQoSfrom all
entitiesevenif capabilitiesor constraintsarenotadvertised.

Implementationdetailsof AMPol-Q discoveryframeworkarearegivenonthe [12].

4 QoSMonitoring Framework

AdaptiveMiddleware for QoSMonitoring Monitoring involvesmeasuringdelivered
QoS,verifying QoSfeaturesandtakingenforcementactions.AMPol-Q is anagileand
adaptive middlewareframework thatenablestheparticipantsto adaptto QoSfeatures
of othersduring runtime.It is realizedby two-way specialization,which extractsthe
logic of measuringQoSvaluesandverifying andenforcingQoSpoliciesby third party
customizedandpluggablecomponents.Thesecomponentsarecalledextensions. This
is executedin the way describedby extensionpolicies. The QoSfeaturesin a policy
contractareassociatedwith theseextensionsandcanbedynamicallyaddedor removed
per collaboration.In orderto supporta new QoSbehavior, we do not needto change
thecoreof theapplication.InsteadAMPol-Q middlewarecanlocate,loadandexecute
new extensionsautomatically. Thewholeprocedureis calledsystemextension. Wehave
useda middlewareapproachto maskproblemsof heterogeneityanddistribution. Its
�e xibility andextensibility helpsto supportdynamicQoS,�ne-grainedpolicy control
andseamlesssystemevolution. It hidesthe implementationcomplexity from thecore
applicationlogic andthefunctionalityprovidedcanbere-usedby differentapplications.
The discovery framework is alsoa part of theAMPol-Q middleware,which actsasa
brokerat theclientendfor discoveringandselectingservices.Figure3 showsdifferent
componentsof theAMPol-Q middleware.

Entities in a servicechainmustbe capableof providing requestedQoSfeatures,
ful�lling QoSrequirements,or complyingwith QoSconstraints.We call this anadher-
encelogic. First we needto distinguishbetweentwo typesof QoSfeatures,pluggable
andnon-pluggable.PluggableQoScanbesupportedindependentlywithoutany signif-
icantchangeto thecoreapplication,e.g. anencryptionalgorithm.Non-pluggableQoS
featuresthat cannotbe supportedby just addingan externalcapability, e.g. process-
ing time or network bandwidth.Generally, qualitative features(capabilities)arelikely
to be pluggablemore often than quantitative ones.A specializationcan only be ap-
pliedto apluggableQoSfeature.QoScapabilitiesmaybepluggablethroughadherence
components,while logic for QoSmeasurements,veri�cation andenforcementfor both
qualitativeandquantitativeQoSfeaturesareeasilypluggable.

The monitoringframework hasthreecorecomponents:QoSmeasurement,policy
veri�cation, andpolicy enforcement.Eachcomponentis heavily relianton extensions.



Fig.3. AMPol-Q Middleware

The serviceinvocationprocessstartswith the interpretationof policy contractat the
client side.It executesa seriesof veri�cation andadherenceextensionson a request
messageto provide requiredQoSfor a targetservice.On receiving a request,theser-
vice middleware�rst veri�es the QoSconstraintimposedby a serviceon the client.
Accordingto veri�cation resulttheenforcementlogic eitherrejectstherequestor for-
wardsit to the service.Oncethe responseis ready, the veri�cation logic veri�es that
a responsecomplieswith client constraints.If theveri�cation fails, thepluggablead-
herencelogic is executedto conformtheresponsemessagewith theclient constraints.
On receiving a response,the client veri�es the QoS deliveredby the service,which
mayinvolve measuringQoSthroughextensions.If veri�cation fails, thentheenforce-
mentmechanismwill take actionsaccordingly. TheQoSpoliciesareveri�ed, adhered
or enforcedon a point-to-pointbasis,but eventuallythey all complywith globalQoS
constraintandrequirements.

ExtensionManager The extensionmanagermanagesextensioncomponentsand the
systemextensionprocess.Extensionmanagementis controlledby extensionpolicies,
in whichextensionsaredownloadedandexecutedonly if extensionpoliciesallow doing
so.Extensionpoliciesmayrestricta typeof extensionto beonly downloadablefrom a
particulartrustedextensionserveror mayrestricttheexecutionof anextensionto allow
limited accessto thesystemresources(suchassandboxexecution).Additionally, The
systemextensionhasameta-level controlovertheadaptationprocessto ensurethatthe
changesareeffective.

Modulesof the monitoringframework areimplementedin C# andthe extensions
arepackagedin separateDLLs. Detailsaregivenin the[12].



5 Validation and CaseStudies

Policy-basedWSEmail In this casestudy, we integrateAMPol-Q with WSEmail [7]
to show how theemailservicescouldbeenhancedto supportQoSfeaturesin anend-
to-endadaptive manner. In particular, our implementationis ableto addnew QoSre-
quirementsfor availability andsecurity. It deploysandusesplug-insfor puzzles[16] to
raiseburdensfor emailspammers[17,18], andidentity-basedencryption[19] to allow
sendersto encryptmail for recipientsbasedonemailaddressesor otherstrings.As with
thepuzzles,our goal is to show how AMPol-Q canaid thedeploymentof IBE without
requiringuniversaladoptionof IBE by users.This casestudy is an extensionof our
implementationin [20] andillustratestheapplicationof AMPol-Q to systemsbasedon
staticserviceinvocationratherthanpurelydiscoveringotherservicedynamically.

The casestudyusessecuritydomainQoSontologiesnamedAPES[20] (Attach-
ment, Payment, EncryptionandSignature). EncryptionandSignature classesspecify
thecryptographicparametersusedfor encryptionor signature.For availability, Payment
classspeci�es the type of cost(puzzles)imposedon the messagesender. Attachment
classspeci�esthepatternsof themessagesandattachment�les, which is theprimary
mediumfor spreadingviruses.

Therearefour entitiesinvolvedin thesystem,theSenderMail UserAgent(SMUA),
theSenderMail TransferAgent(SMTA), theRecipientMTA (RMTA) andtheRecip-
ient MUA (RMUA). MTAs advertisetheir clientsandtheir own entity pro�les, which
aremergedwith clientpro�les for simplicity. MTAs entity pro�les alsocontaindepen-
dentservices(Relaysor RMTAs) and their requesttemplates,which canbe usedto
dynamicallydiscoverdependentMTAs. Theserequesttemplatesalsospecifya mecha-
nismto discover relayingMTAs by providing a referenceto anextensione.g.a plugin
for queryinglocal DNS server for �nding next hopMTA. In theexamplesettingswe
mapaMTA to asinglerelayperemailaddressdomain,which is in facta targetRMTA.
So in this casewe only have oneservicechainwith threeentities(SMUA =) SMTA
=) RMTA). Also thereis a third-party trustedplugin-server which hoststhe exten-
sions.For the currentsetupwe show how the SMUA canautomaticallyadaptto the
QoSconstraintsof thetargetservices(SMTA, RMTA andRMUA).

The MUA's AMPol-Q middlewareis con�gured asa broker for discovering pro-
�les of otherentities.AMPol-Q �rst requestsan SMTA entity pro�le andthen�lls in
the dependency requesttemplates;this only requiresemail addressesfor the users.It
invokesa pluggablediscovery componentto retrieve the mergedentity pro�le of the
RMTA. Becausethereis only oneservicechain,a singlecontractis createdwith an
agreementvalueandsimply sendto otherentitiesfor QoSmonitoring.Messagessent
by theSMUA areveri�ed againstthecontractandaccordinglyadherenceextensionsare
downloadedandexecutedto conformthemessagewith requiredQoSconstraints.At the
SMTA, thereceivedmessageis �rst veri�ed by themiddlewareandthenprocessedby
the SMTA application(if the veri�cation succeeds).Whenthe messageis relayedto
theRMTA, it is againveri�ed andthenforwardedto theRMUA. QoSdiscovery, ver-
i�cation, measurement,adherenceandenforcementmechanismsareprovidedthrough
pluggableextensionswhich areautomaticallydownloadedfrom a trustedthird party
plug-inservers.



WebbasedWSEmailBasedonWSEmail,thiscasestudyrealizesAMPol-Q for typical
web-basedapplications.Herea webbrowserclient (CB) anda webapplicationserver
(AS) adaptthemselvesto accommodateQoSawareservicediscovery andmonitoring.
The motivation behindthis casestudy is that mostof the client applicationsin SOA
areweb basedandwe try to show that how easilyAMPol-Q canenabletheseclient
applicationsto beQoSaware.

We extendedWSEmail by providing an applicationserver and a browser-based
MUA insteadof theWSEmailMUA. We alsoextendedit to provide a multi-hopand
multi-relaytopologyto dynamicallydiscoverrelays.Pro�les areadvertisedonaUDDI-
basedserver insteadof relying on DNS entries.On receiving anHTTP requestfrom a
MUA browser, theapplicationserver internallytalksto theWSEmailMTA andreplies
with an HTML page.In contrastto previouscasestudy, it is not possiblefor theweb
client to do dynamicdiscoveryandselectionof servicesandto publishor advertiseits
QoSpolicies.

Our implementationconsidersAS andCB to betwo independententitieswith their
own QoSfeatures.CB doesnot needto discover any servicesas it statically invokes
AS, while AS dynamicallydiscoversotherservices.HTTP requestfrom a CB is inter-
ceptedby AMPol-Q middlewareandit �rst sendsamodi�ed HTTP requestfor service
selectionalongwith CB'sQoSpoliciesandfunctionalintentto AS. Thecorresponding
AMPol-Q middlewarecomponentat AS receivesthe requestandinitiatesthe service
discoverybasedonCB request.We considereachAS application(for example,servlet
or asppages)to bea serviceinterfaceandlike otherservices,AS shouldalsoprovide
a completeentity pro�le including requesttemplatesto discover otherdependentser-
vices.In theweb-basedscenariothesepro�les do not needto beadvertisedat registry
serviceas the AS is never dynamicallyinvoked by clients.The �nal servicechain is
selectedandthecontractis negotiatedby AS. ThecommunicationbetweenAS andCB
is donethroughHTTP requestsandresponses.Finally theoriginal HTTP requestfrom
CB is evaluatedagainstanagreedcontractandthe�nal modi�ed HTTP requestis sent
to AS. On receiving a responsemessage,it is monitoredby verifying againstagreed
contract.

We usedFirefox Mozilla v1.5 as the browserandApacheTomcat(v4.1) as AS.
See[12] for theimplementationdetailsandvideodemonstration.

6 RelatedWork

Differentservicedescription(e.g. OWL/OWLS, WebServiceModelingOntology)and
QoSmodels[1,8,9] representserviceswith bothfunctionalandnon-functionalrequire-
ments,but they donotprovideexplicit supportfor compositionalQoSandE2Eservice
discovery. The OWL-S processmodelhasimplicit informationaboutdependentser-
vices,but this informationis notusefulfor discoveringotherservices.Additionally, the
QoSmodelsin theseworksdonotcapturemonitoringandcompositionalaspects.There
arestudies[2,3,14,21] onQoSawaredynamicdiscoveryandcompositionof services,
but thesearenot ableto discoveror composeserviceson thebasisof E2EglobalQoS
featuresanddo not provide suf�cient supportfor continuouslychangingQoSrequire-



ments.Thereis no comprehensivespeci�cationthatstateshow dynamicselectionand
invocationof servicesis to beperformedon thebasesof QoSfeatures.

Thereareeffortsoncontractmonitoring[5,6] andmediatingservices[4,15] through
trustedthird parties,but theseapproachesare basedon local criteria anddo not ad-
dresstheglobalend-to-endQoSassuranceproblemof thecompositebusinessservices.
Differentpolicy frameworks [10,11] areusedto enforcerequirementsfor individual
entities.Adaptability is achievedby adding,customizingor replacingentitiessuchas
aspects[22], components,or concerns[23]. Existingefforts assumea built-in logic to
supportandensureQoSpolicy constraints(QoSrequirements)or havea staticbinding
with externalprocessingcomponentsto handlepolicy rules.AMPol-Q providesamore
�e xible approachbecauseit takestheQoSlogic outof thecoreapplicationandprovides
it in a form of pluggableextensions.

Thereis a work [24] on a broker-basedframework for QoS-aware Web Service
(QCWS)composition.It is basedonseveralserviceselectionalgorithmsusedto ensure
theE2EQoSof acompositewebservices.Thiswork addressestheproblemof evaluat-
ing E2EQoS,but leavesopenquestionsabouthow to supportandensurethem.It also
doesnotaddresstheissueof how to dynamicallydiscoverE2EglobalQoSinformation.

Thereis work [25,26] on dynamicadaptationin a service-orientedframework that
addressesentitiesthathavedifferentQoSrequirementsonapersessionbasis.Thiswork
doesnot provide concretenegotiationprotocolsanddoesnot explicitly specifywhich
systementitywill enforcethepolicy. [27] is anotherpolicy-basedeffort to achieveE2E
adaptability, but it alsodoesnot supportnegotiationof requirementsandfocusesmore
on systemextensibility andpolicy framework. DySOA [28] providesa framework for
monitoringthe applicationsystem,evaluatingacquireddataagainstthe QoSrequire-
ments,andadaptingthe applicationcon�guration at runtime.It hasa simplemanual
policy negotiationbetweenthe requesterand the provider but doesnot supportrun-
time negotiation.It doesnot addresssystemextensibility beyond the capabilityof re-
con�guring systemparameters.GlueQoS[29] proposesadeclarativelanguagebasedon
WS-Policy to specifyQoSfeaturesanda policy mediationmeta-protocolfor exchang-
ing andnegotiatingQoSfeatures.Oneobviouslimitation of GlueQoSis thatit doesnot
supportdynamicsystemextensibility. All of aboveeffortsonly canhandlesimpleQoS
featuresbecauseWS-Policy framework they useis not genericandadaptive enoughto
supportnew typesof QoSconstraints.

In a relatedwork [30] on messagingsystemswe exploredusingXACML to model
policiesfor emailsystems.In thiswork policiesareusedfor controllingaccessto mail-
ing lists.A relatedeffort [20] onadaptivepoliciesusesa`non-semantic'policy language
to modelsecurityfeatures.AMPol-Q usesa semanticapproachto supportmorecom-
plex policies.[20] is similar to AMPol-Q but it is basedon systemswith staticbinding
anda moredomain-speci�cfocus,while AMPol-Q hasa moregenericformulation.In
otherwork [31], we exploredmoresophisticatedpolicy merging mechanismsthanthe
onesin AMPol-Q, but thesecouldperhapsbeusedfor AMPol-Q policiesaswell.



7 Conclusion

We have introducedAMPol-Q, apolicy-drivenadaptivemiddlewarefor providing E2E
supportfor dynamicQoS featuresin SOA. Its main contributions are its E2E solu-
tion, its adaptive middlewareframework for supportingandmonitoringQoSfeatures,
its genericsemantics-awarereferencearchitecturefor describing,discoveringandcom-
posingserviceson thebasisof their non-functionalfeatures,andits applicationof this
middlewareto thesystemsbasedonwebservices.AMPol-Q differsfrom otherwork on
adaptationin its focusonexploring anE2Esolutionfor QoSfeaturesthat incorporates
all of thenecessarysupportfeatures.Thiswork alsoprovidesoneof themostcomplete
studiesto dateof a proof-of-conceptQoS-awarepolicy systembasedon Webservices.
Our futurework includesformalsecurityanalysis,improvedsecuritymeasuressuchas
sandboxprotection,featuresto supportprivacy, modelsfor negotiatingpolicies,policy
con�ict resolutionandperformancetesting.
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A. Appendix

A.1 Implementation of Ontology Reasonerand Policy Model

Theuseof a policy-basedapproachfor thedynamiccontrolof QoSbehaviour of theserviceori-
entedsystemrequiresanappropriateQoSpolicy representationandprocessing.In thecontext of
theSemanticWeb,therepresentationpowerof semanticlanguagestogetherwith theirprocessing
frameworks andrule languages,make themideal for implentingQoSandpolicy model.In this
section,wedescribeourappraochfor thecombinationof theOWL ontologyfor QoSmodelwith
theSemanticWebRuleLanguage(SWRL) asthebasisfor a semantically-richpolicy language
thatcanbeusedto formally describethedesiredQoSbehaviour andcapabilitiesof differenten-
tities in a serviceorientedsystem.Wehave usedOWL to implementQoSandcorepolicy model
constructs.Policy rulesarewrittenusingSWRL languageconstructs.

Thebeni�t of usingthistwo-foldedpolicy basedimplementationapproachhasmany beni�ts.
First by usingOWL andSWRL, it is possibleto performreasoningover theknowledgemodel
(QoSmodel)to correctlyresolve con�icts, mismatchesandto evaluateglobalQoSfatures.Sec-
ond,theOWL/OWL-S andSWRL connectionmakestheontologiesmorepowerful sinceit uses
theexpressivepowerof rulesandunderlyingef�cient reasoning.Webelievethatthispolicy based
approachfor controllingsystembehaviour (especiallynon-functional)is idealfor serviceoriented
systemse.g.webservicesbasedsystems.

Policy modelusedto representQoSconstraintsandcapabilitiesis shown in Figure4, while
QoSontologymodelis alreadydiscussedin thesection2 andpresentedin Figure1. A stripped
down OWL ontologyof boththeAMPol QoSmodel(includingAPESandmessagingdomainon-
tology)andpolicy modelisdescribedin http://seclab.uiuc.edu/ampolq/ontology/
ampolq_base.owl

Fig.4. Policy andRuleModel

SemanticWeb Rule Language(SWRL) is basedon a combinationof the OWL DL Lite
languagewith the RuleML languages.SWRL extendsthe setof OWL constructsto includea
high-level abstractsyntaxfor Horn-likerulesthatcanbecombinedwith anOWL knowledgebase.
TheSWRLrulesareof theform of animplicationbetweenanantecedent(body)andconsequent



(head),which canbe associatedto AMPol-Q rules.Adheringto this rule format makesSWRL
easierto translaterules to or from existing rule systemse.g. Prolog, Jess(herzberg.ca.
sandia.gov ) andJena(jena.sourceforge.net ).

OurOWL andSWRLprocessingimplementationisbasedonProtege(protege.stanford.
edu ) knowledgebasedframework.ProtegeprovidesJavaAPIsto processOWL andSWRLmod-
els.TheProtege-OWL parserinternallyusesJenaontologyparserfor processingOWL ontolo-
gies.Jenais oneof themostwidely usedJava APIs for RDF andOWL, providing servicesfor
modelrepresentation,parsing,persistence,queryingetc.For processingSWRLrules,our imple-
mentationusesProtege SWRL API andJessrule engineto executerules.Jessis a small, light
weight andoneof the fastestrule enginesavailable.Protege framework providesa SWRL rule
enginebridge,which is a subcomponentthat providesa bridgebetweenan OWL with SWRL
rulesanda rule engine.Its goal is to provide the infrastructurenecessaryto incorporatediffer-
ent rule enginesinto Protege-OWL to executeSWRL rules.Protege alsoprovidesa bridgefor
supportingJessruleengine.

TheSWRLrulestogetherwith theontologycanbeloadedinto theProtegeframework using
a Jenaontology parserand then SWRL rulesare transformedto Jessrule specsusingSWRL
to Jessrule bridge.Rule engineprocessthe rulesandpassthe inferredknowledgebackto the
bridge.Currently, we have implementeda basicversionof theOWL andSWRL rule-basedrea-
sonerfor QoSpolicieson topof Protegeframework andJessruleengine.OWL/OWLS ontology
modelsandbasicSWRLrulesareprocessedthroughProtegeAPIsandhigh level QoSandpolicy
constructsareprocessedby AMPol-Q ontologyandrule processingframework calledAMPol-
Q SemanticWeb Framework. AMPol-Q framework doesthe policy level processing,merging,
comparisonandtransformationsrequiredfor globalQoSanalysisandpolicy agreementcreation.
High level overview of theAMPol-Q ontologyframework is shown in Figure5.

AMPol-Q middlewaremodulesareimplentedin .Netandunderlyingthey areusingAMPol-
Q ontology framework java interfacesby native calls, so it posesa considerableperformance
overhead.We have implementedthe the AMPol-Q ontologyframework in jave dueto Protege
(which internally usesjava interfacesto JenaandJess).We have usedProtege becauseit is an
opensource,widely usedknowledge-basedontologyframework. Our futurework includesmore
ef�cient implementationof AMPol-Q middlewarecomponentsandreasoningengine.

A.2 Discovery Framework

We have useda middleware basedapproachto implementall the componentsof AMPol-Q.
AMPol-Q middlewareis a centralarchitecturalcomponentin supportingandenforcingQoS.Its
role is to to maskoutproblemsof heterogeneityanddistributionwithin thesystem.It is �e xibile
andextensibileenoughto to supportrequirementslike dynamicQoS,�ne-grainedpolicy control
andseamlesssystemevolution.Middlewareapproachhidestheimplementationcomplexity from
the coreapplicationlogic andthe functionality provided by the middlewarecanbe re-usedby
differentapplications.

AMPol-Q middlewarehascomponentsfor servicediscovery, global QoSanalysis,contract
negotiationandmonitoring.High level overview is shown in Figure3. Discovery componentis
a partof AMPol-Q middleware,which actsasa broker at client endfor discovery andselecting
servicesonthebasisof theirQoSfeatures.For minimal implementationto supportdynamicQoS
awarediscovery, we only needAMPol-Q middlewareto bepresentat theclient or broker node.
But for contractnegotiationweneedAMPol-Q middlewareto bepresentat eachnode.

AMPol-Q middleware supportsboth typesof serviceinvocations,dynamicand static. In
staticinvocationsthediscovery processis sameexceptthatit directlyqueryfor theentity pro�le
of a known service.If all theservicesandtheirdependentservicesarestaticallyinvokedthenthe
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Fig.5. ImplemenatationOverview

resultantSCGwill haveonly oneservicechainandtherewill beonly onecontractfor negotiation.
OurcasestudyonWSEmailis basedonbothstaticanddynamicinvocation.

Thewholediscovery framework is implementedusingthreecorrespondingmodules:service
pro�le discovery, contractcreationandcontractnegotiation.Thepro�le discovery andcontract
creationmodulesusestheAMPol-Q SemanticWebFramework to reason,normalizeandcompare
policies.High level overview of theAMPol-Q discovery componentsis shown in Figure5.

For servicepro�le discovery, we leverageon currentOWL-S servicedescriptionframework
basedon functionaldescriptionandextendedit to integrateAMPol-Q entity pro�le model.We
useand extend semanticaware UDDI approachproposedby [32], [14] and [13] to adver-
tise andqueryservicesbasedon IOPE functional request.ExtendedOWL-S pro�le is usedto
advertiseservicesandAMPol-Q entity pro�le. Our servicediscovery implementationusesthe
OWLS-MX [32] (www-ags.dfki.uni- sb.de/˜klusch/owls- mx/ ) API for IO based
dynamicservicediscovery. OWLS-MX is a hybrid semanticWeb servicematchmaker that re-
trievesservicesfor a given queryboth written in OWL-S, andbasedon OWL ontologies.The
OWLS-MX matchmakerperformspurepro�le basedserviceIO-matchingalongwith logic-based
semanticmatching.AMPol-Q discoverycomponentextendOWLS-MX to provideglobaldiscov-
ery of multiple servicesto createservicechains.For eachservicerequestthe targetservicesare
discoveredthroughOWLS-MX approachandfrom the servicepro�les of eachdiscoveredser-
vice further dependentservicesarerepeatedlydiscovereduntil a chainis complete.We further
enhancedthe discovery mechanismby providing a supportfor rule driven servicematchingin
which if theSWRL rulesde�ned in a servicerequestor servicepro�le aresatis�ed thena par-
ticular serviceis choosenfor a servicechainotherwiseit is discarded.This approachgivesusa
capabilityto incoporatedomainandQoSlevel criteriansin thediscoveryprocessto furtherre�ne
our search.For examplein our casestudyon WSEMail, an IOPE basedservicesearchfor an
RMTA of a usersayafandi@yahoo.comwill resultin many MTA servicesbut we areonly inter-
estedin aspeci�c RMTA with aparticulardomainor namee.gMTA servingyahoo.comdomain.
Figure6 shows rulesfor discoveringrelaysandrecepientmail server. TheFigure7 shows there-
sultbasedonAMPol-Q extendeddiscoverymodel,while querybasedonOWLS-MX wouldhave
returnedfour services(RL1, RL2, SSandRS).EachservicehasOWL-S de�nition, AMPol-Q



Entity Pro�le andServiceQueryMatchingPolicy constraints.Examplesof OWL-S requestand
servicepro�les alongwith policy rulescanbefoundfrom AMPol-Q website.

Fig.6. ServiceQueryMatchingRules

Fig.7. Mail RelayQueryResult

Oneof theimplementationchallengefor uswashow to integratetheAMPol-Q middleware
with thehigh level applicationin a dynamicandadaptive mannerwithout modifying or chang-
ing the client application.Integration also requiresthat thereshouldbe minimal effect on the
applicationlogic andperformancewithout burdeningit with extra functionality. TheAMPol-Q
middlewaremodulescanbeintegratedto a high level applicationby developingapplicationspe-
ci�c hooksor interceptors.We needto identify theappropriatemessageentryandexit pointsin
an applicationandthenusehooksto interceptthesemessagesandonly allow themto proceed
furtherif they aresuccessfullyprocessedby AMPol-Q underlyingcomponents.Thesehookscan
eitherbedirectly integratedinto a sourcecodeof theapplicationor pluggedinto theapplication
if it providesa mechanismfor addingplug-insor aspects.In caseof pluggablehooks,we don
notrequiresourcecodeof theapplicationandintegrationwill berelatively easy. Pluggablehooks
areagainpluggablecomponentswhichcanbepluggedinto differentapplicationsandcanmodify
or enhanceits behavior. Differenttypesof applicationsanddistributedsystemtechnologies(e.g.
email clientsandservers,web applicationservers,web browsers,.Net COM+, J2EEetc. even
Java 1.5)doprovide a framework to developandinjectaspects,interceptors,hooksor �lters.



For two-wayspecializationandfor globalQoSanalysis,AMPol-Q middlewraesuspendsthe
initial functional requestuntil the �nal contractis created.Oncea contractis negotiatedthen
eachnodebindsthis contractto correspondingfunctionalinterface,sothatduringactualrequest
processingtheentitiesdonot re-initiatethediscovery andselectionprocess.Thiscontracthasan
expirationtimeandit is usuallyvalid for aparticularcommunicationsession.Thisperinvocation
multi-stepapproachdoeshave a considerableperformanceoverhead.A simple solution is to
performthedynamicdiscoveryandcontractnegotiationlessfrequentlyor only whenthepolicies
arechanged.But this solutionrequiresa framework for propagatingQoSpolicy changesto the
interestedentitiesandit is not feasiblefor highly dynamicQoSfeatures.Weaimto addressthese
issuesin our futurework.

A.3 Monitoring Framework

Themonitoringframework is implementedusingthreecorrespondingmodules:policy adherence,
policy enforcementandsystemextensionmanager. Wehave designedandimplementedAMPol-
Q extensionmangerinspiredby theWSEmailpluginframework [7]. It is awhite-boxframework
andis extendedby inheritance.

Fig.8. AMPol-Q Monitoring Framework: Client sendsa requestto theservice

Figure8 shows thestepsfollowedby theadherence,extensionandenforcementcomponents
of theclient andserviceprovider for sendinga requestto a service.After contractnegotiation,
AMPol-Q middleware invokes the policy adherencecomponentby calling the adherencecon-
troller, which co-ordinatesall the processingsteps.At the server end,on receiving a request
message,AMP-Q middlewarecalls the policy enforcementcomponentby calling enforcement
controller, whichcoordinatesall theprocessingsteps.

We have implementedall theAMPol-Q middlewaremodulesin C # .NET andpackagedthe
codein DLLs. For developingpluggableextensionswe have alsoprovidedAMPol-Q extension
framework which is packagedin a separateDLL.



A.4 WSEMail

Figure9 showsthehighlevel systemcon�gurationof theWSEmailsystem.Thehighlevel design
of bothcasestudiesonWSEmailareshown in Figure10andFigure11.

Fig.9. WSEmailSystem

Fig.10.WSEmailcasestudy:High level Design

As mentionedbefore,the policy rules for different entities in our casestudy are de�ned
usinga rule languageSWRL. The SWRL rule expressionsshown in �gures below are in the
form of antecedentimpliesconsequent. Antecedentis a conjugateof binaryatomsandif all the
binary atomsaretrue thenthe consequentholds.EachSWRL rule is assoctaiedwith a Rulein
theAMPol policy. Theconsequentpartof theSWRL rule veri�es theAMPol Ruleto betrueor
falseby settingits propertyveri�ed. In this sectionwe will only discussthesecenarioof sending
anemailmessagefrom SMUA to RMUA.

Figure12shows thepolicy rulesfor bothRMTA (RS,sandy)andRMUA (RC,afandisandy).
RMTA andRMUA policy rulesarepre�x with RS andRC. RC policy constrainsthesenderto
encryptthemessageusingIBE techniqueandto sign themessageeitherusingMD5 or SHA-1
algorithm.Signaturerulesareenforcedat RS andencryptionrule is enforcedat RC. RS also
speci�espolicy rulesfor messageattachmentandusespuzzlefor paymentmechanisminorder
to raiseburdenfor spammers.RS extensionrulesaretheextensionconstraintsandallows only
to executepluginsdownloadablethroughhttps or sshsecureprotocols.The RC andRS poli-
ciesaremergedtogetheranda combinedpro�le (for RSsandyandRC afandisandy@sandy) is
publishedto theregisteryservice.CompleteOWL pro�le includingQoSpolicy, extensioncon-
straints,dependenciesand capabilitiescan be viewed from http://seclab.uiuc.edu/
ampolq/ontology/ampolq_rsrc.owl .



Fig.11.WebBasedWSEmail:High level Design

Fig.12.RSandRCPolicy Rules

RelayRL1 (london) andRL2 (rome) have policy rulesfor attachmentsize.Figure13 and14
showsthesepolicy rules.Pro�les canbeviewedfrom http://seclab.uiuc.edu/ampolq/
ontology/ampolq_rl1.owl andhttp://seclab.uiuc.edu/ampolq/ontology/
ampolq_rl2.owl

Fig.13.Relay1 (london)Policy Rules

Similarly, SMTA (SS,gary) hasa policy rule on outgoingmessageattachmentsthat their
sizeshouldnot be greaterthan2 MB. Figure15 shows this policy rule on attachmentsize.SS
pro�le canbeviewedfrom http://seclab.uiuc.edu/ampolq/ontolog y/ampo lq_
ss.owl .

The senderclient SMUA (SC, afandigary@gary) de�nes the requiredQoS behaviour in
Figure16. The messagewill be sendthrougha routewhich hasa messagedelivery time less
than 35 seconds.SC pro�le can be viewed from http://seclab.uiuc.edu/ampolq/
ontology/ampolq_sc.owl .

ServicesarediscoveredusingOWL-S requestpro�le. The resultantservicechainis shown
in Figure17. Therearetwo servicechains(or messageroutes).After global analysis,only the
servicechainSC-SS-RL2-RSfull�lls themessagedeliveryrequirementsof theSC.Thecombined
policy agreementwith all therequiredpolicy rulesfor a sessionis shown in Figure18. (http:
//seclab.uiuc.edu/ampolq/ontology/ampol q_merg ed.owl ). The merged pol-
icy containsadherenceandenforcementrulesfor eachentity in thesession.In this scenariowe
areonly consideringa messagedelivery from SCto RS(not the returnpathfrom RSto SC)so
we have only shown adherencerulesfor SCandenforcemnetrulesfor all theentities.



Fig.14.Relay2 (rome)Policy Rules

Fig.15.SSPolicy Rules

Fig.16.SCPolicy Rules
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Fig.18.MergedPolicy Rules


