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Abstract for health-care will grow to 15.9% of the GDP ($2.6 trillion)
by 2010 (Digital 4Sight’s Healthcare Industry Study)[5] .
Advances in networking, sensors, and embedded deviceFhe ability of the current system to shift the burden of care
have made it feasible to monitor and provide medical and to the family members will become increasingly limited, as
other assistance to people in their homes. Aging popula- a result of the decrease in the birth rate and the increasing
tions will benefit from reduced costs and improved health- number of adults surviving to old age without living chil-
care through assisted living based on these technologiesdren. These same demographics contribute to the declin-
However, these systems challenge current state-of-the-aring proportion of our society in the work force that must
techniques for usability, reliability, and security. Irigtpa- support the increasing health care costs of those who have
per we present the PAS open architecture for assisted living retired [19]. Clearly the current system of health carevdeli
which allows independently developed third party compo- ery is not sustainable. Innovative strategies will be ndede
nents to collaborate. We discuss key technological issues i to avoid the impending crisis.
assisted living systems, such as tracking, fall detecten,
curity and privacy; and results from our pilot study in a real
assisted living facility are presented.

Fortunately advances in sensing, object localization,
event monitoring, wireless communications technologies
make possible the unobtrusive supervision of basic needs
of frail elderly and thereby replicate services of on-site
) health care providers. It is postulated that implementatio
1. Introduction of a cost-effective, reliable, secure, and open persorsal sy

tem that provides real-time interaction between elderby-pe

The aging of baby boomers is creating social and eco-ple and remote care providers can delay their transfers to
nomic challenges. In the United States alone, the numberskilled nursing facilities (SNFs) and improve the qualify o
of people over age 65 is expected to hit 70 million by 2030, thejr lives (by preserving independence). It is further-pos
doubling from 35 million in 2000. As the population ages tylated that the money saved by delaying transfers to SNFs
there will be an increasing demand on health care resourcesyjil| significantly offset the deployment cost of PAS. Sup-
Approximately one-third of the health care expenditures ar ported in part by National Science Foundation and Motorola
directed to the pOpUlation over age 65. The fastest grOWing LabS, we have been in the process of designing, deve|op_
segment of the older adult population is those over age 85.ing, and deploying such a wireless-based software infras-
This population will also double by 2030[13]. Almost 25% trycture, called the Personal Assistant System (PAS), with
of this population have one or more deficits in their activi- Sensing, |oca|ization, monitoring’ wireless Communmﬁ
ties necessary for successful daily living (i.e., dressind  and event/data management that facilitates preservation o
bathing) and resides in a skilled or assisted living facilit  independence and quality of life of frail elderly. In a nut-
Because of the increasing demands of our aging populationshell, PAS exploits inexpensive, “off the shelf” technolo-
on the health care system, expenditures in the United State@ies to assist elderly people to maintain the capability of

*High Confidence Medical Device Software and Systems (HCMDSS ind?P?ndent Ii\_/ing thrOUgh t_ime_'based reminde_rs of daily
'07), Boston MA, June, 2007. activities, non-intrusive monitoring of physiologicalrfcr




tions and mobility profiles, and real-time communications tunity to remain at home and in contact with their social
with remote care providers and clinicians. Specifically, we network and support system. The later has its advantages
have carried out the following engineering R&D tasks to that go beyond patient satisfaction.
realize sensing, monitoring, and wireless transmission-fu The rest of the article is organized as follows. In Sec-
tionalities in PAS: tion 2, we give an overview of the overall software architec-
1) We have established in PAS a network of small, low- ture of PAS and several example applications that are made
power devices that integrates off-the-shelf radio-fremye  possible under this architecture. In Section 3, we describe
identification (RFID) readers/tags, MicaZ-based sensors,in detail the systems architecture of PAS. In Section 4, we
and bluetooth-enabled medical devices. discuss the underlying sensing and tracking techniquek use
2) We have equipped PAS with an enhanced Cricket to realize the applications. We also discuss how we lever-
system[26] and hence the capability of tracking in reaktim age cell phones to enhance the robustness and ubiquity of
(in addition to locating) humans and objects with the com- PAS. In Section 5, we discuss how we ensure PAS is secure
bination of ultrasonic and RFID technologies. and privacy-preserving. Finally, we report our pilot study
3) We are in the process of enhancing the robustness andesults in Section 6 and highlight how PAS complements
ub|qu|ty of PAS by exp|oring the use of cell phones as both several R&D efforts in the literature in Section 7.
the wireless modem and the local intelligence for data ag-
gregation and acquisition. 2. PAS Overview
4) We have incorporated into PAS a MicaZ Motes [11]
-based fall detection and response system to track im-
pact/orientation of residents and to provide audio commu-
nications with the health care provider in case of need.
To ensure that the security, privacy, trust, reliabilityda Y
user-friendliness requirements are met, we have alsedarri P -
out the following R&D tasks: > & @ @
5) We enhance system robustness and reliability by man- -EQ",/
aging and controlling dependency relations between soft- Manc Qﬁ”
ware components in multiple devices of the system. -
6) We develop a rigorous security framework to support
security and privacy in a wide range of operational context.  Figure 1. The overall architecture of PAS
We are currently working with geriatricians at Washing- (note, in the future, some intelligent medical
ton University in Saint Louis in evaluating operations of devices may be able to connect to ALSP di-
PAS in Nazareth Living Center for Assisted Living with pa- rectly without going through ALH)
tients with diverse medical needs. Note that although the
population targeted is home-bound elderly people, most of
the PAS development and evaluation has been (and will be) Figure 1 shows the overall architecture of PAS. In
made in assisted living facilities with 24 hour nursing su- the figure, we envision an open environment in which a
pervision and redundant monitoring and communication to security-enhanced, assisted-living device called Authen
ensure the safety of the participating residents. Based orcation Manager for You (AMY), co-exists with a system (a
responses by patients and care providers, we are in the prohome PC or specialized device) called the Assisted-Living
cess of modifying the system’s functionality in a syneiigist Hub (ALH). Equipped with one or more wireless interface
design-evaluation-redesign loop. PAS is also being evalu-cards (IEEE 802.11, Bluetooth, Ultra Wide Band, and In-
ated with respect to the delay achieved in transitioningifro  frared), the ALH hosts the PAS software infrastructure and
independent living to a higher level of skill nursing care or serves as the intelligence for the environment. It also com-
institutionalization by a randomized clinical trial conmjpay municates over the Internet with the Assisted Living Ser-
PAS to standard of care. vice Provider (ALSP) at which healthcare providers and
Our ultimate goal is to (in-)validate the postulation that medical experts can retrieve/analyze data, monitor the en-
with PAS, the frequency of home nurse visits can be greatly vironment, and give instructions, if necessary, to the-resi
reduced while the intensity of supervision can be enhanceddent. In some sense, we follow the ADT security systems
at a lower cost. As such, PAS should be able to extend themodel in which a black box (i.e., the ALH) is installed in
period of time a patient remains in the home environment, the home environment, is responsible for coordinating all
and represents a major potential financial savings in seniorthe services, and communicates with the ALSP where care-
care. From a social perspective, PAS increases not only thegivers and/or healthcare providers monitor the residedt an
ability of elder people to live independently, but the oppor their environment. Such ALH devices are nascent today

ALSP Clinician
AMY Service




but will be commonplace in future years. Finally, wireless-
enabled medical meters, consumer electronics, and/or RFID Table 1. Factors contributing to the loss of in-

tags/readers are introduced into the environment aftegbei dependence and institutionalization
appropriately authenticated. They are responsible for col
lecting various physiological functions, mobility proflef Need _;An of R_eﬁ- 93 of Res-
residents, and/or giving proper reminders and instrustion 'Ne”ts with - idents ~as
. . . . L eed Primary

to residents. With this architecture, several applicaticemn Cause
be provided: Needs prompting to take medications 95 42

Application 1: PAS can help residents with performing ~ Risk of injury due to falls 42 7

. o . Unable to get up after a fall 20 17
daily activities. For example, the ALH can obtain fro_m the  Monitoring of vital signs too labor inten- 12 20
ALSP (through secure IP tunnels) updated prescription and sive
appointment records of residents. When it is time for the Needs physical assistance with Activities90 67
resident to carry out their time driven routines, the ALH  ©f Dally Living .

. g . .. Needs prompting to toilet on a schedule 67 17
locates active wireless-enabled devices (e.g., PDAst;adhgl Needs prompting to go to meals 33 10
frames, cell phones, wearable headsets) and sends remindemMNeeds prompting to bathe 75 0
messages to one or more devices that are in the proximity of ﬁets 'OStC'jn apa{tT?”t,I_t 1127 1%
H : ay wanaer out ot facility

the resident. Whether or not these routines are followed as 2\ monitoring of blood sugar fre- 20 8

advised is detected in a non-intrusive manner by exploiting guently
sensor localization and tracking technologies. Needs  monitoring  of  weight 25 0

Application 2: A number of physiological functions —_daly\weekly
critical to maintaining homeostasis for different medical
conditions can be measured by Bluetooth-enabled medical
meters, transmitted to the ALH and then to the ALSP to vice, three of which leverage either medical sensors (i.e.,
be evaluated by healthcare providers. These physiologi-Bluetooth-enabled medical meters) or MicaZ motes. The
cal functions include blood glucose in the management of decision of realizing the four applications is made based on
diabetes, daily body weights in the management of con- a clinic survey conducted at Washington University in Saint
gestive heart failureQ, saturation in the management of Louis. The survey was conducted among 6 geriatricians, 3
pulmonary disease, and blood pressure in the managemeriturse administrators of assisted living facilities, ana&ie
of hypertension. Measures will have a prescribed desiredhealth clinicians, with the objective of understanding the
range and deviations from that range will generate an alertfactors contributing to the loss of independence and insti-
from the ALSP to the health care provider. This alert sys- tutionalization. As shown in Table 1, there is indeed a need
tem enables prompt intervention before the situation dete-to prompt elder pat_ient to j[ake medication (by 95% of r_esi-
riorates to a point requiring hospitalization or may simply dents) and to monitor their blood sugar (20%) and weight
be in the form of additional instructions to the resident to (25%), and the risk of injury due to falls is high (42%).
increase or decrease a medication. The applications developed in PAS intend to address these

Application 3; With the combination of ultrasonic/RFID ~ needs.
technologies as the underlying sensing mechanism for real- On the other hand, in order to ensure PAS being
time tracking of objects, PAS is able to locate personal be-widely deployed and utilized, we believe that PAS has
longings attached with tags, such as eyeglasses, hearingp i) deal robustly with a wide range of failure scenar-
aids, key chains, and purses/wallets. When a resident canios; ii) be very reliable in diverse operating conditions;
not find their belongings, they can issue a simple vocal com-iii) communicate securely with well-specified parties; and
mand to the ALH which then helps locate the object. iv) respect the privacy of its users. To this end, we
Application 4: PAS can profile elderly people’s move- are in the process of equipping PAS with the follow-
ment in a privacy preserving manner (e.g., without the useing (due to the page limit, interested reader shall refer
of surveillance video cameras) and detect falls and earlyto http://lion.cs.uiuc.edu/assistedliving/index. hfo more
warning signs of illness. Residents wear sensors equippedietails):
with accelerometer converted to bracelets/watches or pen- 1) Safety, robustness and availability: Critical services
dants. The spatio-temporal movement data can be collecteavill be failure safe, and delivered in spite of the failurds o
without intrusion of privacy, and transmitted to the ALSP.  useful but non-critical services. Moreover, the system as a
At the time of writing this article, we have designed Whole will have high availability and robustness.
and implemented four applications: time-based reminder 2) Security and privacy: Medical and personal data will
service, vital sign measurement service, human and objecbe protected with different levels of information disclosu
tracking service, and fall detection and emergency hekp ser to different users (healthcare providers, medical teatn, re




atives, and residents) in PAS. Because wireless networking
will be the predominant communication medium, security
mechanisms will be built in both information storage and
communication facilities.
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3. Description of the System Architecture et S =
Figure 2 gives the software architecture of PAS. To im- aTeo ]

Stack

plement the time-driven reminder service (Applicational),
reminder application that resides at the ALH finds, at sched-
uled time instants, a proper wireless device in range and is-
sues reminders (e.g., time to take medicine). The reminder
application will also schedule the mini-RFID reader (worn
on the resident’s wrist) to keep track of the resident’s re- o )
sponse (e.g., whether or not the medicine has been taken)/€ndor-dependent communication semantics from the ap-
Similarly, the object localization service (Application) 3 plications. SpeC|f|caIIy_, there shall be a set of well-known
can be provided by having an object localization applica- APIS 0 access certain types of devices. For example,
tion receive vocal commands (e.g., through a light-weight, APIS to access blood-pressure meters, oximeters, weigh-
Bluetooth-enabled headset of a resident). Upon receipt ofid Scales, etc. A blood-pressure meter vendor shall pro-
a vocal command, the application queries the device/objectVide his/her proxy code that complies with the well-known
location DDB to find the whereabouts of the requested ob- Pl00d-pressure meter APIs. An oximeter vendor shall pro-
ject. Then the application can send a response message to4de his/her proxy code that complies with the well-known

proper wireless device that is either in range or specified by ©XImeter APIs. So on and so forth. The vendor can ei-
the resident. ther write the proxy code him/herself, or assign a thirdyart

The ALH serves an important role in the home environ- Software developer to do that. Each proxy uses the under-
ment. Its detailed internal architecture is depicted in-Fig Ying Unified Peripheral Comm‘L‘Jnlcatlon Afls (explained
ure 3. The architecture consists of three layers: OS, mid-12ter) to access its device. The “proxy-layer” protocc (.
dleware, and application. the semantics communicated between the proxy and its de-

The OS layer is equipped with various communication vice), however, is vendor dependent. The main purpose of

stacks and corresponding platform-dependent ApplicationprOXies is to provide another layer of flexibility: On the one

Programming Interfaces (APIs). The TCP/IP API and stack hand. applications can now be built upon well-known de-
is installed by default, so that the ALH can access the In- ViC& APIs instead of vendor specific APIs/semantics. On

ternet. Depending on the family of peripherals to support, the other hand, any off-the-shelf devices (especially ¢hos
other stacks and APIs may, for example, include Bluetooth, Manufactured without knowing our PAS system program-
ZigBee [2], and Infrared. ming interfaces) can be_ integrated into _the PAS_ §yst§m, as
The middleware layer wraps platform-dependent APIs long as the vendor proyldes the Sfemantlcs specifications on
with unified Java APIs, and provides standard services toOW 0 communicate with the device.
assisted living applications. In both middleware and appli ~ There are two communication patterns between an ap-
cation layer, the runnables are Java byte codes, which arédlication and a proxy: application polls proxy, or proxy-sig
platform-independent. Specifically, the middleware con- nals application. An application can poll a proxy by calling
sists of following components: proxy functions. For a proxy to signal an application, the
1) Device Monitoring Daemons: These daemons mon- application must register as a listener of the proxy in ad-
itors the join/leave of peripheral devices in the environ- vance.
ment, and registers/de-registers the devices in the Device There are also two communication patterns between a
Registry Service. The register/de-register processdedu proxy and a device: proxy polls device, or device signals
creating/destroying proxy or singular proxy stub objects proxy. In the first case, the device is the server socket side,
(explained later) for the device, and inserting/deleting t  and the proxy is the client socket side. In the second case,
proxy/proxy-stub into/from Device Registry Service (ex- the device is the client socket side, and the proxy is the
plained later). server socket side. However, there may be several proxies
2) Proxy (and Proxy Stub): proxy object encapsulates for the same device, each proxy for a different application;

Figure 3. Systems architecture of the ALH
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Figure 2. A technical view of the PAS software architecture f or assisted/independent living

but there can only beneserver socket. Our solution is to  checks the availability of Internet access through gateway
have a singular Proxy Stub object run the server socket inrouter (Figure 1). When the gateway router fails/recovers,

the ALH, and all proxies register as listeners to this proxy this daemon activates/deactivates the Bluetooth cell @hon

stub. Whenever a device fires an event to the proxy stub, theas a wireless modem (Section 4.3) for maintaining access to
proxy stub notifies every registered proxy. the ALSP.

3) Device Registry Service: This maintains a database
of peripherals available in the environment. Each entry of
the database is a proxy (or proxy stub) object created for
a specific peripheral device. Applications will query this
service for appropriate proxies. When an appropriate proxy  8) Soft States: Proxies, proxy stubs, and Bluetooth cell
is found, a clone of the proxy migrates to the application. phone connections are maintained as soft states. They are

4) Unified Peripheral Communication APIs: Program- destroyed and garbage collected if not renewed by their
ming interfaces for different network stacks are differ- users. The concept of soft state makes the PAS system ro-
ent. For example, the Java API for Wifi is the standard bust to Device Monitoring Daemon and Internet Heartbeat
java.net.* package, while the API for Bluetooth is JSR- Daemon failures (e.g. fail to realize the device is turndd of
82. The Unified Peripheral Communication APIs abstracts fail to realize the Gateway router is available again).
different network stack programming interfaces into a con-
sistent paradigm, which basically follows the well-known
java.net.* APIs. This allows proxies to be developed in-
dependently of specific network stack programming inter-

7) ALH Main Daemon: This daemon is in charge of
managing (start, suspend, stop, restart etc.) all the-appli
cation daemons and middleware daemons on the ALH.

We plan to purely use message passing (instead of func-
tion calls) for services, daemons, and applications to com-
municate each other (e.g. proxies are serialized between
faces. Another feature of the Unified Peripheral Commu- appl!catlons and the device r§g|s.try service). This allows

services, daemons, and applications to run on segregated

nication APIS is _the ad_optlon of QOS request param_ete_rs.Java Virtual Machines, even on different computers, which
Users can specify their QoS demands when establlshqu. L )
ill enhance flexibility and fault-containment.

communication links, and the middleware returns approved

QoS guarantees. All QoS related parameters conform to a The application layer is where various applications re-

predefined extensible XML schema. side. They are built on top of the unified APIs and services
5) Other APIs from J2ME/J2SE: Either J2ME (if the provided by the middleware. Many of them can be dae-

ALH is a PDA) or J2SE (if the ALH is a PC) is installed mons that run all-year-around. It should be clear that nu-

on the ALH as the runtime environment. This means the merous applications can be supported under this PAS ALH

J2ME/SE APIs are also available to applications. architecture, and new wireless devices can be plugged in to
6) Internet Heartbeat Daemon: This daemon periodically provide new capabilities.



4. PAS Applications and Underlying Technolo- acquisition applications on a cell phone. Instead of pas-

gies Used to Realize Theses Applications sively relaying all the measurement data, the cell phone is
instrumented to infer the status of the resident based on a

4.1. Time-based Reminder and Physiologi- set of pre-specified rules, and only transports readings to
cal Function Monitoring Services and the ALSP when abnormal situations are identified. The set

Their Robustness/Ubiquity with Use of pre-specified rules can be downloaded from the ALSP
of Cell Phones to the phones, and can be either simply threshold-based or
derived based on a more complicated correlation between

. . . . . readings from different devices. These rules also need to be
As mentioned in Section 2, we have designed and imple- 9

. : . . . ersonalized based on medical records, current health sta-
mented four applications. We discuss in this subsection thep

. o . . ; tus, and medical prescriptions for the resident.
first two applications, and will defer the discussion of the 2) Enabling cell phones as a delivery endpoint for re-
latter two application to Sections 4.2 and 4.3. 9 P Y P

In the reminder service, events are scheduled by clini- minder messages: Recall that at scheduled times (of per-

. . : . forming daily activities), the ALH detects wireless dewdce
cians and caregivers for the resident through interfaces pr in range and sends reminder messages to them. If the cell
vided by the ALSP server. In the home environment, the re- 9 g '

minder daemon that resides on the ALH periodically polls theoniéijeiéeicr:e: ﬁ:;éigo; atzzef;?(ljee:s ::2 rﬁilsdsercl;trigﬁ:'gl'
the ASLP server. When it is time for reminding residents P 9 y

) X . reminder messages. To solve this problem, we have ex-
of certain events, the reminder daemon picks the most ap- | . ; ; :

. . i ploited the Lightweight Remote Displays (LRD) technol-
propriate device and sends the reminding message. For ex*

ample, if the reminding message is an audio clip, it may be °%Y by Motorola. With LRD, the phone transparently lo-
pie, 9 9 P. Y P€ cates nearby alternative displays (e.g., digital pictuaenf

forwarded to a Bluetooth earplug. On the other hand, if it . . . .
. . in the environment) and sends alerts to them, tailored peci
is a text message, it may be forwarded to a cell phone or a|cally t0 suit the capabilities of each display:
bluetooth-enabled (or IEEE 802.11-enabled) digital frame '

In the vital sign measurement application, the resident L. . .
measures his vital signs (such as glucose level, blood pres#-2- Mon%tor.lng and Real-time Tracking
sure, heart beat rate, arterial oxyhemoglobin saturation Service in PAS
level) with Bluetooth enabled medical meters at home. The
measurement results are then encrypted (either by the de- In PAS, real-time indoor tracking of humans and objects
vice or by the ALH if the device is dumb, Section 5), and is an important baseline service for realizing many useful
sent to the ALSP server. In the clinic, an authorized clini- high-level services such as finding personal belongings and
cian can retrieve the vital sign measurements of the residenobjects, keeping track of whether or not instructions have
at any time. At the time of writing this article, we have in- been followed as advised, and resident mobility profiling
tegrated a digital pulse oximeter by Nonin Medical, Inc., a for early detection of diseases from behavioral change. Vi-
personal scale by A&D Medical, Inc. and a blood pressure sual tracking is not attractive because of high cost and pri-
meter by LifeWatch, Inc. vacy issues. The IR (Infra Red) signals as in Active Badge

One major deficiency of PAS in Figure 2 is that both vi- [27] and RF signal strength as in Microsoft RADAR [4] and
tal sign measurement and reminder message transport ar8potON [15] can be used for non-intrusive sensing of target
through the gateway, which becomes unavailable when itpositions. However, due to the inherent limitation of their
fails or when the resident is away from home. To deal with sensing technologies, their positioning accuracy is sgver
this deficiency, we have used cell phones (transparent tometers at best [18]. The UWB (Ultra Wide Band) based
users) as both a backup and the local intelligence for datasystems such as Ubisense and Multispectral Solution Inc.
aggregation and acquisition. Figure 4 depicts the architec PAL650 [16] can provide a good positioning accuracy but
ture of a portable gateway based on the dial-up networkingthey are currently quite expensive ($8,000 for a suite of 4
profile (DUN) service available with Motorola cell phones. sensors and tags).

In particular, we have leveraged the programming capabil- We have built a system that uses a combination of ul-
ity of Motorola EZX platforms (mainly the A780, E680 and trasonic and RFID technologies as the underlying sensing
E680i phones) to incorporate the following novel features mechanism for real-time tracking of both human and ob-
that are not currently present in any cell phones: jects. Figure 5 shows the overall system configuration. Ul-

1) Enabling cell phones to serve as local data stor- trasonic transmitters, called beacons and denotd8; bgc-
age/fusion intelligence: Because of the energy constraintcasionally sends out an ultrasonic pulse and a short RF sig-
of battery-powered cell phones, transport of a large amountnal at the same time (marked as (1) in Figure 5). Due to the
of data using cell phones may become prohibitively energy speed difference between an RF signal (speed of light) and
inefficient. We are investigating intelligent data fusioda  an ultrasonic signal (speed of sound), the listener denoted



Figure 4. A technical view of how medical data is transported to the monitoring center through cell

phone

by L; on the wristband of the resident can infer its distance

With this underlying sensing mechanism, one challenge

from the beacon using the TDOA (Time Difference Of Ar- is how to schedule ultrasonic pulses and RF signals to en-
rivals) of the two signals. This distance measurement cansure a high sampling frequency of the listener location for
be reported to the ALH for real-time tracking of the use real-time tracking. Since the beacons use active probing
(marked as (2) and (3)). Also, the RFID (radio frequency signals, i.e., ultrasonic pulse and RF signal, if two bea-
identification) reader attached on the same wristband cancons within the interference range transmit the active sig-
read RFID tags of objects touched by the user. Thus, we camals at the same time, they collide. The state-of-the-art ul
track the objects as well, whenever the user touches and/otrasonic based location systems, Active Bat [14] and Cticke

carries them.

.lf-“;"tz%,J & E
R
(D active probing
# @] .
@ broadcast .

--...., beacon coverage —

beacon inrerference range

Figure 5. System configuration for the local-
ization and tracking system
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[26], address the collision problem based on carrier sgnsin
and random arbitration. However, it cannot ensure high-
quality and predictable tracking performance. To enable
high frequency, collision-free sampling, we have devised a
novel scheduling algorithm [21] that leverages the follow-
ing ideas:

1) Harmonizing sensing and communication: The sys-
tem should schedule active ultrasonic signals (i.e., sens-
ing) while exchanging RF messages (i.e., communication)
among beacons, listeners, and the ALH. We maximally
overlap the duration of ultrasonic signals and RF transmis-
sions, since they do not collide. The overlapping allows us
to build a more packed schedule and hence realize a high
rate of collision-free sampling.

2) Location-aware scheduling: Two beacons may or may
not collide depending on the listener location. We form
a feedback loop between the scheduler and tracking tasks,
and build a better transmission schedule of ultrasonic sig-
nals and RF transmissions with an even higher sampling
rate by utilizing the information of listener locations.



3) Mobility-conscious scheduling: We adaptively con- detected by a sensor node, a communication channel be-
trol the sampling frequencies of beacons depending on theween the sensing node and the ALH is established using
mobility of users—Ilow rate for low mobility and high rate geographic routing [17]. Note that a prioritized multi-hop
for high mobility. In this fashion, we can significantly save MAC protocol is needed to deliver time-critical data from
energy without compromising tracking accuracy. the sensing node to the ALH within a bounded delay; as a

We have quantitatively evaluated the performance of the consequence, real-time multi-hop wireless communication
real-time tracking algorithm by measuring its time-averag is crucial for the deployment of a fall detection and resgons
of tracking error. For experimental repeatability, we have service. In particular, we have considered two probleins:
used a speed-controllable train as shown in Figure 6(a). Topacket collisions on a wireless channel andriority in-
track the train, we deploy four beacons on the ceiling and versions when accessing the wireless medium. To avoid
one listener on the train. Figure 6(b) shows the measuredpacket collisions and mitigate the priority inversion prob
tracking error of the random arbitration algorithm used in lem caused by the multi-hop nature of sensor networks, we
Cricket as we increase the random wake-up frequency forexploit a prioritized medium access scheme based on the
three train speeds, i.e., slow = 28 sec lap time, mediumBlack-Burst (BB) protocol [1], and propose a new notion
= 14 sec lap time, and high = 7 sec lap time. These lap of Real-Time Chain (RTC) [8]: a multi-hop real-time data
times correspond to the average speeds of 28.5 cm/sec, 5ffow that is characterized by a real-time priority and can be
cm/sec, and 114 cm/sec, respectively, considering the 80@stablished on demand. RTC will also allow good spatial
cm length of the rails. The measured performance of thereuse of the wireless medium by exploiting multiple chan-
Cricket algorithm improves to a certain extent as the wake- nels, be less susceptible to wireless interference caused b
up frequency increases but any further increase in the fre-best effort (non real-time) traffic and be compatible with
guency starts degrading the performance due to severe collEEE 802.15.4 (after minor modifications to the IEEE stan-
lisions. On the other hand, the proposed algorithm candard).
guarantee 5 Hz collision-free sampling for each beacon and Upon detection of a fall, the sensing mote requests for a
hence significantly improve the tracking error for all train chain to be opened. When the chain is successfully opened,
speeds. The time-average of tracking error is around 20 cmthe mote begins sampling the voice of the wearer (through
for older adults (whose moving speed is usually close to thatthe microphone) at 2kHz and at the same time performs an

of medium speed train). 8 bit ADPCM encoding before transmitting the packet to
the next node. The current packet length used to carry voice
4.3. Robust and Accurate Fall Detection is 30 bytes: this allows for future extensions since the sen-
Service sor node can transmit up to 20 more bytes per packet while

still remaining within the real-time chain’s specification
Note that audio monitoring is triggered by the accelerom-
eter (due to detection of a falling pattern) and is an effec-
tive way of gathering additional information in real-time.
he ALH also issues an alarm notifying care providers that
the wearer may be injured. This automatic transmission of
voice and information circumvents the problem with cur-

We have also incorporated into PAS a novel fall de-
tection and response service for 24/7 monitoring of older
adults. The subsystem that realizes the service is compose
of fixed embedded Crossbow MicaZ motes [1] that provide
the communication infrastructure (packet relay), the ALH

ifr?r Cr?cl:gggn(g;gdmp i?:; Sns]:;zsegzg]hg (l:gfrc;ir(r;jalt)loné ?ggcsis:t) rent med-alert systems which rely on the competence of the
9 ! y ‘patient at the time of the accident to activate the system.

Each mote device includes a 2-axis accelerometer and a mi-
crophone. We have implemented a fall detection algorithm ] ] . )
[9] utilizing the accelerometer on its sensor board to track 5. Enhancing PASwith Security and Privacy
impact as well as orientation. The algorithm is based on
observation that when an individual falls, there is a com-  The ALSP for the PAS provides technology-naive resi-
bination of a large impact or impacts followed by a large dents and clinicians with help in configuring security taken
change in orientation. A common occurrence would be a such as passwords, encryption keys, and certificates so ad-
person falling to the ground, while another would be a per- equate security can be assured. The ALSP also provides
son falling down the stairs before landing on the ground. reliable storage and holds collected vital status infoiomat
Both involve single or multiple impacts and change of ori- from assisted-persons so that residents, clinicians ifzmi
entation. Thus, by keeping track of a window of orientation and other authorized personnels can retrieve the stored in-
values, we can compare for instance, the orientation of theformation. Since ALSP requires sophisticated networking
wearer just before the detection of an impact and immedi- and storage service administration, it is likely to be sup-
ately after it. plied by an Information Technology (IT) specialist such as
Whenever an event of interest (e.g., a potential fall) is an Internet Service Provider (ISP) rather than a healthcare
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Figure 6. Performance of the real-time tracking algorithm
provider. are encrypted and signed using XML encryption and signa-

ture standards (XML-Enc and XML-Sig, respectively). The

The ALSP and the protocols to communicate with it functions of the ALSP are described in Web Service Defi-
must satisfy basic security requirements, like protecting nition Language (WSDL).
passwords. Since the ALSP is primarily an IT entity, itis  For the link-level security of wireless home networks,
desirable that it does not “know” the private medical infor- we rely on Wi-Fi Protected Access 2 (WPA2), a subset of
mation that it is relaying. Therefore, our security require |EEE 802.11i. WPA2 Personal (WPA2-PSK) mode is more
ments include two major goals. The other is to preserve appropriate to our PAS environment than WPA2 Enterprise
privacy of medical data even when the ALSP is compro- (WPA2-EAP) since the latter needs an authentication server
mised and leaks all of the information it has. The other which is not typically affordable for SOHO environments.
is to protect all information from an attacker who can in- WPA2 is expected to screen out unauthorized bandwidth us-
ject, intercept, and construct message transmissionse Sin age and to guarantee the availability of wireless network
such an attacker can inject a false message, we also haveesources under the application level security architectu
to showmessage correspondenoghich guarantees that Access to the network requires users to install a secret on
a delivered legitimate message originates from an autho-each device. USB memory tokens can sometimes be used
rized participant. We attain these security requiremesis u for the installation, but we are investigating a deviceezll

ing a combination of authentication, signature, encryptio an AMY to get an easy-to-use solution based on RFID tags.
and access control. In summary, we separately encrypt a

resident’s medical information and administrative infarm .

tion (such as a timestamp and from/to tags), so that ALSP6' Pilot Study Results

will deliver and hold the private information without de-

crypting the contents. Details appear in [20] and we will ~ With the help of geriatricians at Washington University
not repeat them here. In summary, we introduced the re-in Saint Louis, we have carried out a pilot study at the
guirements and security architecture of our system, devel-Nazareth Living Center for Assisted Living in June-July
oped bootstrapping workflows, and described protocols for 2006. We deployed two PAS prototypes (because of bud-
transmitting report and alarm messages over the PAS archiget constraints) during a three-week pilot study at Naharet
tecture. Moreover, we gave a proof of a correspondencelLiving Center in Saint Louis MO. This facility houses 110
theorem and showed security of our transmission protocolswell-educated, predominantly female residents, whose av-
with the assumption of the partially trusted intermediate e  erage age was 88. Of 30 residents who attended a presen-
tity. We used the TulaFale [6] formal specification language tation, 14 agreed to participate. After administering asta
and the ProVerif protocol verifier [7] to prove the security dard cognitive assessment, two residents were consented to
properties. Currently, the PAS architecture is implemente test the PAS prototypes and ten residents to carry/wear a
based on standards for web services to enhance extensibilplaceholder device for a period of two weeks.

ity and interoperability. The messages are deliveredinSim  The working PAS consisted of a handheld blood
ple Object Access Protocol (SOAP) message format. Theyoximeter and an IBM Thinkpad T43 (with WindowsXP



Home Edition, Java Runtime Environment Standard Edi- 12th resident had dropped her device in water and stopped
tion 1.5.006, Bluetooth stack: Avetana) placed in the res- wearing it for fear the device would be giving inaccurate
ident’s room. The two residents received alert messagesnformation.

on a flat computer screen twice a day, reminding them to  3) Residents lack in confidence in PAS when it did not
take an oximeter reading. Alert times were collaboratively work properly: Wireless connectivity is made possible by
set by the residents and the staff. When the resident hadh low-end Linksys WRT54G wireless router. During the
taken the oximeter reading, she would tap the computer tostudy, this, coupled with concrete walls between residents
acknowledge the alert message. The oximeter reading wasooms and the nurse station, led to intermittent connectiv-
then sent wirelessly (and transparently to the residerghto ity. Whenever the wireless connection was down, the host
IBM Thinkpad T41 (with WindowsXP Professional, Java operating system (Window XP) attempted to reset the con-
Runtime Environment Standard Edition 1.829, MySQL nection. For reasons currently under inspection, thisnofte
Server 5.0, WebServer: Apache-Tomcat version 5.5.20) inresulted in the entire system being inoperative. Residents
the nurse’s station. A monitoring interface, installedret t  as a result, were not confident in relying solely on PAS for
nurse’s station, provided a history of alert adherences andmedical monitoring. This indicated boththe reliability of
oximeter readings. To assess whether, and to what extentPAS software and) the connectivity and QoS of the under-
older adults are willing to carry sensors and medical meterslying wireless communication have to be improved before
on a daily basis, 10 residents carried a placeholder deviceredeployment. To address this problem for the time being,
The placeholder device was a pedometer of the similar sizewe will add a wireless repeater (i.e., an additional Linksys
to an oximeter, and residents were encouraged to wear it a®WRT54G router configured in the client-mode and forward-
they wished. The twelve residents and their nurses were in-ing all packets to another, master router) between resitient
terviewed prior to and after their interaction with PAS. Bur rooms and the nurse station.

ing the study they were also given journals to make com-  4) Nurses/caretakers desire interfaces that provide se-
ments and/or ideas they had about the interfaces. curity/privacy. With a high resident-to-nurse ratio, regs

Pilot Results: The qualitative and quantitative data from were usually very busy and could not ensure that the in-
the pilot study comprise several hundred pages. Summaformation being displayed would not be viewed by unau-
rized below are several of our major findings that pertain to thorized personnel. The need for privacy should be ad-
the issues considered in this article: dressed by designing adequate access control to PAS. Also,

1) The systems performance is reasonably fast: We haydurses inquired whether or not medical data could be se-

calibrated the performance of PAS with respect to severalCurely transmitted via wireless technolqu. This implies
parameters. The (mean, std) values of the measured resultg1ey also had concerns about PAS_secunty. )

are given in units of milliseconds) the time it takes for In summary, while PAS was quite well-received by the
the ALH to poll reminders from the database of the ALSP: residents, we have |dent|f|eq several technical dlrecti'ons
(323,.3, 124.51)jj) the time it takes for the ALH to discover pursue. In part|cuI§1r, PAS will _n_e_:ed tpdeal robustly_ W't_h
the Bluetooth-enabled oximeter: (15195.0,190.86);the a wide range of fa|Iur_e_sc?_nar|os) be very reliable in d_"
time to read the oximeter measurement and upload it to the/€'S€ operating conditionsi) communicate securely with
database of the ALSP (6948.2,201.6V);the time it takes welll-authent_|cat.ed parties who are grante.d proper acoess t
for the clinician’s computer to retrieve 170 cardinal vdacu the |r1format|on,|v) r'espect the privacy OT Its Users, angd
data entries from the database of the ALSP (655.8,76.31);provlde QoS even in the presence of ereles§ mFerference
andv) the time it takes for the clinician’s computer to up- and other enylronmental effects. We are continuing work-
load the reminder schedule into the database of the ALSP'Nd On these issues.

(212.4,195.66) . The performance bottleneck is the time

(~ 15 sec) it takes the ALH to detect the Bluetooth-enabled 7. Related Wor k

oximeter (i.e., the time the resident has to wait in order for

the system to take the measurement). The need for new technologies to facilitate assisted liv-
2) Residents found PAS useful and were willing to wear ing has recently received increasing attention both insadu
the sensing apparatus: The two residents using the PAS try and academic research. In what follows, we summarize
prototype found it to be quite useful. Residents not chosenexisting R&D projects, and discuss the difference between

to use the working prototype expressed their desire to usethe proposed and existing research.

the working version as well, suggesting that PAS was, in At the Center for Future Health (CFH) at University of
general, well received by residents. Nine of the ten resi-  Rochester [22], the Smart Medical Home prototype consists
dents with placeholder devices said they wore the device ev-of infrared sensors, computers, bio-sensors, and videe cam
ery day in the two week study. During five random checks, eras. The key services to be provided grmedical advi-

we found 100% adherence in 11 of the 12 residents. Thesory which provides a natural conversational interface be-
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tween the patient and healthcare expjtinotion and ac-  cost-effective manner, rather than cognitive interpretat
tivity monitoring, iii ) pathogen detection and skin care, and of the behavior profile gathered. In another University of
iv) personal healthcare record for consumer-provider deci-Washington project, Opportunity Knocks [24] a cell phone
sion support. The core supporting technology to achieveserves as an intelligent navigational assistant, iaelps

the above services is a visual system for object recognitionpeople with memory problems to find their way around
and tracking. The component project that comes closest tatown and use public transportatiar), learns the pattern of
ours is called Middleware Linking Applications and Net- user’s daily movements throughout the town.; aingat-
works (MiLAN) and proposes to develop middleware solu- tempts to call user if decides that user is lost. It comple-
tions to adapt applications to a changing set of available re ments our efforts of employing cell phones as local intel-
sources in the smart medical home environment. PAS com-ligence for reminders of daily activities and non-intrgsiv
plements CFH in the fact that we focus on laying a robust, monitoring of physiological functions and mobility profile
dependable, and secure software infrastructure that llow  The two major industry research efforts are perhaps the
disparate technologies, software, and wireless devides (0 Age-in-Place Advanced Smart-Home system at Intel [10],
different protocol families) to be plugged in a plug-andypl  and the Motohealth project at Motorola. The Intel effort
manner and operate with predictability and privacy preser- aims to help elderly people with Alzheimer’s disease, by in-
vation. We leverage low-cost, non-intrusive technologies tegrating four major technologies: sensors, home networks
such as sensors and diverse wireless devices to help elderlwctivity tracking, and ambient displays. The sensors kxtat
people to interact with, and make sense of, their environ-in the home environment sense the locations of the resi-
ment. We have also deliberately chosen, for privacy rea-dent and the objects in the home. The home network uses a
son, not to use video cameras for monitoring. Moreover, combination of motion sensors, cameras, contact switches,
we are evaluating (with clear testable hypotheses) PAS byand magnetic switches to keep track of activities and to dis-
deploying units in a medically diverse group of ALF resi- play the environment. At the system infrastructure level,
dents identified at risk of transition. the focus of this project is not on systems reliability, ro-

The Smart in-home Monitoring System at University of Pustness, security/privacy, and wireless device coexdste
Virginia [23] focuses on data collection with the use of a 1SSues; at the application level, it does not address the mon
suite of low-cost, non-intrusive sensors. The information itoring of medical conditions. The Motorola effort, on the
collected is logged and analyzed in an integrated data manOther hand, uses FDA-approved body sensors to transmit
agement system (that is linked to the Internet). The sys-data about the patient's condition to the healthcare pesvid
tem essentially collects information in a passive manner an Via the patient's mobile phone. This convenient and didcree
does not directly interact with the resident. PAS is com- Way Of monitoring patients in the mobile environment can
plementary to the data management, as the behavior profild&Place in-home monitoring devices, and give patients with
gathered by the real-time monitoring and tracking system in Chronic diseases more independence to continue their daily
PAS (Section 4.2) can be fed into the health care provider's 2CtiVities outside their homes. We share the same view of

server for early detection of behavior change and/or giderl €MPploying cell phones as wireless modems, but will aug-
disease. ment its functionality to act as a local data repository and

intelligence. Moreover, the set of data to be transmittedl an
managed includes not only vital sign data but also resident
mobility profiles and instructions from healthcare provile

The Assisted Cognition project at University of Wash-
ington [25] aims to create a computer system that will

enhance the quality of life of people suffering from PAS complements existing projects at the application

Alzrt'1e|mers q(;sease an? similar cogmtnc/je dlsl;)lrders. IT_he level by developing new applications (such as time-/event-
system provides proactive mémory and problem SOWING yyen reminders of important daily activities, services

aids that help an individual perform the tasks of day-to-day for locating personal belongings, services for transpgrti

I|fe. It setnst;aihasp(:é:ts of andln(:nr/]lduals Icl)c.auon and gdn- resident-measured vital signs to healthcare providers and
wronmep » both ou or:)rs agpg otr_ne,breci/mg on %['WI g medical experts); and at the infrastructure level by laying
range of sensors such as » aclive badges, motion ag5, open, robust, and secure software infrastructure that al
tectors, and other ubiquitous computing infrastructure.

hen | . H dav behavi I dIows residents to interact with the environment with low-
then eans t(.) |nterprgt pattern; o everyday behavior and localization, monitoring and wireless communicagion
recognizes signs of distress, disorientation, or confysio technologies

using techniques from state estimation, plan recognition,
and machine learning. Finally the system offers help to .
patients through various verbal/physical interventiamsy 8- Conclusion

alerts caregivers in case of danger. Again PAS focuses on

building a software infrastructure that allows integrataf Advances in networking, sensors, and embedded devices
various wireless devices and sensors in a robust, secute, anhave made it feasible to monitor and provide medical and
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other assistance to people in their homes. Aging popula- [13]
tions will benefit from reduced costs and improved health-
care through assisted living based on these technologies.
However, these systems challenge current state-of-the-ar
techniques for usability, reliability, and security. O’
open architecture for assisted living allows indepengentl
developed third party components to collaborate. Key tech- [15]
nologies, such as tracking, fall detection, security and pr
vacy are partially addressed in our primary implementation
Results from our pilot study in a real assisted living fagili
shows the feasibility of our system.

[16]
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