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Abstract

Secure multicast for power grid systems faces a number dieciges like complex and error-prone group
con guration, inef cient group key management, real-tircieallenges to existing security protocols and the
balance among correctness, ef ciency, feasibility and.cos

We propose an application-aware approach to setting upeseauiticast for power grid communications
that automatically derives group memberships and veri@sguration conformance from data dependen-
cies in system speci cations. We present an analytic phidisbscribe model, which formally depicts the
relationships between data objects, publishers, sulessrdnd group controllers in a secure multicast sys-
tem. Based on the model, we study anomalies in multicastifumadity con gurations like redundant and
unauthorized publications, source-anomaly and dataiii$action subscriptions. Algorithms are devel-
oped to detect the anomalies and verify the con guratiorf@anance. A practical architecture is designed
for automatic and error-resistant group con guration.rdinsforms the application layer system speci ca-
tions to the network layer group security associationsicjgd and credentials. We also demonstrate the
feasibility of raising link layer control messages to théwerk layer and protecting timing critical multicast
traf ¢ using one of the off-the-shelf network layer secwrjirotocols, namely IPsec. We provide experi-
mental evidence that native IPsec multicast is capable difeading latency constraints in medium scale
networks.

To evaluate the approach, we present a case study of IEC i8%€r substation networks and have
developed a demo system, SecureSCL. The case study shdvesthés a real-world application gains from
the automatically-generated group security con guratiamd demonstrates the practicality and ef ciency
of the approach.

This work provides a cross-layer approach of automaticalfrgenerated group con guration for power
grid communications, addressing key concerns of both systglementation and conformance analysis.

The proposed multicast model and veri cation mechanismhmextended for generic secure communica-



tion con gurations. On the other hand, the prototype sys&soureSCL has a potential of being developed

into a realistic application for power substations.
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Chapter 1

Introduction

1.1 Motivation

1.1.1 Multicast in Power Grid Communications

Power grids play a key role in national and economic segyrithlic health, and safety. Its reliability affects
society seriously. For example, on August 14, 2003, largiqge of the Midwest and Northeast United
States and Ontario, Canada, experienced a cascadedcefentrér blackout. The outage affected an area
with an estimated 50 million people and 61,800 megawatts jM¥électric load. The estimated total costs
ranged between $4 billion and $10 billion US dollars in theteoh States, and $2.3 billion Canadian dollars
in Canada [77].

To ensure the reliable and continuous supply of electrieityariety of communication technologies are
used to transmit critical information for power grid momitind control. Multicast [17] is one of the mech-
anisms that are used widely in power grid communications.ekample, UDP/IP multicast is used in some
DNP3 [20] applications to reset counters and/or energyegatf multiple remote control devices simulta-
neously at all locations, so that a de nite synchronizagomint can be made. IP multicast is considered in
Phasor Measurement Units (PMUSs) [56] for delivering statata periodically in a large geographic area
since it can cross network segments and uses bandwidtregflgi In IEC 61850 [35] power substations,
link layer multicast protocols, like Generic Object OriethiSubstation Events (GOOSE) and Sampled Mea-
sured Value (SMV), are used to collect power grid real-tinadus, update the state of Intelligent Electric

Devices (IEDs), and deliver control commands.

1.1.2 Security Requirements

Previously, power grids are separated from public netwbykgroprietary protocols and dedicated commu-

nication channels. The security of control devices reliesh® physical isolation and network perimeters

1



like rewalls, gateways or VPNs. However, as power grid coomications are migrating from industry pro-
prietary infrastructures to public infrastructures andtpcols [84, 58, 41, 32, 73, 67], cyber security risks
are also increased beyond those encountered when sucmsyslg on physical isolation for protection.

For example, within many power substation networks, wigléevices are used to collect power grid
data from on eld sensors. An adversary can sniff and coltgitical data from the wireless network by
compromising a wireless sensor or setting up a maliciouscdevSome engineers often use laptops to
maintain or con gure IEDs in a substation. If the laptops évaccess to the Internet via independent links
like 3G networks, the rewall of the substation network waule bypassed and the laptop could become
a back-door for hackers. Besides, the rewall or the gateafahe network could be compromised due to
active attacks or miscon guration [3, 26]. Therefore, tlss@mption that the internal substation network is
isolated and secure is not true anymore. All these scenandodd lead to security risks to the substation
network.

Therefore, the conventional security requirements iniierhet, like con dentiality, integrity and avail-
ability, are applied to power grid networks as well [78, 39, 64, 48, 25, 62]. For example, some raw power
grid data must be encrypted because they can be used to testiraalectricity price, which usually is the
signi cant commercial secret for a power generation plard atility company. The communication system
must prevent tampered status data or falsi ed control comdaawhich can lead to incorrect control deci-
sions or actions. DoS attacks or data oods due to devicefumzlion should be mitigated since they can
overwhelm computerized sensors and actuators or commiamaaetworks [15]. To improve the ef ciency
of system maintenance or problem diagnosis of the whole pgvie, it is very helpful to share data among
power plants, utilities and regulators. However privacyl e a big concern since those organizations do
not want to expose their customers' information or pubédize defects in their systems.

In summary, security, especially the integrity of multicagill be one of the most interesting and chal-

lenging problems for power grid systems.

1.1.3 Challenges of Secure Multicast

There is an interest in providing security guarantees usiygtographically secured protocols [36, 22, 23,
52]. However, these solutions have been inadequate coasate of secure multicast. Some particular

challenges must be addressed for secure multicast s@utigsower grid.



Latency requirements Various application requirements [72] lead to latency lgmagjes to existing secu-
rity protocols. Some critical messages must be deliverddinva threshold determined by power system
functionalities. For example, GOOSE messages are usujlyined to be delivered between 2 and 10 mil-
liseconds. PMU systems have transmission frequency egeints at 30 times per second or even higher.
To protect the value of the power grid monitor and contropl@ations of security protocols must be done
with as little impact on latencies as possible. Naive apgea to securing these messages with the required
latency usually do not succeed. An enhanced secure muakicasme would be necessary for timing-critical

multicast communications.

Manageable con guration Because of intricate system designs, the need to integrafwigtary con-
guration tools from multiple vendors, and the complexit§ @n guring current off-the-shelf security
protocols, it is a complex and error-prone task to con gureugp memberships, policy and keys for a large
multicast system.

In a typical power grid multicast environment like GOOSE HC 61850 power substations, there are
tens or hundreds of multicast groups. Each group member m@sgaa in different groups with different
roles, either a publisher or a subscriber. The payloads etages in different groups differ from each other
signi cantly. The con guration information of these grosjand the message payloads, as well as the overall
system design, is stored in a collection of large and coraf@it con guration les.

During the system design phase, the system requirementdidoalities on each IED and the substation
network con guration change frequently. A single changeatoindividual device may affect a number
of relevant devices and lead to corresponding changes iottier parts of the substation. Because the
con guration les are usually edited or managed manuallybgrsome basic tools without self-checking,
it is very likely to miss accordingly updates when some paftthe system con guration are changed and
cause anomalies or inconsistencies. Such con guratiorharésms are often inef cient and error-prone,
just like what happen in rewalls and IPsec policy con gumt [3, 26, 83]. At the same time, to reduce the
risk of the system malfunction due to the design or qualifecks in the IEDs from a particular manufacturer,
utilities usually deploy control devices from multiple \dBrs in a substation. Engineers have to integrate
multiple proprietary con guration tools from different mdors. This strategy makes the con guration more
complicated and harder to audit. Furthermore, the comyl@ficon guring current off-the-shelf security

protocols makes the problem more severe.



Functional con guration mistakes could lead to securitglations [3, 26]. For example, according to
incorrect group con guration, an IED could join a group wldérshould not appear, and deliver unnecessary
data. This would violate the principle of least privilege.

Therefore, it is a big challenge to con gure and manage seowlticast systems in power grids. An
automatic, error-resistant and manageable con guratienlranism will improve the ef ciency and mitigate

inconsistency and mistakes in system design and deployment

Ef cient and feasible group key management Key management is always a big concern for the deploy-
ment of secure communication protocols. It becomes matieadrand dif cult for secure multicast systems
since more members are involved and the group managemelsbigtzallenging. Although researchers
already proposed a number of sophisticated group key marageprotocols or schemes, most of them
are not standardized and hard to integrate with power grilficast systems smoothly. What's more, the
con guration of the group key management protocols makenthele system more complicated. A feasible

and integrated group key management scheme is requiredviergrid multicast systems.

The balance of the performance The balance between correctness, feasibility, ef cienogt aost must
be considered carefully. Itis a good strategy to take adggnof suitably chosen and enhanced off-the-shelf
security technologies that make the solution simple ansitisto implement and deploy functions at low

costs and high assurance.

1.2 Approach

To provide a sophisticated secure multicast solution favgrogrid communications with the concern of
above challenges, we propose an application-aware agptoaetting up multicast groups using network
layer security.

The basic idea is to derive group memberships and publicatibscription relationships based on data
dependencies determined during system functional comatm. This is based on the observation that the
data are the focus of a publication-subscription systemcandect all group members in a multicast appli-
cation. The data dependencies can be extracted from anprjgteoextension of system domain-speci c

speci cations. This approach can automatically gure du tnulticast groups by integrating the network



layer group management with the application layer funetiaron gurations. The integration would also
ease the deployment of security solutions by avoiding a-tioresuming security con guration task.

Based on the derived group memberships, we try to detechamtent con gurations automatically
using a con guration veri cation tool. The results will hglpower engineers correct or revise the original
system con guration or even facilitate the system design.

By extending con guration les with security related inforation, the group key management system
can be integrated with the multicast system smoothly. Themgkey exchange protocol can be con gured
based on application logic.

To secure link layer multicast packets with off-the-shelf ity protocols, we propose to raise the link
layer multicast to the network layer and secure multicadtausing IPsec. This change achieves quite a
few bene ts like the support of commercial IPsec impleméntes and the capability of wide area multicast

for inter-substation communications.

1.3 Contribution

In this work, we propose a multicast formal data model and laighrsubscribe model, which depict the
publication-subscription relationships. Based on the ehade classify a number of con guration anoma-
lies in multicast systems and design the algorithms to tiéihecanomalies by analyzing the relationships
between data objects, multicast publishers and subssribEre multicast model and the anomaly detec-
tion mechanisms provide a method to analyze and verify thdityaof multicast groups and publication-
subscription con gurations.

A multicast and group key management architecture basedherGtoup Domain of Interpretation
(GDOI) [10] is designed and then used to set up group secas$pciations based on the derived group
memberships and the con guration veri cation results. Wew that the challenges of multicast con g-
uration and integrated group key management can be overbygriieking network layer secure multicast
con guration to application-speci ¢ con guration of poweubstations.

To demonstrate this methodology we take IEC 61850 powertatidns networks as a case study and
have developed a prototype syst&acureSCLwhich extracts multicast groups for GOOSE from high-
level speci cations such as extended Substation Con donatanguage (SCL). SecureSCL transforms

derived group information and security extensions to IRsetticast con gurations. We argue that it is



appropriate to raise GOOSE to the network layer for IPseteption because our experiments show that
IPsec multicast is capable of addressing latency constrainmedium scale networks. This yields an
automatically-generated security con guration that heseptable and scalable impact on latencies, hence
solving the problem of seamless low-latency security for@BE. This approach is validated by using it on

a portion of the SCL speci cation of an experimental substabf the Tennessee Valley Authority (TVA).

1.4 Thesis Statement

For power substation automation an application-aware icask, which derives group memberships and
publication-subscription relationships from applicatimgic and data dependencies, can set up network
layer multicast groups ef ciently, direct group key managsnt and minimize con guration mistakes. IPsec

based multicast is capable of addressing timing requirérfensecure multicast in power grid systems.

1.5 Organization of the Thesis

The rest of the thesis is divided into seven chapters aswelldn Chapter 2, we review the background
of power grid communication, power substation automatiod eon guration, IPsec multicast and group
key management protocols. We discuss the related work ipt€h8. A formal model depicting multicast
applications in substation networks is presented in Chabt&he multicast con guration anomalies and
the detection algorithms are discussed in Chapter 5. We shewnplementation of the system and the
case study of TVA Bradley Substation network in Chapter 6.dé&sign an experiment system and test the

performance of IPsec based multicast in Chapter 7. Chamen@udes and discusses the future work.



Chapter 2

Background

We begin by supplying background on the key ideas we needupsiudy. These concern power grid
communications, power substation automation, espedialy61850, and network layer secure multicast

based on IPsec.

2.1 Power Grid Communications

2.1.1 SCADA Systems

An electrical power grid is a complex interconnected nekwfor delivering electricity from suppliers to
consumers using transmission and distribution networkssaca large geographical area, as illustrated in
Figure 2.1 (revised from [7]).

To ensure the reliable and continuous supply of electri@typervisory Control and Data Acquisition
(SCADA) systems for Energy Management Systems (EMSs) a@ s system monitoring, automation,
protection and network management [21, 7, 57]. SCADA is gdatale, distributed measurement and
control system, typically used for data collection, araiigy analysis and control at the supervisory level.
Apparently, real-time and uninterrupted communicatiaesvétal for the reliable operation of SCADA/EMS
and power grid systems.

Figure 2.2 shows atypical architecture of a SCADA systewigeal from [70, 7, 53]). It usually consists

of the following components:

» Central supervisory system. A central supervisory sysiequires process data from remote devices
via Master Terminal Unit (MTUa.k.a. master station), stores and analyzes collected data, onenit
and processes events, and sends control commands to tlesgrdte centralized supervisory system
is usually located in @ontrol center In a large scale and complex SCADA system, more than one

control center may be deployed.
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Figure 2.1: A Power Grid System

» Human-Machine Interface (HMI). HMI is the apparatus whichsents process data to a human oper-
ator and through this the human operator monitors and dsrttie process. In addition to computer
displays, HMI usually includes map boards, mimic diagram$ame group displays to provide an

overview of system status.

* Remote Terminal Units (RTUs). An RTU is a microprocessontaaled electronic device which
interfaces physical equipment or sensors in the procesS@ADA system. They convert electrical
signals to digital values like the open/close status of actwior measurements like bus voltages
and line currents, and transmit the telemetry data to thersigory system. It can also control the
equipment by converting and sending electrical contraoiaigout to them. Sometimes RTUs work as
data concentrators which get all process data from multipiesical devices into one place to make it
easy for use with computers via communication protocolsU&and associated physical equipment
are distributed at important areas of the power grid, likergrosubstations and generation plants. In
some cases, RTUs are substituted by Programmable Logicdllerg (PLCs). In addition to RTU's
functionalities, PLCs support control algorithms or cohtoops. As hardware rapidly become more

powerful and cheaper, RTUs and PLCs are increasingly begjrio overlap in responsibilities.



e Communication infrastructure. The communication infnasture transmits information back and
forth from the central supervisory system to the RTUSs. ltgsptal media typically consists of serial
links, leased lines, dedicated ber, wireless (licensedrowave or unlicensed spread spectrum radio),
satellite links, or even the Internet. The infrastructuse ncludes SCADA communication protocols.
The legacy SCADA protocols are designed for low-bandwiditiinmels like serial links. They are very
compact and many only send information to the master statie@n the master station polls the RTUs,
like Modbus [54]. Recent protocols like Distributed Netwdtrotocol (DNP3) [20] and IEC 61850
(see below) become much more sophisticated and many of thentontain extensions to operate
over TCP/IP. Besides, web service and cloud computing tdobgies are also considered seriously by

the power industry [41].
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2.1.2 Data Types in Power Grid Communications

There are three basic types of data used in power grid conuation: protection system dataperational
dataandnon-operational dat§53].

Protection system data are used for process control. Thetlusefer to control commands and critical
system status updates, which have direct impacts on rélaaind safety. Control commands are control
devices' actions or responses based on the calculationvedmpgrid status and system con gurations. The
system status data could be a feeder current value, a bgeolalue, a position indicator of a circuit
breaker,etc They are measured by sensors like relays or merge unitsSgeten 2.2.1) either as analog
inputs by direct wires or digital samples by A/D conversioRrotection system data are strongly time
essential with a requirement of response in millisecondee inost power grid communication applications,
the transmission of protection system data is migratinghfi@ditional autonomous point-to-point to packet-
based network protocols like GOOSE. Because of the rigdimisg requirements, protection system data
are not transferred to SCADA systems, they are usually limited within the local area network.

Operational data represent real-time status, performanddoading of power system equipment. They
are required for SCADA systems to make supervisory dedsi@perational data are time critical but not
as rigorous as protection system data. They are usuallgririsied periodically and deterministically in
seconds.

As the name suggests, non-operational data are not usegstensoperations like process control and
supervisory control. They could be maintenance data, coration information, revenue meter dagdg
Non-operational data are non-time critical and non-deit@gtic. They have no immediate or direct impact
on reliability.

In this work, we focus on protection system data, especihfiydata transmitted in multicast.

2.2 Power Substation Automation

A power substation is a subsidiary station of an electrigéperation, transmission, and distribution system.
It is designed to control, monitor, and protect power gridssubstation usually consists of power system
components like circuit breakers, transformers and sw#chnd control and monitoring components like

RTUs, protective relays and meters. Nowadays, some commlilee protective relays are microprocessor-
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based and are often called Intelligent Electronic DevitEDS§).

Substation Automation (SA) is an enhancement of traditi®&ADA systems which rely on RTUs. SA
takes advantage of the con gurable communication IED tetdgies in implementing a local multi-level
control hierarchy within a substation [57]. Logically tkeare two levels: a lower bay (or feeder) level
and a higher substation level. It establishes a local areonle between communicating IEDs and an SA
gateway to manage the data within the substation. The gatpm&ides a communication interface back
to the control center using SCADA protocols, and supportsvsme-based internal substation interlocking
and automation applications.

A substation network usually consists of tens or hundred&DE. Previously, they were isolated from
public networks by proprietary protocols and dedicated mamication channels like leased lines, but this
isolation is giving way to the bene ts of broader and easmnmunication.

Nowadays, power grid communications are migrating fronustd/ proprietary infrastructures to public
infrastructures and open communication systems, ofteadban packet-based digital networking [84, 58,
41, 32, 73, 67]. IEDs are typically connected by EthernetPTE and other protocols for exchanging power
grid status information, delivering control commands, aatling con guration and/or maintenance param-
eters. Thin clients, web portals, and web based productalsoegaining popularity with many vendors.
This approach aids interoperability, visibility, and eienicy of system management and even has physical
bene ts like reducing the need for complicated wiring ofiaklinks between control devices like IEDs.

Based on different physical interfaces and communicatiorctionalities, a number of substation au-
tomation standards, like Modbus [54] and DNP3 [20] are dexig IEC 61850 [35] is one of the most

recent, sophisticated and potentially prevailing speatians.

2.2.1 Overview of IEC 61850

IEC 61850 [35, 50, 66] supports a comprehensive set of didnstanctions and provides strong functional
features for substation communications. It is easy for tatiles design, speci cation, con guration and
maintenance. It is also extensible enough to support systetation.

A typical IEC 61850 substation architecture is shown in FégR.3. There are several communication
buses connecting all the IEDs inside a substation, whicresponds to SA levels. Substation buses, which

are realized as medium bandwidth Ethernet networks, canygaration and maintenance request/re-
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Figure 2.3: Architecture of an IEC 61850 Substation

sponses like Abstract Communication Service InterfaceSB@essages, and Generic Substation Events
(GSE) messages between IEDs and HMIs. Process buses bdsigt bandwidth Ethernet networks are de-
signed for collecting real-time power grid status data. déeunits are deployed to digitalize analog power
grid data, such as voltage and current, and multicast th@lsdntata to IEDs using Sampled Measured
Value (SMV) messages. GPS is deployed for the time synchaton of the whole substation network.
The devices within a substation can communicate with cbo&oters, remote substations and remote oper-
ators via a gateway.

IEC 61850 consists of three major parts:

» An object data model describing the information availafoten different primary equipment types

and from substation automation functions.

» A speci cation of the communication interfaces betwee#zand the schemes mapping them to a

number of protocols running over TCP/IP and high speed Bé#ter

» An XML based con guration language used for exchanging pbever system, substation network

and devices con guration information.

In the rest of this section, we will introduce the three paris y.

2.2.2 Data Object Model

The IEC 61850 data model is designed to present and managke &ed accessible data within an IED (see

Figure 2.4).
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Figure 2.4: IEC 61850 Data Model

e Server A server serves as a communication entity within an IED ohtains all data and services
that are visible and accessible from the communication otwA physical device (IED) may host
one or more server instances, and each server is bound wilecass pointwhich is the logical

representation of an IED's network interface.

« Logical device A logical device (LD) is a group of domain speci ¢ appliaati functions {(e. logical
nodes) and additional services. The grouping of logicaksdd based on their common features. In

terms of the substation communication, a logical deviceeseas a unit for data services.

 Logical node A logical node (LN) is a primitive, atomic functional buifty block in an IED. It
is a named grouping of data and associated services thavgically related to a particular power
function or application. IEC 61850 already de nes a humbfecampatible logical node classes for
well-known substation functions. For example, the cl&8R is de ned to represent a basic circuit

breaker. A practical logical node is a specialization ofrsaclass and inherits the common features.

» Data object Data exchanged between logical nodes are modeled as dat@sobA data object
represents a substation parameter, including its staéilise and meta-information. For example, the
data objecPos is often used to indicate the position of a switchr(*, “ off”, “ intermediate-state” or
“bad-state”). It also tells the meta-information like the timestamplod status value and its originator.
IEC 61850 de nes a number of common data classes (CDC) astimglates for data objects. A CDC
de nes the whole set of data attributes necessary for a dfassbstation parameters. A data object
de ned in a compatible logical node class is a subtype of tireesponding CDC. For example, the

data objecPos is a subtype of the clag3PC (controllable double point).

» Data attribute A data object consists of many data attributes. Actuallia@dtributes are de facto
logical correspondences to the physical values. For exantpé data attributetval in Pos is the

exact indicator of the position of the switch. Data attrédsuire typed and restricted by functional
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constraints (FC), which indicate which services can be tsedcess the values of the data attributes.

Besides that, the concept déta setis provided to manage and exchange a group of data attributes
which may belong to different data objects or logical nodeata sets are usually used to specify payloads

of GOOSE or other messages.

2.2.3 Substation Communications

Abstract Communication Service Interface (ACSI) requestponses, sampled analog values and GSE mes-
sages are three major kinds of data exchanged in IEC 6185fasioln networks.

ACSl is designed for none timing-critical and client-sarstyle message transmissions, including device
con guration, maintenance, event logging and reportiffC 61850 de nes a sophisticated communication
pro le to map abstract ASCI services to Manufacturing Megs&peci cation (MMS) [44] and TCP/IP
protocols through Open Systems Interconnection (OSI) ¢é@imunication model stacks.

Sampled Measured Value (SMV) is an Ethernet link layer protosed to periodically collect digital-
ized analog power data on the process bus. In most real deplig, however, the process bus and SMV
are not implemented and IEDs still collect raw power dataugh analog signals via wires.

Generic Substation Event (GSE) is designed for fast andalelisystem-wide distribution of input and
output data values. It has two major forms: Generic Objeidrded Substation Event (GOOSE) and Generic
Substation State Event (GSSE). GOOSE is used for fast egehaha wide range of common data or
substation events organized in a data set. GSSE provid&svaat compatibility with UCA 2.0 [38], the
predecessor of IEC 61850. It just supports device stategesaby xed structures of the data in bit pairs.
Both GOOSE and GSSE work in publisher-subscriber style amssages are transmitted by multicast.

In this work, we focus on GOOSE because it is based on the IB5@tlata model and is the major
mechanism for fast multicast communication in substati®@®OSE is also an Ethernet link layer multicast
protocol designed for timing-critical messages withinsation networks via substation buses. It is used
for transmitting substation events, commands and alaatts, Because GOOSE is directly mapped to
Ethernet frames, it can take advantage of high speed swlitBtigernet and is capable of ful lling real-
time requirements.

In a typical scenario, to prevent a fault from being propadaa protective relay multicasts one or more

circuit breakers aRIP command to disconnect the circuits upon detecting the.f&idure 2.5 illustrates an
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Figure 2.5: Timing-critical GOOSE Message in Power Sulistat

example where GOOSE is used to multicaSRéP command from a distance protective relay to two circuit
breakers. A distance relay starts and trips when the cieantittance, impedance, or reactance increases
or decreases (by measuring voltage and current) beyonddatprenined value. The logical nodkdIS
within the device represents the distance protection selgnthe data objedp. The logical nodé°TRC
represents protection trip conditioning by the data objectt is used to connect theoperate” outputs of
one or more protection functions to a commarip” to be transmitted tXCBRs. In this case, the relevant
attributes of these two data objects liggeneral are major parts of th&RIP command.

According to IEEE 1646 [72], event noti cation exchanges fwotection within a substation must be
transmitted within between 2 and 10 milliseconds. It is canrto quote a benchmark of 4 milliseconds for
this threshold so we use that gure in this work. The 4ms thots is easily and reliably met by Ethernet

multicast on commodity hardware at the load levels seenwepsubstations.

2.3 Substation Con guration

The basic purpose of substation con guration is to gure awgolution where the desired power function-
alities of a substation can be realized by capable IEDs aswkied equipment, and ensure the IEDs are
appropriately con gured and connected. It needs to spgmifyer functions within the substation, describe
the capabilities and customized parameters of IEDs anctia$sd equipment, and depict the substation

network topology, as well as the data ows between IEDs.

2.3.1 Substation Con guration Language

IEC 61850 de nes XML-based Substation Con guration LangegSCL) for inter-operable exchange of

communication system con guration data between differamdors and different con guration tools. Itis
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a uniform description of the substation, and the relaticgtsvben the substation and the SA functiares,

logical nodes in the IEDs. Based on the IEC 61850 data moddl & nes an object model describing
the IEDs, the substation network and their communicatiameaotions in terms of both application logic
and network interfaces. From an SCL speci cation le we cdotain all information about the substation

network topology, communication protocols, peer assimeiaf and payload contents.

2.3.2 SCL Object Model

A simpli ed SCL UML object model is shown in Fig 2.6, which iscarrespondence to the IEC 61850 data

model. A typical SCL le consists of ve types of elementsieader, Substation, Communication, IED and

Figure 2.6: Simpli ed SCL UML Model

DataTypeTemplates®. TheHeader element is used to identify an SCL con guration le and itgsien. The
Substation element(s) describe the functional structure of a sulostasind identify the primary devices and
their electrical connections. ThzataTypeTemplate element de nes instantiable logical node typBaTA
types, structured attribute types and user-de ned enuivaréypes. In this work, we focus more on the
Communication and thelED elements.

The Communication element contains all information about the logically pblsiconnections between
IEDs at and across substation networks by means of accass.plticonsists of one or mogubNetwork
elements, which are connecting nodes for direct (link lagemmunication channels between access points.
That also means a substation may have multiple LANs for atibst buses and process buses. A logical

device or a client of an IED is connected to a subnetwork byrmaed an access point, which may be a

For simplicity, the terms oélementobjectandsectionare exchangeable in the rest of the section. All of them reefem
object in SCL.
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physical port or a logical address (server) of the IED (seaildebelow). ASubNetwork element consists of

a number ofConnectedAP elements which represent the IED access points connectbdstsubnetwork.
The attributes ofedName and apName identify the IED and the access point which is described @& th
correspondindED element. ConnectedAP usually contains the address parameters of the accessagboint
this bus via thedddress element. If the access point serves ACSI Alddress element provides information
including TCP/IP and OSI stack. If the access point alsoeseas a GSE servere. a GSE publisher, the
GSE element, a subclass @ontrolBlock, is used to provide link layer network information like maodtst
MAC addresses. EadASE element corresponds to one GSE application and the a#sghoiftidinst and
cbName are used to identify the logical device which hosts the a&afitin, and the relevant control block.
The mechanism also applies to SMV applications.

The IED element describes the pre-con guration of an IED: its asqasints, the logical devices, and
logical nodes instantiated on it. Furthermore, it de nes¢apabilities of an IED in terms of communication
services offered and, together with its logical node typestantiated data and its default con guration
values. There is onkED element for each IED in the substation. T$®vices element de nes the available
services, such as GOOSE, and their features on the IED.

An access point is a communication interface of an IED'sdafdevices to a substation network. A
logical device usually has at most one connecti@one access point, to a substation network, and multiple
logical devices may share a single access point. The logmdés contained in a logical device may use
several access points as clients to connect to differemedulorks. A (logical) access point may support
different physical network ports. For example, an Ethecosinection and a serial PPP based connection to
the same higher level (TCP/IP) access point and to the samersén SCL, the concept of access point is
represented by aAccessPoint element, which consists of eitherSarver element or a number afNs. If
the access point is described as a server with logical devicprovides access to the logical devices and
logical nodes as data services. If the access point is testces a list of logical nodes, then it is used by
the logical nodes as a client to get data from a process bukislwork, we focus on the scenario where the
access point serves as a data service.

The most important element within an IED serverivice. TheLDevice de nes a logical device of the
IED accessible via the access point. Abevice element contains at least ons0, a.k.a.logical node zero,

which represents common data and features of a logical eleMibeLNO contains a number of elements
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which describe the control blocks for various communicatigplications. For example, ti&SEControl
identi es the name and the ID of a GSE application, and theaafrihe data set which is published by the
application. AnLDevice also intuitively contains a number of logical nodes repnése by the elements of
LN.

As the subtypes ofAnyLN, both LNO and LN containDataSet and Input. The DataSet represents a
collection of data attributes of particular data objectsjol are the message payloads of a GOOSE message

or a reporting event. For example, Figure 2.7 shows thegbaiRilP command illustrated in Section 2.2.3 in

1 <DataSet name="dsTripLogic">

2 <FCDA daName="general' doName="Tr" fc="ST" IdInst="PROT " InClass="PTRC" IniInst="1"/>
3 <FCDA daName="t" doName="Tr" fc="ST" IdInst="PROT" InCla ss="PTRC" InInst="1"/>

4 <FCDA daName="general' doName="Op" fc="ST" IdInst="PROT " InClass="PDIS" InInst="1"/>
5 <FCDA daName="t" doName="Op" fc="ST" IdInst="PROT" InCla ss="PDIS" InInst="1"/>

6

7 </DataSet>

Figure 2.7:TRIP Command in Substation Con guration Language

SCL. TheDateSet element consists of a numberREDA (functionally constrained data attribute) elements.
In this case all data attributes indicate statusof the logical nodes (byc="ST") and usually read-only.
EachFCDA is a reference to a relevant data attribute of the data abjeahdOp in the logical nodé°TRC1
andPDIS1 (contained in the logical devideROT). Besides theyeneral data attributes, the timestamps of
each value are also speci ed by the data attrikute

Thelnputs element provides a references list to all data objects aiddlsociated data attributes which
are required by the logical node. Each reference indicatlegaaattribute by its naming and logical location
information. Thelnputs element is a good hint to gure out the publish-subscribatiehships between
IEDs.

SCL de nes how the con guration information is represeniadles to be exchanged between engi-

neering tools. It consists of four types of con guration de

» System Speci cation Descriptid®SD). An SSD le describes the single line diagram of a saiiish

and the allocation of logical nodesg. required power functions.

 IED Capability Description(ICD). An ICD le describes the capabilities of an IERe. the power
functions (logical devices and logical nodes) and the pregured services the IED can provide.

ICD les can be considered as “IED templates”. Customizati® needed during the con guration
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process.

e Substation Con guration DescriptiofSCD). An SCD le contains all information about the sub-
station, including the functional structure of a substatithe primary devices and their electrical

connections, all instantiated IEDs and the communicat&twvark con guration.

» Con gured IED Description(CID). A CID le describes an instantiated IED within a projgeinclud-
ing the network interfaces of the IED, instantiated logidavices and logical nodes. It is possibly a

stripped-down SCD le to what the concerned IED shall know.

2.3.3 Con guration Process

A typical substation con guration process using SCL leshown in Figure 2.8. Using a system speci ca-

Figure 2.8: Substation Con guration Process

tion con gurator, substation automation system (SAS)glesis describe the needed data type templates and
logical node type de nitions in terms of the single line diams in SSD les. At this step, it is unnecessary
to bind the needed logical nodes to particular IEDs. On therdband, vendors usually use manufacturer-
speci ¢ IED con gurators to create ICD les. They provide @éhdescription of the pre-con gured IEDs
with a xed number of logical nodes, available data serviadéth pre-con gured data sets, such as GOOSE
and reporting. In most cases, logical nodes are only relatedvery general process function part and no
binding to a speci ¢ process. Some basic information likdBD's network interfaces or MAC addresses
are presented in ICD les too. Importing the SSD and ICD le&lwa vendor-independent system con g-
urator, SAS engineers complete process con guration wWithE®s bound to individual process functions

and primary equipment. All logical devices, logical nodes data objects are associated with real control
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processes. The IEDs are enhanced by the access point donseand possible access paths in substation
networks for all possible clientgsge. network interface con guration. Finally, a vendor-speciED con g-
urator working in the SA system reads the SCD le and load$1¢&® with all con guration parameters
relevant to it. CID les are possibly created.

We should note that the substation con guration could betaraiive process. Interaction between
vendors, SAS designers and engineers are required. Thsorevior adjustments of the substation network

and IEDs are inevitable. This is one of the reasons why coratjon errors often occur.

2.4 Network Layer Secure Multicast

In 1990, Deering proposed IP multicast, an extension toRhenicast service model for the ef cient use of
bandwidth for multi-point communication [17]. It uses thation of agroup of members associated with a
givengroup addressi.e. a Class-D IP address. A sender simply sends a message todhsapdress and
the network replicates the message at appropriate jursclika routers, and forwards the copies to group
members throughout the network. Any entities, which arere@gted in the messages published in the group,
can deliver the messages by listening to the group address.

There are a number of challenges for network layer multicastmunications, including multicast
routing and group membership managemett, Security represents one of the major obstacles to the wide
deployment of IP multicast. In [28], Hardjono and Tsudik des three broad core problem areas for secure
multicast, namely fast and ef cient source authenticafmrhigh data-rate applications, secure and scalable
group key management techniques and the need for methodprese and implement policies speci ¢ to
multicast security.

In this work, we focus on an application-aware con guratagproach which facilitates the deployment
of multicast policies. We take advantage of off-the-shetfhinologies based on IETF's efforts for secure
IP multicast and relevant group key management protocole mative IPsec and an IPsec based group
key management solution are used to protect multicastdrafd distribute group keys in power substation

networks.
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2.4.1 IPsec Based Multicast Protocols

IPsec is originally designed as a pairwise security prdtfmrdP unicast communications. IPsec tunnels are
set up by running the pairwise Internet Key Exchange (IKBtgrols [30, 45], which negotiate mutually
acceptable Security Associations (SAs), like certi catesl shared keys.

To protect IP broadcast/multicast applications withireinal networks, Cisco proposes Generic Routing
Encapsulation (GRE) and Dynamic Multipoint VPN (DMVPN), st support IP unicast, IP multicast and
dynamic routing protocols (using GRE). Neither of them igi@ iPsec multicast solution. They encapsulate
multicast packets using IPsec tunnels between two gatewraysiters, and the packets are only protected
when they are transmitted through the tunnels. The mutticaskets are payloads of the unicast IPsec
packets. Behind the gateways, the packets are still in pgain and no defense-in-depth is offered.

Actually, bulk IPsec implementations support multicastinsically [5, 11]. If an IPsec packet's destina-
tion address is a class-D address, a multicast address, and the IPsec Security Policies ¢RISpAs are
con gured properly, the IPsec packet can be received, @edyand delivered to upper layer applications.
Because most implementations enforce that each outgoser |Packet's source address must be same as
the sender’s IP address, individual source authenticagiachieved in the network layer straightforwardly.
To fully support wide area network multicast, extensioke IGroup Security Policy Database (GSPD) and
multicast key update are needed [80].

In this work, we make use of native IPsec to protect timingjaal multicast traf c between IEDs in a

power substation network.

2.4.2 Group Domain of Interpretation

To support group key exchange, IETF designs the Group Doafdirterpretation (GDOI) [10], a multicast

security and key management protocol based on [9] and [28uré& 2.9 shows the architecture of GDOI.
A Group Controller & Key Server (GCKS) is introduced for gmkey management. On joining the group,
new members authenticate themselves by setting up a RegistEA with the GCKS. Group members also
pull Data SAs from GCKS for protecting multicast packetsrnd &rom other members. An optional Rekey
SA is used to protect refreshing group keys which are gesetatd distributed by the GCKS or authorized
members. The GDOI protocol borrows IKEv1 [30] Phase 1 fotirsgtup Registration SAs and revises
IKEv1 Phase 2 for distributing Rekey SAs and Data SAs. A waglgroup from IETF is also working on
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Figure 2.9: Architecture of GDOI

an revision of GDOI based on IKEv2 [45]. One of the major aggtions of GDOI is Cisco's DMVPN
implementations, where GDOI is used to distribute groupskayong gateways or routers for fast setting
up dynamic VPNSs. In this case, the GDOI protocol is only dggetbon the gateways rather than individual

hosts.

In this work, we make use of GDOI to achieve group key negotiatbetween individual hosts, specif-

ically for substation IEDs.
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Chapter 3

Related Work

In this chapter, we rst introduce a couple of security pals for link layer communications. Then we
discuss some secure multicast schemes and group key scliemémth academic and industrial communi-
ties. We argue that standardized protocols with off-thelfdmplementations are appropriate for power grid
multicast systems. In the end of the chapter, we introducepnejects about security con guration, which
inspire the idea of the application-aware group derivatipproach and the multicast model and anomaly

detection algorithms in this work.

3.1 Link Layer Security Solutions

As mentioned in Section 2.2.3, both GOOSE and SMV are linkedayulticast protocols. The original
purpose for choosing the link layer for multicast is to aghi®w latency performance. There are a number
of link layer secure communication solutions. Howeverythee not capable of addressing the challenges
to secure multicast in power grid systems.

IEC 62351 [36] is a speci cation suite for data and commutigzasecurity of power grid systems. Its
part 6 speci es message formats, procedures and algoritbimsgcuring all protocols based on or derived
from IEC 61850. It secures GOOSE and SMV by applying MAC (SHE8Yand RSA signatures in the link
layer. This solution requires signi cant computation katg for signing and verifying signatures on each
frame. According to [46], in an ideal environment, it takesrenthan 2 milliseconds to sign and verify a
packet using RSA 1024-hit keys. Considering the extra tréssion overhead, this is risky to meet the 4ms
threshold mentioned in Section 2.2.3. Indeed, IEC 62354%pfiatly indicates that “this speci cation does
de ne a mechanism for allowing con dentiality for applicans where the 4ms delivery criterion is NOT a
concern”. Furthermore, the communication overhead inited by cipher text may cause the fragmentation

issue which cannot be handled well by link layer protocolse Ppart 6 extends SCL to support certi cates
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and secure access points, but no detailed implementatide gupresented.

IEEE 802.1AE [69] provides security for Ethernet framesgsa hub-and-spokes topology. Security
associations are set up between a switch and each connested he switch decrypts/encrypts frames, ver-
i es/signs signatures of all relayed frames. Its defaybhar suite is AES with 128-bit keys. IEEE 802.1AE
introduces at least one more hop between the message seddbeaecipient, which causes extra latency
for message transmission (see detailed discussion abeuiuirand-spokes topology in Section 7.1.2).
IEEE802.1AE also requires hardware support so switched\N&é@d on all hosts must be upgraded. There-
fore, it is not an appropriate solution for secure power grigdticast.

Like IEEE 802.1AE, Casadet al. propose two centralized network management systems fergise
networks in [13] and [12]. They argue centralized netwonkamistration is acceptable because 1) enterprise
networks are carefully engineered and centrally admirgste?) enterprise networks have predictable traf c.
By modifying the link layer protocols, all traf c between twcomputers in an enterprise network will be
authenticated and routed to a centralized controller whighforward the traf c to the destination. To
reduce human errors in policy con guration, policy is dedhand deployed centrally too. However, since
their solution is intended for enterprise networks, somecigh constraints, such as real-time operation
requirements, are not addressed. Like IEEE 802.1AE, tiseat lleast one extra hop between the sender
and the recipient. They have no application layer routind arcess control. Tricky con guration in the

application layer can violate the policy de ned in centzali controllers.

3.2 Secure Multicast Schemes

Researchers have suggested a number of schemes for sedtihmeemulticast [82, 61, 59, 60, 79]. These
schemes achieve the goals of integrity, fast-rate sigeateii cation and loss-tolerance by taking advantage
of decent techniques like time synchronized MAC, authatito trees and reduced signature sig&s
However, these advanced schemes are complicated to impieme few of them are standardized and/or
commercialized. It is hard for industry to deploy them inl feailities.

In [27], Gjermundrodet al. propose GridStat, a publish-subscribe middle-ware sy$termpower grid
systems. They aim to address QoS on wide area networks. Tégages transmitted in such an infrastruc-
ture are usually not protection system data and the timimgtcaints in the intended applications are not

very crucial. Multicast con guration in local area netwoakd group key management are also not their
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focuses.

Canettiet al. propose an IPsec-based host architecture for multicadtlih [They introduce the con-
cepts of Multicast Internet Key Exchange (MIKE) and Souragh®ntication Module (SAM), describe the
functionalities of the architecture components and imglena prototype system for validation. Their work
inspires our architecture in Section 6.2.2. They suggegtementing SAM in the application layer and de-
signing the interfaces of SAM between the application layet the network layer. Application data packets
will be encapsulated by SAM before they are passed to IPselil@® Our solution for individual source
authentication is based on application logic but impleraéiin the network layer.

Aurischet al. argue that IPsec can support secure multicast natively sas@pt an implementation [5].
Weiset al. propose multicast extensions to IPsec to make it suppok atida secure multicast better [80].
Our work focuses more on multicast group management andgemation. We also pay more attention on

the performance issue for IPsec multicast and test the igeageriments.

3.3 Group Key Management

Group key management is one of the most important compooéstcure multicast systems. Just like the
research of secure real-time multicast, academic rese#salsuggests a number of group key schemes [65,
14, 81, 6, 4]. These sophisticated solutions aim at the grauvpere group members churn frequently.
The ef ciency and scalability are the main concerns for éhegstems. However, in power grid systems,
especially power substation networks, multicast groupscamparatively stable and the network scale is
usually of medium size. Once the system design is nishea ntwork topology is rarely changed. On the
contrary, it is hard to deploy the sophisticated schemesounttcommercial support.

In [29] and [9], two groups of researchers propose two venjlar centralized group key management
models. Both models introduce a group control and key sS&KS) to manage group members and
distribute/refresh group keys to group members. These tadefs are the bases for the GDOI [10]. Al-
though both models discuss the (group) policy server anduti®rization server, they are not implemented
in the GDOI. In [31], Harneet al. propose a similar group key management framework based Ba2K
Besides group key distribution, it provides more suppargimup membership management like the hand-
shake process for joining or leaving a group. It also presantust and access control model for group

communication.
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In this work, we do not design a new group key management gobtdVe take advantage of the GDOI
and direct the group authorization and group policy conajiom by application logic. We discuss the

advantages of the GDOI for power grid multicast communicath Section 6.5.2.

3.4 Security Con guration

Ying et al. design an application-aware IPsec policy system in [85]thtnsystem, an application policy
engine translates application policies into underlyingppietary security policies. A socket monitor is
implemented to captursocket()calls, which are relevant to secured applications and miietsecurity
policies, write the security policies into IPsec SPD andk®a/IPsec IKE. In contrast to their work, our
architecture is based on standard con guration les and stIPsec SPD statically. Such solution makes
a better use of existing con guration tools and requires lesency to protect application traf c. These
features are more appropriate to power grid applications.

Al-Shaeret al. classify con guration anomalies in rewall lter policy co gurations in [3]. They
propose a model to present the anomalies formally and dasignithms based on state machines to detect
the anomalies [2]. The rewall policy model and the anomastettion algorithms partially inspire the

multicast model in this work. We also try to classify multaon guration anomalies and detect them.
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Chapter 4

Multicast Modeling

In this chapter, we describe a formal model depicting masticapplications in substation networks. We
begin with a simple example illustrating the type of appimas we would like to model, and then represent a
mathematical publish-subscribe model capable of prgcamdcribing the relationships between the entities
and the data in the example and others like it, includingdgm@ctical speci cations. Based on this model,
we classify a number of multicast con guration anomaliesd aevelop analysis algorithms to verify the

consistency of functionality and security con guratiomsGhapter 5.

4.1 Motivating Example

As an illustration let us consider an imaginary IEC 61850 @osubstation in which there are two protective
relaysP; andP,, and four switchgearS:, S, Sz andS,. Every IED has and. According to the system
design, each relay maintains two data objé&afsandTr, which are hosted in the logical nodebIS and
PTRC respectively. Data objects d? are namedDp; andTr; fori = 1;2, which actually represent the
TRIP commands illustrated in Figure 2.5.

Additionally, to support particular remote collaboratifumctions, protective relays need to publish sta-
tus information of other primary equipment, such as tramséws, to circuit breakers periodically. In this
example, each relay publishes an additional data set fosthtus information. The reld3; extends a class
of general logical node, sayGIO (generic process 1/O), by adding two data objests, andSty.2. The
two data objects are mapped to two status parameters, likedef current or a bus voltage, and published
on the substation bus. Similarll, publishesSt,.1, Sta» andSt,,3. Generally, the data objec8;; are
published by arelaf; fori =1;2andl | m;, wherem; is the number of status parameters published
by P;. In this examplem; = 2 andm, = 3.

In summary, on each reldy; fori = 1,2, two data set§Op;; TrigandfSt; : 1 ] m;g are
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published in separate multicast groups with different roadt destination addresses.

Accordingly, to operate corresponding circuit breakersase a fault occur§; andS, need monitor the
data sef Opy; Tr1gfrom Py, while Sz andS, need monitor the data seDpy; T rog from P,. Furthermore,
S; and Sz also need monitor the status data set t;.1; St1.o9 from P4, while S, andS, need monitor
the data set St,.1; Sto.2; Sto.3g from P,. Each switchgea®; has an additional data objeBtos, which
indicates the position of the circuit breaker (see Secti@2?. Based on application logic, circuit breakers
are sometimes required to notify the relevant relays of thenge of the switch position. For simplicity,
the switchgears only update the valueRads and do not establish extra multicast groups in this example.

Fig 4.1 shows the illustrative diagram of the motivatingrepée. The arrows show the multicast data ows

Figure 4.1: Motivating Example: Multicast in GOOSE Applicens

and the payloads of each ow are speci ed on the right. Theddijects that are not published are bracketed
and showed close to entities.

All above design is speci ed in an SCD le. Each publicatioetdrmines a multicast group with a
unique multicast destination address, and the switchgesad join the corresponding groups. This network
level con guration is also speci ed in the SCD le.

For simplicity, we do not use the sophisticated haming cotivas de ned in IEC 61850 and simplify
the data model. The values of these data objects are thetttétiata general in IEC 61850. Usually a real
data set representingT®IP command need more data attributes, like timestamps

We also simplify the transmission scheme used in GOOSE. B&HSE message has a state number
and a sequence number. Messages are published repeatddipeseased time intervals rather than only
once. Ifthe payload has no any change, the sequence numbee imicreased by 1 and the state number will

not be changed. The publisher will wait for longer time thast ltime to repeat multicasting the message.
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If there is a change to the paylodde. a change to the data set, a new state number will be generaded a
the sequence number will be reset. A new message is sent iiselgdand the time interval for the next
publishing is set to the smallest value. The subscribergeatbifthe message is a fresh one or a duplication
by checking the state number. The duplicated messagesheitbaime state number will be discarded. By
this scheme, GOOSE achieves message reliability in a siampleeasy way. In our research work, we focus
on the rst message with the newly updated state number. Tdie sumber and the sequence number are
not considered in the model. These simpli cations aid oylaxation but do not limit the applicability of

our model in practice.

4.2 Components of a Secure Multicast System

A secure multicast system consists of a set of data objectsset of data owner§), a set of data consumers,
C, a set of publisher®?, a set of subscribers§, and a set of group controller§, Components which have

relationships with data objects are callttities E. ThereforeO, C, P andSare entitiesi.e. O;C;P;S E.

4.2.1 Data Object

Data objectis the core of the secure multicast model. In this work, otardion is focused on tharotection
system dataespecially those data which are delivered using timiriggal multicast. As discussed in
Section 2.1.2, they usually include physical parametergr@nment conditions, control commanesg

Both control commands and critical system status data caagresented as a set of data objects. The
design of the set depends on the application logic. In thavatotg example, the data s€Op;;Trig
represents arIP command issued blp;; the data set Sty.1; Sta.2; Sto.3g represents three critical power
grid parameters measured by certain sensors and publigies b

In an IEC 61850 con guration le, the representation is dlditbit complicated. The concept of data
object in SCL is different from the one in our model. As intnodd in Section 2.2.2, a data object in
IEC 61850 represents a substation parameter, includinglitee and meta-information. It is made up of a
number of data attributes, and the data attributes are tHactte logical correspondences to the physical
values. Therefore, in our multicast model, when we talk aloata objects, we actually refer to those data
attributes. For example, Figure 2.7 show$RIP command represented in SCL. It consists of four data

attributes from two IEC 61850 data objects. These four dtitdoates are mapped to four data objects in
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the multicast model.

4.2.2 Entity

As mentioned above, there are four types of entities in th#icast model: data owner, data consumer,
publisher and subscriber. Each entity has a certain rekttip with data objects, and the relationships are
de ned in con guration les.

As the name suggests,data owneris an entity owns or hosts a number of data objects. Any cbntro
device with accessible data objects could be a data owneaitttains the data objects by lling or updating
the values based on con guration les or process monitarimghe motivating example, the protective relay
P is the owner of the data obje@p; and changes its value based on the calculation of real-toweipgrid
status and pre-de ned parameters. As mentioned above,tiy @&y own a variety of data objects and not
all of them are published via a multicast group. That is, a datner may not be a publisher in the multicast
model. For exampleS; owns data objedP 0s;. But because it does not publiBtos;, S; is not a publisher
in this example.

A data consumers an entity whose operations rely on certain data objedtaedds the data objects
when the system is running. For example, the switch@saneeds the data objects séBp,:Tr1g and
f St1.1; St1.20. Like a data owner, a data consumer may require a varietytafatgects and not all of them
are delivered via multicast. For example, in IEC 61850 satlmsts, an IED sometimes needs the data which
are provided by theeport mechanism. That is, the data consumer may not be a subsirither model.

A publisheris a content provider, which publishes data objects usintjicast. It could be a protective
relay which issues control commands, or a sensor which gesvpower status data to other devices. In this
work, when we are talking about a publisher, it is always @aeeim a multicast group. Apparently, an entity
should only publish the data objects it owng, a publisher should be the data owner to the data objects
it publishes. Unfortunately, due to con guration mistakagublisher de ned in a con guration le could
publish the data objects it does not own. One of this modelpgses is to help detect such mistakes.

A subscriberis an entity which subscribes to data objects from publshkrcould be a circuit breaker
which executes commands issued by relays, or a proteciag wich monitors power grid via the status
update from sensors. Communication channels must be isbtblbetween publishers and subscribiees,

a subscriber must be in the multicast group where the carnelipg publisher sends the data objects. In this
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work, when we are talking about a subscriber, it is alwaysaimecipients in a multicast group. Apparently,
an entity should only subscribe the data objects it intendsohsumej.e. a subscriber should be the data
consumer to the data objects it subscribes. However, duentguaration mistakes, a subscriber de ned in
a con guration le could subscribe to data objects it is ntibaed to access.

Note that an entity could be either a publisher or a subsctibder different circumstances. For exam-
ple, when a protective relay issuegRIP command, it behaves as a publisher; when it monitors a tircui
breaker's position status or collects raw data from mergtsuih behaves as a subscriber. Without loss of
generality, when modeling the multicast systems in sulostatetworks and verifying the correctness of
con gurations, we study the multicast groups individuaiyd the roles of publishers and subscribers in the

group do not change.

4.2.3 Group Controller

A group controller provides group membership and group key management serticeusually a piece

of independent network equipment and does not host elatttata as entities do. It only exchanges group
management and security related data with multicast gro@escurity credentials in this model are not
represented as data objects in this work.

A group controller performs the following tasks:

» Authorize group access privileges based on group memipsrshihich are derived from system con-
gurations. The group controller accepts group join redsigdsom certain entities by running group
member authentication protocols. If an entity which shaubd in the group according to the sys-
tem con guration but sends joining request, the group amler will cease the group authentication

process and refuse to distribute group shared keys.

» Generate and distribute group keys. The group contralezsponsible for refreshing and distributing

group shared keys to group members.

» Revoke group memberships based on changing con guratiohen engineers are con guring
and changing parts of application logic, they may removeeaassary entities from a group. The
group controller is fed by updated con guration les and okes removed group members by re-

authenticating the whole group.
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A real system may have multiple group controllers for theppge of redundancy or fault tolerance.

Without loss of generality, we only consider a single groaptwmller in this work.

4.3 Publish-Subscribe Model

4.3.1 Assumptions

The publish-subscribe model describes the relations lestwatities and data objects in a multicast system.
The purpose of a multicast application in power grid systésie deliver certain data objects to a couple
of indented recipients simultaneously and ef ciently. kality, a data object could be delivered to the
recipients by different methods besides multicast putiiog. On the other hand, if an entity is interested
in a data object, it is able to retrieve the data by differeathnds besides multicast subscriptions. To focus
the attention to multicast applications in power grid comminations, we have the following assumptions

for the publish-subscribe model:

Assumption 4.1. If a data owner publishes an owned data object and turns to patdisher, it will not

send the data object by other communication channels.

It is possible for a data owner to provide a same data objetiettEDs in the substation using different
communication methods. Besides publishing the data usintjaast, it also can make the data accessible
by providing client-server unicast protocols like MMS [4&]ince this work is focused on protection system
data which are delivered by timing critical multicast conmmwmations, the data transmitted by other methods

are out of scope of this work.

Assumption 4.2. If a data consumer requires a data object, which is deliveéned publication, it only can

deliver the data by subscribing to the publication.

This is an extension of Assumption 4.1. If a publisher piteisa data object, the publication is the only
way to access the required data objects for data consumeesefdre, the data consumer only can subscribe

the data object and turns to be a subscriber.

Assumption 4.3. A data object is delivered by a publication exclusively, if@ data object is delivered in

a publication, it will not be delivered by another one.
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This assumption is a supplement to Assumption 4.2. It gueesrthe subscription deterministigi.e.
there is only one feasible publication, if a data consumegyell as a subscriber, requires the data from a
publication. In real applications, it is possible for a datener or a publisher to put a same data object in

two or more publications. This assumption will be waived im tuture work.

4.3.2 Ownership
We de ne theownershiprelationR o,n as follows:

De nition 4.1. Rown E D : If an entity e ownsor hostsa data objectd, then(e;d) 2 R gwn O

Rown(e;d), wheree 2 Eandd 2 D.

For exampleR own (P1:id; Op1) andR own (P2:id; Tr2). Apparently, ife owns a data object, themis a
data owner. Formally,

Rown(e;d) ! €2 O; 4.2)

wheree 2 Eandd 2 D.
An entity usually owns a number of data objects, which aral uisalifferent applications or multicast
publications. We de ne a functioR oy, Which takes an entitg as input and returns the set of data objects

which are owned b.

De nition 4.2. We de ne the functiorRown : E! 2P by the equation

Rown(€) = fd2 D:(e;d) 2R own0;

wheree 2 E
For exampleR own(P1) = fP1:id; Op1; Try; St1:1; St1.2g andR own (S3) = fSs:id; Poszg. In a real
system, an IED straightforwardly owns all data objects éasin it.
4.3.3 Publication
We de ne thepublicationrelationR ,yy, as follows:

De nition 4.3. Ry E 2D - If an entity e publishesa data setls, then(e;ds) 2 R pub O Rpup(e; ds),
wheree 2 Eandds 2 2P.

33



In the running exampleR pup(P1; fOpy; Tr1g) andR pun(P2; f Sta;1; Stoo; Sta:30). Apparently, if an

entity e publishes a data set, then it is a publisher. Formally,
Rpw(e;dg ! e2P; (4.2)

wheree 2 Eandds 2 2°.

So thepublicationrelation can also be de ned &,,, P 2P. Note thatR gwn andR pyp are two
independent relations de ned in con guration les. Althgh an entity only can publish the data objects it
owns, an incorrect con guration may have it “publish” onenosore data objects that are not owned by it. In
this case, the entity is a publisher of the data objects buamowner of them.

A publisher may have multiple publications. It is requiredrégister individual multicast groups for
each publication. We de ne a functichpub, which takes a publishgras input and returns the union set of

data sets which are published py

De nition 4.4. We de ne the functiorR ,,p : P! 22° by the equation
Roun(p) = fds 2 2° : (p;ds) 2 R pung;

wherep 2 P.

For exampIeR pub(P2) = ff Opo; Trog; f Sto1; Sto2; Sto,3gg. Actually, for a given publishep 2 P,
the number of members cf{pub(p) implies the number of multicast groups thasupports. By deriving
all these union sets from con guration les, we can get allltimast groups in a substation network and
allocate network resources during the period of systengdesi

Further, we de ne a functiom, which takes a publishgras input and returns the set of data objects

which are published bp.

De nition 4.5. We de ne the functiorR p,p : P! 2P by the equation

_ [
R pub(p) = kpub(p);

wherep 2 P.
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For exampleR pup(P2) = fOp2; Tra; Sto; Sto2; Sto;3g. Given a publishep, we can check if it has
illegitimate publications by comparing the resultRfun(p) andRown(p). If Rpun(p) is not a subset of
Rown(P), p publishes one or more data objects that do not belong toeadelsee Section 5.1 for details of

publications anomalies in con guration.

4.3.4 Consumption

As discussed in Section 4.2.2, an entity sometimes needdagetinput due to application logic. For a
particular application, an entity usually requires moranttone data object,e. a set of data objects is

needed. So we de ne theonsumptiomrelationR ¢on.

De nition 4.6. Rcon  E 2P :if an entitye 2 E requiresa data object setls 2 2°, then(e; ds) 2 R ¢on

or Reon(e; ds).

For exampleR con(S1;fOp1; Tr10) andRcon(S3; f Sti:1; St1:20). Apparently, ife consumes a data

object set, and theais a data consumer. Formally,

Reon(e;d) ! e2C; 4.3)

wheree 2 Eandds 2 2°.

In fact, the consumption relation speci es an entity's aaxprivileges of reading particular data objects.
It represents the intended data ow between data owners atal@bnsumers, and provides a method to
enforce access control over data objects in a substatiomoriet We will explore this topic further in
Chapter 5.

An entity may require individual date object sets for eagbliaption or each function. For examplg;
needs both Opy; Trog andf Sty.1; Sty.2g for different purposes. We de ne the functicfh:on, which takes

a data consumaras input and returns the union of data sets which are consbyned

De nition 4.7. We de ne the functiorR ¢op : C! 22° by the equation
Recon(0) = fds2 2P : (c;ds) 2 R cond:;
wherec 2 C.
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For exampleR con(S3) = ff Opy; Trag; f St1.1; St1:290.

Similarly, we de ne the functiorR ¢on, Which takes a data consumeirs input and returns the set of

data objects which are consumeddy

De nition 4.8. We de ne the functiorRcon : C! 2P by the equation
_ [
Rcon(C) = Rcon(c);

wherec 2 C.

For exampleR ¢on(Sg) = fOp2; Tro; Sty:1; St1.20.

4.3.5 Subscription

Based on the above de nitions, we de ne thebscriptionrelationR g, as a ternary relation.

De nition 4.9. Rgyy E E 2P :if ssubscribedo ds from p, then(s; p; ds) 2 R sup Or Rsun(S; p; d9),
wheres; p 2 Eandds 2 2°.

For a given(s; p;ds) 2 R gup, the relation represents a subscription request sestdyE, i.e. sis a

subscriber. Formally, for a given2 E,
(s;p;d9) 2R gy ! s2°S; (4.4)

wheres; p 2 Eandds 2 2P.

When such a subscription request is speci ed in a con goratie, it only represents the subscriber's
data requirements in the system. It does not mean the reiguegitimate and will be approved and autho-
rized nally. First of all, s only can subscribe the data object which it has accesstahe subscribed data
setds must be a subset of one of data set®nsumes. On the other hand, the second element of therelati
p 2 E should be avalid publisher. Furthermoreals must be a subset of one of data seublishesj.e. p
does publish a data set which contains all data objedlts.itf all above requirements are satis ed, we call
such a subscriptiomalid subscription

The formal description of valid subscription is de ned belo
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De nition 4.10. A subscription(s; p; ds) 2 R g is valid if, and only if,
(P2 P)~ [(9dsy 2 2°)(dsy  Rpup(p) * ds  dsp)] * [(9dss 2 2°)(dss  Reon(s)) A ds  dss)]

A subscription request can be considered as a group joirestqglt actually indicates which publication
the subscriber is interested irg. which multicast group the subscriber wants to join. Strdagtvardly, the

subscribers whose subscriptions refer to a same publicat®the recipients of the multicast group.

4.4 Summary

In summary, we get the de nition of the multicast mode.
De nition 4.11. A multicast modelM consists of:
» D, the set of data objects
» E, components which have relationships with data objects
e O, a set of data owners
e C, a set of data consumers
» P, the set of publishers
e S the set of subscribers
* G, the set of group controllers
together with
* Rown, theownershiprelation:Royn E D
* Rpub, thepublicationrelation:Rpy, E - 2°

* Rcon, theconsumptiorrelation:Rcoy, E 2P

R sub, thesubscriptionrelation:Rgyy, E E 2P

* Rown, the function which returns set of the data objects ownednogrdity: Rown : E! 2P
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. Rpub, the function which returns the union set of data sets, whrelpublished by a publisheh,pub :

p1 22

* Ryub, the function which returns the set of data objects, whiehparblished by a publisheR pyp :
pr 2P

 Rcon, the function which returns the union set of data sets, whighconsumed by a consumer,

Repn:Cl 22°

* Rcon, the function which returns the set of data objects, whieéhcansumed by a consum& g :

c! 2b

We depict the data model of the running example in SectiorugiigM as following:

D = fPs:id; P2:id; Sq:id; Sy:id; S3:id; S4:id; Op1; Opg; Trq; Tro; Sta-1; Sti:2; Sto.1; Sto.2; Sto:3;

Pos; Pos; P osg; Posg
* E= fP1;P2;S1;S2; S3; Sag
* O= fP1;P2;S1; S2; S35 a9
e P=1fPy;Pog
* C= 1S1;Sy;S3; 840
* S= 151;Sy; S3; 840
* G= fKSg(not shown in Figure 4.1)

* Rown = f(P1; P1:id); (P1; Op1); (P1; Tr1); (P1; St1:1); (P1; Sta:2); (P2; P2:id); (P2; Op2);
(P2; Tr2); (P2; St2;1); (P2; St2:2); (P2; St2;3); (S1; S1tid); (S1; P 0s1); (Sz; S2:id); (S2; P 0s);
(S3; S3:id); (S3; P0s3); (S4; S4:id); (Sa; P o) g

* Rpup = f(P1;fOp1; Tr10); (P1; fSty1; St1:20); (P2; fOpo; Trog); (P2; f Sto1; Sta:o; St:30)0

* Reon = f(S1;fOp1; Tr1Q); (Sa; fSt1.1; St1:20); (S; fOp1; Tri9); (Sz; f Sta:1; Sta.o; Sto:30);
(S3;1Op2; Tr20); (Ss; f Sty:1; St1:20); (Sa; fOp2; Trag); (Sa; f Sto;1; Sta:n; Sto:30)9
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* Roup = F(S1;P1;TOp1; Tr10); (S1; P1;f St1:1; St1:20); (Sz; P1; fOpa; Trig); (So; Pa;
fSto.1; Sto.2; St2:30); (Ss; P2; f Op2; Tr20); (S3; P1; f St1:1; St1:20); (Sa; P2; f Op2; Tr20);
(S4; P2; f Sta.1; Sta:2; St2:30)0

In Chapter 5, we will use this model to formally depict the timalst con guration anomlies and design

algorithms to detect the anomalies.
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Chapter 5

Multicast Con guration Anomaly

As discussed in Chapter 1, it is a complex and error-proriettason gure group memberships, policy and
keys for power grid multicast applications. During the @s& of power substation con guration, power
engineers, utility communication engineers and vendoligslmarate with each other for a comprehensive
solution of the substation and the substation network. A®duced in Section 2.3, an SCD le will be
generated, which contains all information about the stibstaespecially the information about all IEDs
and the communication network. The SCD le is an integratiba number of ICD les and SSD les. Itis
subject to the change of the system requirements, thetiakization of IEDs and the iterative design of the
substation network. Because most of these changes areaeaphanually and there is no strong support
from vendors' tools for conformance checking, the system guaration is subject to a variety of mistakes.
These mistakes not only lead to system malfunctions butiatsaduce security vulnerabilities. It is a big
challenge to guarantee the correctness and consistenicg obh guration.

In this chapter, we discuss four types of anomalies in magticon guration, especially those occurring
in IEC 61850 power substation multicast applications. W& describe the anomalies with their reasons,
occurrences and threats to the system. Then we represehtitine description of each anomaly based on
the multicast model we propose in Chapter 4. We also show alyoemamples by adding additional specs
to the motivating example in Section 4.1, which make it imeot or inconsistent. We design algorithms
to detect these anomalies in Section 5.2. Finally, we désthe scope of the anomaly model and the

algorithms.

5.1 Multicast Con guration Anomaly

There are two basic con guration settings for multicast leggions: publications and subscriptions. We

can nd all the following con guration anomalies on eitheulplisher's side or subscriber's side. We also
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can call them publication anomalies or subscription an@sal

5.1.1 Ownership Anomaly

If a publisherp publishes a data sefs, which consists of the data objects that are not owne, liye say

the publicatiorR p,n(p; ds) has arownership anomalyWe give the formal de nition below:

De nition 5.1. A publicationR pyn(p; ds) has arownership anomalyf

9d 2 ds[d Z R gwn (p)]

or

9d 2 ds[(p;d) 2R own]

Generally, we say a publishpihas goublication ownership anomalyit publishes data objects that not

owned by it. A general de nition is given below:

De nition 5.2. A publisherp 2 P has a publication ownership anomaly if

9d 2 Rpun(P)[d Z R own (P)]:

For example, in the motivating example in Section 4.1, if aljgation R p,p(P1; f Opy; Trog) was set
up in the con guration le, the publication would have an oenship anomaly sinc&r, is owned byP,
rather tharP;.

In reality, if an IED is con gured to take a data attribute, @al object, or even an entire data set, which
is not owned by it, as parts or the whole payload of a GOOSE agessve say the IED has a publication
ownership anomaly. Such anomaly usually occurs when thersydata ow design is changed. Originally,
the IED hosts one or more data objects or data attributegsepting particular physical parameters and
puts it in a publication. Due to the design change, the fonstimay be moved to another IED and the
ownership of the data is changed. However, the publicatmmguration of the original IED does not

change accordingly and the anomaly occurs.
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5.1.2 Publication Redundancy

If a publisherp publishes a data sefs, but no entity consumes or subscribes to it, we say the mathic
Rpub(p; ds) is redundant According to Assumption 4.2, if an entity consumes a dat@abpwhich is
published in a publication, the entity subscribes to thdipation as well. There are two types of publication
redundancyfull redundancyandpartial redundancy

In the full redundancy, none of data objects in the data seteqquested by any data consumess,the

whole data set is redundant.

De nition 5.3. A publicationR pun(p; ds) is fully redundantif

8d2 ds8c2 C[d 2 Reon(0)]

In the partial redundancy, some data objects in the dataese¢quested by some data consumers, while

others are not.

De nition 5.4. A publicationR p,p(p; ds) is partially redundantif

9d 2 ds9c2 C[d 2 Reon(0)] 2 9d°2 ds 8c 2 C[d°2 Rcon(C)]

In the motivating example, a publication Bfpun(P2; f P2:idg) would be a full redundant publication
since no switchgear requests the relay's id. A publicatibR g,,(P2; f P2:id; Op2; Tr2g) would be a par-
tially redundant publication sincg; andS4 only needOp, andTr,, andP5:id is unnecessary to them.

Full redundancy usually occurs when an IED is con gured tblisln a data set but the con guration of
the intended subscribers is incorrect, or the system désigimanged but the con guration does not change
accordingly. Partial redundancy happens when the sulessridre only need parts of the data object set.
Since a publication may be subscribed by the data consuniéck Wwave different demand, itis exible and
convenient to put redundant data objects in one publicatitowever, because the subscribers can receive
the whole payload of the message, it may expose more infammat unintended consumers and violate
theprinciple of least privilegeof information security. It depends on the system's polizatiow the partial

redundancy or not in applications.
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5.1.3 Source Anomaly

If a subscribers requests a subscription to a datadgpublished by a publishegs, but p does not exist in

the system, we say the subscription haoarce anomalyFormally,
De nition 5.5. A subscription request syn(s; p; ds) has asource anomalyf p 2 E.

In the motivating, a subscription & s,p(S1; P3; f Ops; Tr1g) would have a source anomaly since there
is noP3 in the system and the data $€p,; Tr1gis actually hosted bfp;.
Source anomalies may occur when the required data sets aeslrttoother entities and the publisher is

removed from the system. But the intended data consumerstddange accordingly.

5.1.4 Data Dissatisfaction

Given a subscription requeBts »(S; p; d9), if no publication(p; ds) can provide all data objects requested
in the subscription, we say the subscriptioml&a dis-satisfactoryThere are two types of data dissatisfac-
tion: “hard” dissatisfaction and“soft” dissatisfaction

In the hard data dissatisfaction anomaly, one or more dg¢&istinds are not published by the publisher

p at all. Formally,

De nition 5.6. A subscription requesR ¢p(S; p; d9) is hard data dis-satisfactorif

In the motivating example, a subscription requesRaf,(S1; P1;fOpy; Try; P1:idg) would be hard
data dis-satisfactory sindg, does not publislir;:id.

In the soft data dissatisfaction anomaly, one or more dajiectsbinds are not published in a single
publication fromp. But the data objects may be contained in other publicatitoma p. If the subscriber

requests additional publications, it can get all requirathabjects.

De nition 5.7. A subscription request sun(S; p; d9) is soft data dis-satisfactorif

[8ds°2 R pup(p) ds* dsq A [8d 2 ds9ds™ 2 Rpu(p) d 2 ds’]
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For example, a subscription & syn(S1;P1;fOps; Tri; St1.2g) was a soft data dis-satisfactory sub-
scription because no single publication frémis able to satisfy the subscription. ButSf subscribed the
both publications fronP4, it could get all data it needs. In real applications, howgeeach publication
and each subscription are usually designed for a parti¢ufation. It is rare and unreasonable for cross-
application subscription. It may violate the principle e&st privilege too because the subscriber can get

access to unnecessary data objects from multiple suliscispt

5.2 Anomaly Detection Algorithms

In this section, we present a collection of algorithms thetedt the anomalies discussed in Section 5.1.
These algorithms are based on the multicast model propos&hapter 4, and use the data structures,

relations, functions de ned in the model.

5.2.1 Detect Ownership Anomaly

As discussed in Section 5.1.1, the ownership anomaly oagben a publisher publishes a data object
which is not owned by it. The algorithm takes a publishexs an input and returns a data object set namely
DSet, which contains the data objects which are not owneg@ byt published by it. 1fDSet is empty, the
publisherp has no publication ownership anomaly. The pseudo code ddilg@ithm is shown below as
Algorithm 5.1.

The algorithm rst creates a list namelyKeys, which consists of the hash valuégys) of each data
objectd owned by the publishep (Line 4 through 7). It calculates the hash values of each olaject in
Rown(p) and put them int®Keys. After sorting the list using the quicksort algorithm [16] bash values
(Line 8), it performs the binary search for each data oljépublished byp by their hash values (keys). If
nothing is searched, tfe?is not owned byp andp should have an ownership anomai{will be appended
to DSet.

Note when the algorithm is calculating the hash values & dafects, the inputs to the hash function
are the identities of data objects, rather than their vallibe multicast model, as well as the algorithms dis-
cussed in this section, concerns the multicast data owspmtlthe con guration les. When implementing
the model and the algorithms, we make use of the naming ctiowerin particular speci cations.

Given the size of the data object set of the multicast system) the binary search at Line 11 can be
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Algorithm 5.1: Detect Ownership Anomaly

input :p
output: DSet
1 begin
2 DKeys nil;
3 DSet ; ;
4 for d2 Rown(p) do
5 key hash (d);
6 appendKey (DKeys, key) ;
7 end
8 quickSort  (DKeys) ;
o  for d°2 Rpup(p) do
10 key hash (d9:
11 result  binarySearch  (DKeys, key) ;
12 if result = nil then
13 appendSet (DSet, d9 ;
14 end
15 end
16 end

determined irO(Ign) time [16] and the steps from Line 9 through Line 15 can berdgteed inO(n Ign)

time. That is also the time needed for the whole algorithm.

5.2.2 Detect Publication Redundancy

We design a single algorithm to detect both full redundanmay @artial redundancy. The algorithm takes a
publicationR pp(p; ds) as an input and needs the support of the consumés. deteturns a data object set
namelyRDSet, which is used to store the redundant data objeatis.iThe algorithm also returns thsgatus

of the publication:full-redundancy, partial-redundancy or clear. The pseudo code of the algorithm is shown
as Algorithm 5.2.

The usage obKeys is same as Algorithm 5.1. The algorithm rst calculates thaslnvalues of all data
objects that are consumed in the system, and then storesshevhlueskgys) in DKeys (Line 5 through
10). Toimprove the algorithm ef ciencyKeys is also sorted using the quicksort algorithm (Line 11). From
Line 12 to Line 18, the algorithm calculates the hash valdesach data objed published inR p,p(p; ds)
and searches the data objecDiKeys using the binary search algorithm. If the search fails, thia @bject
d should be a redundant data object and is inserted to the dadtidata object s&Dset. Line 4 and Line

19 count the number of the data objects in the published dgéxts setds and the redundant data object
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setRDset respectively. If the two numbersetn andpsetn equal to each other, all data objectsdimare

redundant and it is a full redundancy anomalyRbset is empty andsetn is 0, nothing is redundant and
the publication status iglear. Otherwise it ispartial-redundancy (Line 20 through 26). The algorithm is
determined ir0(n?) time because the steps from Line 5 to Line 10, which init@likeys, are determined

in O(n?) time.

Algorithm 5.2: Detect Publication Redundancy
input : Rpup(p; ds); C
output: RDSet, status
1 begin
2 DKeys nil;
3 RDSet ; ;
4 psetn  countSet (ds);
5 forc2 Cdo
6
7
8
9

for d 2 Reon(C) do
key hash (d);
appendKey (DKeys, key) ;
end
10 end
11 quickSort  (DKeys) ;
12 for d 2 dsdo

13 key hash (d);

14 result  binarySearch  (DKeys, key) ;
15 if result = nil then

16 appendSet (RDSet, d) ;

17 end

18 end

19 rsetn  countSet (RDSet) ;
20 if rsetn = psetn then

21 status  full-redundancy ;
22 else if rsetn = 0 then

23 status  clear ;

24 else

25 status  partial-redundancy ;
26 end

27 end

5.2.3 Detect Source Anomaly

This algorithm takes a subscription requési,y(s; p;ds) and the whole entity set as the inputs, and

returns the checking result of the subscriptiGaurce-anomaly or clear. The pseudo code is shown as
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Algorithm 5.3.

The algorithm calculates the hash values of all entitiehindystem, and then stores the hash values
(keys) in a list namedtKeys (Line 3 through 6). After sorting the list by keys using theaitsort algorithm
(Line 7), the algorithm searches the list for the key of thklisherp (Line 8 and Line 9). If the search fails,
this subscription has a source anomaly, otherwise itsstatdeared (Line 10 through 14). The algorithm

is determined irD(n) time. The listEKeys can be used by other algorithms or other applications.

Algorithm 5.3: Detect Source Anomaly
input : Rsun(s; p;ds); E
output: status

1 begin

2 EKeys nil;

3 fore2 Edo

4 key hash (e);

5 appendKey (EKeys, key) ;

6

7

8

9

end

quickSort  (EKeys) ;

key hash (p);

result  binarySearch  (EKeys, key) ;
10 if result = nil then

11 status  source-anomaly
12 else

13 status clear ;

14 end

15 end

5.2.4 Detect Data Dissatisfaction

We design a single algorithm to detect both hard-dissatisfa and soft-dissatisfaction anomalies. It
takes a subscriptioR syp(S; p; ds) as input and returns the checking result hard-dissatisfaction, soft-
dissatisfaction or clear.

To improve the ef ciency, we create two macrqgaickSortSet  andbinarySearchSet . The
macroquickSortSet  is designed for sorting a set by the hash values of membeng tisé quicksort
algorithm. The members of the set could be data objects dfesnt The hash function takes members'
identities, rather than values (if members are data ob)jestsnputs. The macrbinarySearchSet
is designed for searching a set for a particular member bydsé values of set members and the target

using the binary search algorithm. Usually, the set is diyesorted by hash values of members' identities.
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Actually the steps of the two macros are already present@dewvious algorithms. The variablRubSet

Algorithm 5.4: Detect Data Dissatisfaction
input : Rsub(s; p; ds)
output: status

1 begin

2 PubSet ; ;

3 pubsetn  O;

4 subsetn  countSet (ds);

5 satis ed true ;

6  for dsp, 2 Rpun(p) do

7 quickSortSet  (dsp) ;

8 for d 2 dsdo

9 result  binarySearchSet  (dsp, d) ;

if result = nil then
satis ed false ;

I
= O

12 else

13 appendSet (PubSet, d) ;

14 end

15 end

16 if satised = true then

17 status  clear

18 break ;

19 else

20 satis ed true ;

21 end

22 end

23 pubsetn  countSet (PubSet) ;

24 if status 6 clear then

25 if pubsetn < subsetn then

26 status hard-dissatisfaction ;
27 else if pubsetn = subsetn then

28 status  soft-dissatisfaction ;
29 end

30 end

31 end

stores the data objects whishsubscribes in this subscription, apdloes publish. The size ¢fubSet is
represented byubsetn. The variablesubsetn is the number of the data objects required in this subsoripti
i.e. the size ofds. By comparingpubsetn andsubsetn, we can know if all required data objectsds are
provided byp. The variablesatis ed is a ag indicating if the subscription requeRtsyn(s; p; ds) can be
satis ed by a single publication from, i.e. if there exists a data object set, which is the supersdsaind

published byp. The default value ofatis ed istrue .
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The core of the algorithm is from Line 6 to Line 22. It checkkdata object sets published fpyto
see if there is a publication can provide all data objectssthiEscription requires, or if all data objects in
ds are provided byp's publications. For each data object sk}, from p, the algorithm rst sorts it using
quickSortSet  to improve search ef ciency (Line 7). Then it searches thdf@eeach data object ids
usingbinarySearchSet  (Line 9). If the search fails (Line 10), it meadsis not the subset of the current
dsp and the publication cannot satisfy the subscription (Lifie Dtherwise, the searched data objdes
appended tePubSet. The loop will not break even if a search fails. It needs torgotee that every data
object inp's publications is checked. If the variabdatis ed still keepstrue after the inside loop nishes,
the subscriptiorR sun(S; p; ds) can be satis ed by current publicatidpun(p; dsp). Its status will be set as
clear and the outside loop can break (Line 16 through 21). Othenwige variablesatis ed will be reset
and the outside loop continues until all data sets publistygui(ds,) are searched.

After the search nishes, we get the n&ubSet, which contains all data objecpspublishes. The size
of PubSet is obtained at Line 23. Note that the duplicated data obj@&salready removed. If thatatus
is notclear , the algorithm checkpubsetn (Line 23 through 30). lfubsetn is less tharsubsetn, some
data objects irds are not included imp's publications. The subscription hashard-dissatisfaction
anomaly. If the two numbers equal, this isdit-dissatisfaction anomaly.

Given the size of the data object set of the multicast syssamaind Assumption 4.3, there are at most

n publications fromp. So the algorithm is determined @(n? Ig(n)) for the worst case.

5.3 Discussion

As mentioned in Chapter 1, the data are the focus of a putdieatibscription system. They connect all
group members in a multicast application. The four anomalgction algorithms track the path of a data
ow, from the data owners to the data consumers. The erromissing components on the ow will be

detected. However, if the whole data ow is incorrect or thare more than two anomalies in a publish-

subscribe data ow, the algorithms may not be able to detemit There are two basic scenarios:

Redundant multicast group A multicast group is not needed anymore due to the updatelicappn
logic, but the engineers do not remove the relevant pulmicasubscriptions and data objects from the con-

guration le. Because the redundant data ow is still congpé, the algorithms cannot detect the anomaly.
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This usually occurs when the system functions are re-atact IEDs and some old functions need to be
removed from certain devices.

In the motivating example, if the substation does not regBi to publishf Sty.1; Sta.2; Ste.39, and
Sy, S4 do not need to monitor the status data either, then the @tioiitR ,,,(P2; f Sto;1; St2:2; Sto;30),
the subscriptiongR syp(Sz; P2; f Sta.1; Sto.2; Sto.309) and Rgyp(Sa; P2; f Sto.q; Sta.2; Stz.39) should be re-

moved. However, if these relations are still kept in the @uration, no error message will be reported.

Collusive anomalies The algorithms in Section 5.2 aim to detect isolated anasalif a publication and
its correlated subscriptions have more than one anomagethnomalies may complement each other and
hide the mistakes. Under this circumstance, the whole caration looks correct and the algorithms are
not able to detect the anomalies. We call these anomadiissive anomalies

In the motivating example, according to the applicatioridpg: should not publishPy:id in R pyn(P1;
fOp1; Tr10), or apublication redundancy anomalyill be detected. However, if data dis-satisfactory
subscription requeR ¢,n(S1; P1;f Opy; Tr1; P1:idQ) is inserted to the con guration le, the both abnormal
publication and subscription will not be detected althoegher of them can be detected alone.

In the other word, this work can derive group membershipmfapplication logic by con guration
les, and detect multicast con guration anomalies by amatg publication-subscription data ow. It cannot
detect the anomalies which are not consistent with the egin logic but do not break a data ow.

Furthermore, our attention is focused on application layemalies, the mistakes in the network layer
con guration, like duplicated multicast addresses fofatiEnt multicast groups, are out of the scope of this
work. We also do not distinguish underlying reasons of trenaaly. How to eliminate the anomalies is also

out of the scope of this work.
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Chapter 6

Implementation and Case Study

In this chapter, we present the system implementation ofpication-aware, derived group approach
for power grid multicast communications. The basic ideaiddrive group memberships and publication-
subscription relationships based on data dependencigshate extracted from an appropriate extension
of system domain-speci ¢ speci cations. We take advantaféhe multicast model in Chapter 4 and the
con guration veri cation algorithms in Chapter 5 to analyand verify the validity of multicast groups
and publication-subscription con gurations. A multicastd group key management architecture based
on the Group Domain of Interpretation (GDOI) [10] is desidgrend then used to set up group security
associations based on the data dependencies and consatafysis results. We show that the challenges of
manageable con guration discussed in Chapter 1 can be awverby linking network layer secure multicast
con guration to application-speci ¢ con guration of powesubstations.

To demonstrate this methodology we have developed a ppaatystenSecureSClwith a case study
of secure GOOSE in IEC 61850 power substation networks. r88€L extends SCL by integrating new
elements representing IPsec multicast, security crealsrand group key servétsThe multicast groups of
GOOSE are extracted from the extended SCL speci cationsui@SCL transforms derived group infor-
mation and security extensions to the multicast model ptedein Chapter 4 and checks the con guration
consistency and correctness. The prototype system isat@ticby using it on a portion of the SCL speci -

cation of an experimental substation of the TennesseeywAllighority (TVA).

6.1 Basics

Before introducing the details of our approach and the systesign, we rst clarify the application as-

sumptions and the design principles.

!Since the design and implementation in this chapter is hebeaised on IEC 61850 and SCL, please refer to Chapter 2 for
background details.

51



6.1.1 Assumptions

Based on the observation of multicast applications in payvier systems, especially power substation net-

works, we consider a class of applications with the follayvitnaracteristics:

» Multicast packets are transmitted by UDP/IP. Usually icakt is supported in the link layer and the
network layer using dedicated multicast addresses. Oemtaih in this work is focused on network
layer multicast,.e. IP packets with Class-D addresses. Beyond the IP protodoR I3 one of the
most widely used transport protocols for multicast appiices. Therefore, we base the design in this

chapter and the experiments in Chapter 7 on UDP/IP protocols

* Inamulticast group, the data ow from the sender to thepigits is one-way,e. there is no feedback
mechanism required. In each communication session, tHecatipn logic does not require recipients
to reply the sender's message with meaningful responsesiaNd-shake process is neetle@his is
true for many multimedia stream applications, as well asgyayrid communication applications like

GOOSE and SMV.

» Within a particular multicast group there is only one psbér or sendef,e. only a single data source.
The publisher launches a multicast group and sends mestatfes group. The interested entities
will join the group and listen to the publisher only. This@lsplies that the roles of the publisher
and subscribers do not change in a group. Each group onlgsepts one single application. If the
publisher is interested in the data from other entitiesaiit join the group as a role of a subscriber. But
its role in a single group does not change. This is true forticadt applications in power substation

networks.

» Multiple multicast groups may exist in a network simultansly. As mentioned above, each data
source or publisher can launch an individual group and tigeseps will be set up for different ap-
plications at the same time. For example, there are more4@aymoups in TVA Bradley IEC 61850

substation.

2In the experiments of Chapter 7, the recipients respondeheées’s request with an acknowledgement message. Bustjisti
used to measure round trip latencies of IPsec multicasty @teenot required by application logic and have no semangiariimgs.
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6.1.2 Design Principles

We propose four key design principles that structure péssitchitectures. They are: defense-in-depth, low

latency, standardized protocols, derivability. We disceach in turn.

Defense in depthMany existing power grid networks rely exclusively on rellga gateways, or virtual
LANSs to isolate largely unprotected control elements froablfc networks or enterprise networks.
However, the perimeters are not always trustworthy. A “geodtrol device may be compromised
due to a fault [15], operators sometimes attach compronmsazhines to the LAN, and wireless sys-
tems may admit on or near-site intruders if compromised @caor gured. Miscon gured rewall
rules could cause rewalls/gateways to fail or bypassed ¥hdNs are not designed for security
protection. Better defense in depth is obtained if contelicks have built-in secure communica-
tion modules and do not automatically trust other elemeérds ihanage to communicate within the

perimeter.

Low latency As mentioned in various process control applications haad-time challenges to existing
security protocols. Timing constraints must be studiedmdhesigning a security system for process
control networks and the performance must be tested oreibefore deployment. Basic methods
include avoiding public-key cryptography signature and gation for every packet, and running key

exchange protocols before transmission starts.

Standardized protocols A number of provably-secured protocols have been designedected and im-
plemented by network security communities. It is risky amdbably unnecessary to design a new
protocol from scratch. Standardized protocols and teduie$ also save time and cost for system

deployment since they are more likely to have existing imq@etations.

Derivability Industry has developed a number of con guration tools fatipalar applications like SCL.
Integration with existing con guration tools enables séiyutools to automatically derive informa-
tion about the system being secured, such as network topalag) details of application logic. This
enables richer security features, such as individual soauthentication. Furthermore, it provides the
possibility of using existing con guration analysis todts verifying the correctness of the con g-
uration or detecting errors. The integration would alsedhe deployment of security solutions by

avoiding exclusive security con guration.
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6.2 Overview

6.2.1 Network Model

We present the network model, which corresponds to the casltimodel presented in Chapter 4. The
multicast model emphasizes the data dependencies betwealéinast group members at the application
layer, while the network model is focused on the group togppland data ow in the network layer.

Figure 6.1 illustrates a basic power substation multicastyg. In such a group, there is one group

Figure 6.1: Network Model

controller & key servelG, one publishelP, and a number of subscribe8. The group controller & key
server, or group controller in shoiG enforces group authorization policy and distributes grkeyps to

P andS; by group key exchange protocols. Multicast messages arsntitted fromP to S; through the
substation LAN, which is usually a switched Ethernet. Adang to the assumptions in Section 6.1.1, the
application logic within a multicast group does not charage] the roles oP andS; keep constant.

There are two types of data ow in the group. The data ow isdise transmit application data from
the publisher to the subscribers. The group & key managems@nts used to distribute group keys or
other security credentials from the group controller toghsup members. These two types of ow can be
implemented using the same protocols or share parts of aquictuite.

We assumés is secure and trusted. Any credentials, key materials ahcyptecisions made b are
credible. We also assume con guration les distributed am&, P andS; are authentic. The mechanisms
for securely distributing con guration les are orthogdrta this work. The architecture does not interfere
with the routing mechanism of data packets. For sake of &ditypbf design, we assume the multicast traf ¢

only occurs within a control system LAN and the key managdrpestocol has reliable communication.
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6.2.2 Architecture

Figure 6.2 shows the host architecture of a multicast grogmberP or S;. As in many network systems

Figure 6.2: System Architecture

like [13], the system is partitioned into three planesin guration plane control planeand data plane
Furthermore, the system works in three phaslesign phasénitialization phaseandrunning phase

The con guration plane works in the design phase. A con dioa language parser parses system
speci cation and con guration les, like SCD les. Based atine parser's output, a multicast model and
consistency analyzer sets up the data model and the puhiisderibe model presented in Chapter 4. It also
checks con guration correctness and consistency usinglf@ithms discussed in Chapter 5. If a con gu-
ration anomaly is detected, the system will go back to the steon guration revision. If the veri cation
succeeds, the system enters the initialization phase antbtiirol plane takes over. An illustrative diagram

about the working phases of the system is shown in Figure 6.3.

Figure 6.3: System Working Phases

The control plane is in charge of group and key managementropgpolicy engine (GPE) extracts
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group association information and security con guratioonfi the multicast model and the original security
extended con guration les (see Section 6.3). It retriey@®-installed credentials like pre-shared keys
or certi cates, con gures the Group Internet Key Exchan@KE) module, and then triggers group key
exchange between the group controller and the group membleestraf c used to exchange group keys is
calledgroup key & management oysee the network model in Section 6.2.1). Credentials Hssi®n keys
and relevant negotiated policies for incoming and outgomuticast traf ¢ are inserted and stored in Group
Security Policy Database (GSPD) and Group Security Asgoni®atabase (GSAD). After the group key
exchange nishes, the system enters the running phase andatia plane starts working. Note that the
control plane continues working during the running phasedtreshing shared group keys.

The data plane functions are straightforward. It is conggrisf upper layer applications, like GOOSE,
and Secure Multicast Module (SMM). Incoming and outgoinglaation packets will be processed by the
SMM (in our implementation this is IPsec) according to theRBSand GSAD. The traf ¢ used to transmit
securely protected application packets is callath ow (see the network model of Section 6.2.1). At the
same time, the GIKE module also makes use of the SMM moduledorsly refresh group session keys
periodically without interfering the data ow. So both therdrol plane and the data plane works during the
running phase,

The host architecture @ is almost same as regular group members' architecture shofigure 6.2.
The major difference is the GPE module. For a regular groumibeg, GPE only tells GIKE the information
about the multicast group the host needs to join, the gronpraier and key server and the basic con gu-
ration pro les for running the group key exchange protodke lthe references to security credentials. For
G, the GPE further directs GIKE for group authorization. Bhse the group associations derived from
the multicast model, GPE provides GIKE with the group infation like the multicast groups addresses (if
there are multiple groups in one network), the identitiethefgroup members that are allowed to join the
group and their security credentials like public key ceardites, and parameters for group management like
the interval of refreshing group keystc. Unlike P andS;, the SMM module i is not used for protecting
the data ow. Instead, it is just used to protect the key managnt ow.

The whole system is implemented using C/C++ on Fefora 7. Ktended con guration language
parser is developed usitigxml [74]. The Group Policy Engine module makes use\&fTLINK sockets to

manipulate IPsec SPD and SAD. A reference implementatic®@®| from Cisco is used for the Group
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Internet Key Exchange module.

In the next sections, we will give a detailed introductioreath component in the architecture.

6.3 Extended Con guration Language

A full- edged control system con guration language like Bstation Con guration Language (SCL) pro-
vides a global view of the whole control network. It not onlg des data structures, functionalities and
default values of control devices' parameters but alsoisggenetwork topology and communication asso-
ciations between devices. By analyzing a con guration e can obtain all information about multicast
applications within a power substation network, includimgtwork information for multicast, publisher-
subscriber associations and multicast message sourcegmglodd data structures.

To support secure multicast, especially IPsec-basedgasttithe con guration language needs to be ex-
tended for more information, including: 1) credentialstfair references) required for group key exchange;
2) additional networking entities which facilitate secemmmunications, like a group key server.

As an application-speci ¢ process, con guration extemsi@eavily depends on the con guration mech-
anisms and the con guration le format. For those structli@nd standardized con guration languages,
such as SCL, a number of XML-based security speci catiors @n guration tools can be integrated for
IPsec policy speci cation [47, 76] and credential descapf3].

In this work, we base the implementation on SCL. We show thiersion to the network con gura-
tion to raise GOOSE messages to the network layer, the attegrof security information, especially the

credentials used for group key exchange, and the spemwcati the group control and key server.

6.3.1 Communication Interface

As introduced in Section 2.3.1, SCL provides the elen@mhmunication and its child elements lik€on-
nectedAP (connected access point) for describing all informationudthe network connections between
IEDs. It includes the parameters of a control device's netwoterfaces, like the IP address, the subnet
address and the gateway address, and multicast netwonk@ns like the link layer multicast addresses
(MAC) for GOOSE applicationgtc To support the network layer GOOSE messages, we extentlotie
nectedAP element and enable the IP multicast con guration.

Figure 6.4 shows the parts of the extendithnectedAP element. It speci es the network interface of a
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protective relay nameitD1. The IP address and the IP network information are specnddne 4 through

<Communication>

1

2

3 <ConnectedAP apName="aplED1" desc="Trip Publisher AP" ie dName="IED1">
4 <Address>

5 <P type="IP">192.168.1.20</P>

6 <P type="IP-SUBNET">255.255.255.0</P>

7 <P type="IP-GATEWAY">192.168.1.1</P>

8

</Address>
<GSE cbName="gcbTrip" IdInst="PROT">
<Address>
<P type="IP">224.0.0.4</P>

9
10
11
12
13
14 <! -- <P type="MAC-Address"> 01-0C-CD-01-01-46 </P>-- >
15 </Address>

16 </GSE>

17 </ConnectedAP>

18

19 <Communication>

Figure 6.4: Extended Multicast Network Con guration

9. The original purpose of thiddress element is to describe the IED's ACSI interface using OStgrols
stack. In SecureSCL, it is also used for IPsec multicast. GH&E module uses this address for running
group key exchange protocol. If the IED works as a publish¢ihé whole network and launches a multicast
group, the outgoing multicast packets will be encapsulagtdg IPsec with the source address speci ed by
this element192.168.1.20 in this example.)

The elemenGSE is designed for publishing GOOSE messages. Ez8h is used for one GOOSE
application and an IED may have multigsSE elementsij.e. an IED is able to publish more than one type
of GOOSE message&SE is associated with one logical device's GSE control bloekthis example, it
describes the multicast network interface for the logi@lice PROT's control blockcbName. Usually, a
MAC address is used for a GOOSE multicast group (Line 14).algerGOOSE to the network layer, we
revise the original design and replace the MAC address w@itaass-D IP address (Line 12). This will be the
IP multicast group address for all subscribers. The grounpraber G will also use this address for group

membership management.

6.3.2 Security Extension for Credentials

IEC 61850 is focused on power functionalities and utilityreounications. It neither addresses the security
of network communication nor provides sophisticated meismas for specifying security information. To

enable secure multicast, especially IPsec based multiwastixtend SCL by integrating security credentials
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description intoAccessPoint elements.

We make use of the elemeHeyinfo , which is de ned in XML Signature [8], to describe security
credentials. The elemeReylinfo is an optional element in the XML Signature speci cationeftables the
recipient(s) to obtain the keys needed to validate the sigaaKeylnfo may contain keys, hames, certi cates
and other public key management information. Since the XNgn&ure is one of the most widely used
standards for XML cipher processingeyinfo also becomes the de facto standard for cryptographic key
description in XML.

Figure 6.5 shows the security extension to the eleni&btin SecureSCL. An access point is a logical

communication interface of an IED's logical devices to astabon network. The information about its

1 <IED name="IED1" type="SecurelED" desc="Protective Rela y'>
2 <AccessPoint name="aplED1" desc="Trip Publisher AP">

3 <Server>

4 <Authentication certi cate="true” none="false" strong="true"/>
5

6 <GSEControl appID="TripGoose" datSet="dsTripLogic" nam e="gcbTrip"/>
7 </Server>

8 <ds:KeyInfo Id="IED1cert">

9 <ds:X509Data>

10 <ds:X509Certificate>HX...</ds:X509Certificate>

11 </ds:X509Data>

12 </ds:Keyinfo>

13 </AccessPoint>

14 </IED>

Figure 6.5: The Extension of Security Credentials

underlying physical network ports and network protocolglésned in the element o€onnectedAP (see
Figure 6.4). We insert the elemexiyinfo as a child element okccessPoint (Line 8 through 12) so that it
can serve all communication protocols via this access plrirthis example, an X509 certi cate is embedded
into the con guration le. It can be used for group key negdibn in multicast applications. SCL de nes
a child elementuthentication (Line 4) for the elemenServer. It is used to indicate the authentication
mechanisms used for the access to the data services wigether. However, SCL does not provide any
explanation about how to use it orimplement it. In Secure S take advantage of the element to indicate

that certi cates are used for authentication.

6.3.3 Group Controller & Key Server

To support group key management and implement the araligeproposed in Section 6.2.2, we create an

element name@&CKS in the extended SCL to describe the group controller and &exes.
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Figure 6.6 shows the parts of an extended SCL le with the rsiten of the elemenGCKS (Line 6

1 <SCL xmins="http://www.iec.ch/61850/2003/SCL
2 xmins:sscl="http://seclab.illinois.edu/SecureSCL"
3 xmins:ds="http://www.w3.0rg/2000/09/xmldsig# ...>
4 <Communication>
5 <SubNetwork name="TVASecSubnet" type="SecSubnet">
6 <sscl:GCKS desc="Group Controller and Key Server" Id="GCK S1">
7 <Address>
8 <P type="IP">192.168.1.2</P>
</Address>
<sscl:GIKE>
<sscl:GroupProtocol>GDOl</sscl:GroupProtocol>
<sscl:Port>848</sscl:Port>
</sscl:GIKE>
<ds:KeylInfo 1d="GCKS">
<ds:X509Data>
<ds:X509Certificate>MlI...</ds:X509Certificate>
</ds:X509Data>
</ds:Keyinfo>

NRPRRRRERRRRRE
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</GCKS>
21 </S“L.JbNetwork>
22 </Communication>
23
24 </SCL>

Figure 6.6: The Element @CKS

through 19). Because a group key server usually serves tbiewshbstation network, we set it as a child
element ofSubNetwork. The element is comprised of three parts. First of all, and&ess is assigned
to the group controller (Line 7 through 9). All group membei#i use this address for running the group
key exchange protocol with the group controller. Seconalgarticular group key protocol is speci ed in
Line 10 through 13. The architecture in Section 6.2.2 doésewtrict the type of group key protocols and
multiple options are allowed. In our work, we choose the G@h its default port number 848. Finally,
the group controller's X509 certi cate is embedded from &ib4 through 18.

The extended SCL les provide suf cient support of securelticast con guration at the network layer.
In the next section, we will focus on the application layee Wil show how to derive multicast groups by
setting up publish-subscribe relationship and identgyialid publishers and subscribers from functional

con gurations.

6.4 Multicast Modeling Based on SCL

In this section, we show how to map the SCL data object modiieanulticast model and derive multicast

groups. We don't change or extend the SCL speci cation fag gtep although more ef cient and error-
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resistant mechanisms could be introduced to SCL. Basedeattettived multicast model, we implement the
anomaly detection algorithms discussed in Chapter 5. ié¢imeguration veri cation fails, the con guration
should be reviewed and corrected. Otherwise the initidlir@del will be used by the Group Policy Engine

to con gure the group key exchange protocol.

6.4.1 Ownership

An |ED can be considered as a combination of logical nodestlagid data objects. According to De ni-
tion 4.1, all logical nodes and their data objects shouldviaesal by the hosting IED.

Figure 6.7 shows the data structure of a protective relay dlbmentDevice de nes the visible and

1 <IED name="IED1" type="SecurelED" desc="Protective Rela y'>
2 <AccessPoint name="aplED1" desc="Trip Publisher AP">

3 <Server>

4

5 <LDevice inst="PROT">

6

7 <LN inst="1" InClass="PDIS" InType="IED1-PDIS-Type"/>
8 <LN inst="1" InClass="PTRC" InType="IED1-PTRC-Type"/>
9 </LDevice>

10 </Server>

11 </AccessPoint>

12 </IED>

13 ..

14 <DataTypeTemplates>

15 ..

16 <LNodeType id="IED1_PTRC_Type" InClass="PTRC">

17

18 <DO name="Tr" type="tPTRC_TrOp"/>

19 <DO name="Op" type="tPTRC_TrOp"/>

20

21 </LNOdeType>
22 </DataTypeTemplates>

Figure 6.7: Ownership in SCL

accessible logical nodes within an IED. In this example, l&E “owns” two logical nodesPDIS1 and
PTRC1 (Line 5 through 9). The data objects of these two logical sathn be identi ed by checking their
classes. Besides, the logical nodes can be can customizbé ElemenDataTypeTemplates (Line 16
through 21). By checking these de nitions we can derive thaership relation between IEDs and data

objects.

6.4.2 Publication

Figure 6.8 shows an example of GOOSE con guration in SCL.FHdwevice element within anED has
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<IED name="IED1" type="SecurelED" desc="Protective Rela y'>
<AccessPoint name="aplED1" desc="Trip Publisher AP">
<Server>

<LDevice inst="PROT">
<LNO InClass="LLNOQ" InType="IED1-LLNO-Type">
<DataSet name="dsTripLogic">

OCONOURAWNPE

<FCDA daName="general' doName="Tr" ... IdInst="PROT" Inl nst="1"/>
<FCDA daName="t" doName="Tr" ... ldInst="PROT" InInst="1 ">

10 <FCDA daName="general' doName="Op" ... IdInst="PROT" Inl nst="1"/>

11 <FCDA daName="t" doName="Op" ... ldInst="PROT" Ininst="1 ">

12

13 </DataSet>

14 <GSEControl applD="TripGoose" datSet="dsTripLogic" nam e="gcbTrip".../>

15 </LNO>

16

17 </LDevice>

18 </Server>

19 </AccessPoint>

20 </IED>

Figure 6.8: Publication in SCL

a LLNO logical node (Line 6), which represents common data andifestof a logical device. It usually
contains a number @ataSet elements. Th®ataSet represents a collection of data attributes from multiple
data objects, which could be the message payloads of a GO@S&age (Line 7 through 13). EaeDA
element within thedataSet speci es the detailed information about these data atiieiu

LLNO also contains an element GSEControl, which speci es the parameters of a GOOSE application
using the element's attributes. One important attribut&iSet, which indicates which data set is published
by the GOOSE message. In this example, the datdsJeipLogic should be published as a payload of the
GOOSE message. Using theme attribute of thelED, AccessPoint andGSEControl, we can associate the
application layer con guration with the network layer paraters in theCommunication and corresponding
ConnectedAP elements.

In summary, based on above con guration information, we darive: IED1 publishes the data object
setdsTripLogic using network layer GOOSE messages. The source addresshopaeket is192.168.1.20

and the multicast destination addresg44.0.0.4.

6.4.3 Consumption & Subscription

According to the assumptions in Section 4.3.1, if an IED nexsua number of data objects which are
published by a GOOSE message, the IED has to subscribe talttiegtion. Such feature is realized by the

elementdnputs andExtRef.
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Figure 6.9 shows parts of SCL con gurationI&D2, a switchgear which hosts a circuit breake€CgR,

1 <IED name="IED2" desc="Switchgear" type="SecurelED">

2

3 <AccessPoint name="aplED2" desc="IED2 GOOSE Trip Subsrib er AP">

4 <Server>

5 <LDevice inst="CTRL">

6 <LN desc="CircuitBreaker" inst="1" InClass="XCBR" InTyp e="I[ED2-CTRL-XCBR">
7 <Inputs>

8 <ExtRef daName="general" doName="Tr" iedName="IED1" IdI nst="PROT" .../>
9 <ExtRef daName="t" doName="Tr" iedName="IED1" IdInst="P ROT" .../I>

10 <ExtRef daName="general" doName="Op" iedName="IED1" IdI nst="PROT" .../>
11 <ExtRef daName="t" doName="Op" iedName="IED1" IdInst="P ROT" .../[>

12 </Inputs>

13 </LN>

14 <\LDevice>

15 <\Server>

16 <\AccessPoint>

17 <\IED>

Figure 6.9: Subscription in SCL

Line 6). The logical nod&XCBR on IED2 requires four data attributes (data objects in théicast model)
from IED1. This consumption/subscription request is spedby the elementsnputs andExtRef from Line
7 through 14.

By searching the con guration le for the required data atiggeand attributes in thExtRef elements,
the subscriber should be able to locate the IED which pubdisihhe data. By the relevant elements in
Communication andConnectedAP, the subscriber can gure out the multicast group it shooid.|

In summary, we can set up the publish-subscribe model fraginat SCL les, and then run the
anomaly detection algorithms to correct con guration ml&s or even improve the functional design.

On the other side, after loading the con guration le, an IE@n get all necessary information about
the multicast group, including the group controller, thetpcol used for group key exchange and relevant
security credentials. It is also assigned an IP addreshéogtoup key exchange. If the IED is publisher,
it is also assigned a multicast address for launching a cagltigroup. If it is a subscriber, it can join the
group immediately. The group controller can get the infdramalike the number of multicast groups, the
valid members of each group, and the multicast address @r gaup. By running group key exchange
protocol with each member, it can authorize entities theesgrivileges to particular groups, or reject
joining requests by terminating group key exchange session

Thus the system achieves the automatic multicast groupgroation at the network layer by the infor-

mation from the application layer and mitigates the riskrafonsistent con guration due to human errors.
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It signi cantly improves the system ef ciency.

6.5 Group Key Management

6.5.1 Group Policy Engine

The GPE transforms the multicast model to group authodmagiolicy and traf ¢ policy. Authorization
policy speci es which entity or IED can join the group and sihgroup keys. Itis used by group controllers
for group membership management. Traf ¢ policy is used timere security services, such as signing and
verifying signatures, on individual packets. It is usuagt up after the GIKE module nishes a group key
exchange. Traf ¢ policy is queried by the SMM module whersiprocessing multicast packets.

The functionalities of the GPE modules GnandP (or S;) are different. OrG, the GPE module works
as a group authorization center. Given the multicast madelready veri ed during the design phase, the
GPE transforms the model to a con guration le recognizatieghe GIKE (GDOI), and invokes the GIKE
module listening to group key negotiation requests,group join request. After loading the le, the GIKE
module has a big picture of all multicast groups. If an IEDd=ea join request to a wrong group, the GIKE
will reject the request by terminating the group key excleapgptocol.

The functionalities of the GPE modules on group members @mgpearatively simple since it is unnec-
essary for a group member to know all groups. The GPE on grambmers invokes the host starting group
key negotiation with the group controller. Based on the gumation information from application logic,
the GPE and GIKE module oA generates traf ¢ policies for outgoing packets, while thedules onS;

consider traf ¢ policies for incoming packets.

6.5.2 Group Internet Key Exchange

The GIKE module is a protocol used for group membership aightion and group key management. In
this paper, we have borrowed the idea of a multicast groupnkagyagement architecture from [29] and
[9], and take advantage of the GDOI [10], a centralized roasti security and key management protocol,
to perform the task. As a mature protocol, the GDOI is integtavith IPsec protocol suite smoothly,
which makes the system design and implementation easy anentf Because the network topology of a

substation network is relatively stable and the group mestagely join or leave the group when the system
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is running, we argue that the GDOI is competent to handlegkay management in this case.

We now outline the group and key management ow in more detail

« Initialization: GPE onG sets up authorization policies, con gures and invokes Gt bad required

credentials from extended SCL con guration les and listerJoin requests.

» Join: GPE onP or S; invokes GIKE to join a multicast group with the group infortioa and the
required credentials. GIKE starts the group key exchangeopol with G and sets up Registration
SA. Upon receiving and authenticating a request, GIKEGueries GSPD to check if it is an
authorized member or not. If itis, Data SA and Rekey SA areigetnd session keys are distributed.

Otherwise the request will be rejected and the key excharigjbaait.

» Key update Key update messages are generated and operated by GlKfaigally. The update
interval should be speci ed in the security extended comajion les and con gured by GPE. There
are two ways to refresh session keys: unicast and multiBgghe unicast way( has different Rekey
SAs with each group member and pushes refreshing keys tp gnembers individually. The unicast
key update is convenient for members leaving and revokingmlper just by removing correspond-
ing Data SAs and Rekey SAs, and update GSPD. However, it & thakeep GSAs synchronized
especially in a large group. The multicast key update isiefitfor GSA synchronization. But it is

challenging to guarantee that revoked members cannotsattleegroup any longer.

» Leaveand Revoke Usually, a group communication system needs to handlesthesiof member
leave and revocation. In control networks like power sutfistanetworks, however, the number of
control devices and the network topology is almost xed fdoag period time. Once such a network
is initialized, it rarely changes. Therefore, the eventedveand Revokealmost never occurs. Se-
cureSCL is based on static group con gurations. The grodpaization is determined during the
design phase. Once the system enters the running phasesweethe group membelise. IEDs,
will work stably for long time. Therefore, although the GD@rbvides methods like de-registration

for dynamic group member management, SecureSCL does net nsakof it.
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6.6 Secure Multicast Module

6.6.1 IPsec-based Multicast

We have based our design on the IPsec protocol suite. |Pgbenmantations on most off-the-shelf operating
systems are able to protect multicast packets nativelyIb, If the destination IP of an IPsec packet is a
multicast address, hosts joining the multicast group withrapriate SAs and SPs are able to deliver the
packet. Such mechanism avoids the packet replication twaire in the hub-and-spokes schemes like [12]
and [69], and guarantees all recipients can receive theagessmultaneously(see Chapter 7 for details).

We have discussed the limitations of some link layer secwitutions, like IEC 62351 and IEEE
802.1AE in Section 3.1. In this section, we focus on the athges of IPsec based multicast and justify
the reasons why we choose IPsec in this work.

The IPsec protocol suite is a mature and sophisticatedisolfior secure data communication and
key management. As mentioned in [11, 85], IPsec and IKE haes implemented on nearly all modern
operating systems and used widely by security communifiégre are a number of third-party interfaces
and toolkits to con gure and manage IPsec. IPsec has undergalegree of formal analysis demonstrating
that it preserves a variety of security properfies.

IPsec-based multicast is able to support critical multieggplications across wide area networks like
Phasor Measurement Unit (PMU) applications [56] and GOO®Esages between substations or between
substations and control centers [34, 37]. This enablesaime grotocols to be used for both local security
and security over multiple networks and avoids complicaechpsulation or tunneling (for example, L2TP
is used in IEC 61850-90-1 for inter-substation GOOSE).

Additionally, our experiments in Chapter 7 show that IPsedticast is adequately scalable and ef cient,
maintaining latencies well below the 4ms target for sulmstatof increasing sizes.

One debate of deploying security protocols like IPsec irc@gss control systems is whether micro-
processor based control devices are competent to cryplogreomputation. Actually, up-to-date IEDs,
especially those IEC 61850 enabled IEDs, are full- edgesteays with strong computing and networking
capabilities. They can get steady power support and reliabtwork connections by strengthened network
devices. Therefore, it is not a big challenge for this cldssoatrol systems to utilize sophisticated security

technologies like IPsec.

3Actually IKEv1 was shown to have signi cant vulnerabilisiewhich were then mitigated in IKEv2
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6.6.2 Individual Source Authentication

In the architecture, individual source authenticationdsieved by a cross-layer source authentication ap-
proach. According to security extended con guration |€SPE is able to determine all network layer
parameters of multicast applications, including the seufe address of publishd?, the source IP ad-
dresses of all subscrib&; and the group multicast address. By con guring GIKE and iagrthe group
key exchange protocol according to the above informatiba,architecture sets up GSAs of each group
member by unique source IP addresses for each group seassitgiation. Because main stream IPsec
implementations enforce that the source IP addresses gbiogtIPsec packets must match the local host
IP address and IPsec SP selectors, it guarantees eachilseibSconly delivers multicast packets from the
authentic publisheP. In the case that one encrypted publisher hosts multiplécapipns, we assign a
unique multicast address for each application. Considdhe fact that there are usually tens or hundreds
of multicast applications in control networks like substatnetworks, this approach is competent to cover
most scenarios. Thus, individual source authenticati@pési ed in the application layer and implemented

in the network layer.

6.6.3 DoS Protection

Relying on IPsec's authentication features, IPsec muitisaesilient to some DoS attacks from the transport
layer. For example, because TCP control packets are aighisut in IPsec, DoS attacks that depend on the
use of TCP control messages can be mitigated. By enforcagadilicies in GSPD, group members are able
to discard some trivial ooded data packets. Actually IPpeavides protection at network layer and all
layers above it.

DoS attack is also a crucial threat to IPsec/IKE and multiabhe network layer [33, 55, 19]. Academic
and industrial communities already propose a number of Bsflient solutions [24, 1, 75, 49] to mitigate
DoS attacks in these areas, including replacing DoS-vabielKEv1 with IKEv2, which does not perform
much processing until it determines if the requester catiggaate in a round trip communication. The
GDOl is a potential DoS attack target since the group keyggamitis still based on IKEv1. IETF is working
on a new group key management protocol based on IKEv2 [63thwiartially addresses the problem.

There is an additional concern about duplicated GOOSE messd@8ecause GOOSE does not require

acknowledgements from the recipient, the sender repeatkngeduplicated GOOSE messages to achieve
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the reliability. If each duplicated message need to be sifyaee ed or encrypted/decrypted, the computa-
tion overhead on the senders and the recipients would belleripa This problem needs to be explored

further.

6.7 Case Study: TVA Bradley IEC 61850 Substation

Based on an experimental con guration for TVA Bradley IEG60 substation, We develop a case study to
demonstrate the usability of SecureSCL. It shows how S&Tirederives group associations, sets up IPsec
multicast tunnels, and implements timing critical mulsictan a substation network.

The Bradley 500-kV substation is the rst fully automatedultirvendor project in the United States
to implement the full suite of IEC 61850 communications [6&] integrates nearly 50 IEDs from three
vendors. 34 IEDs are involved in GOOSE communications. Miaa@ 40 multicast groups transmit more

than 400 data objects. Itis a typical IEC 61850 deploymeittimnsmission power substation.

6.7.1 Substation Con guration in SecureSCL

Our case study is based on a trimmed and revised Bradley coatign. It is actually the practical formation

for the motivation example in Section 4.1. Figure 6.10 shtivesnetwork topology of the case study. In the

Figure 6.10: Case Study: A Portion of TVA Bradley Substation

rest of this section, we will introduce the case study basethe Appendix.
Six IEDs are connected by a 1Gbps Ethernet LAN (Line 14 and Tisd of them are protective relays
(Line 90 and 121) and the rest are switchgears (Line 154,28%5and 247). Each relay has a logical device

PROT (protection, Line 94 through Line 114 f&elay1)*, which consists of two logical nodeBDIS repre-

“We takeRelay1 as an example to illustrate protective relays.
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senting the distance protection scheme (Line 112) FAmRIC representing protection trip conditioning (Line
111). The combination d?DIS's logical nodeOp andPTRC's logical nodeTr is usually the main part of a
TRIP command (Line 97 through 100 f&elay1). In the case study, we only put the data attribyseeral

in GOOSE. In a real system, some meta information like the-tamp and the quality are transmitted too.
Each relay has a logical nod&GI0 (Line 113), whose data objects can be mapped to a varietyyiqzd
parameters like voltage volts of a transformer. In this ceGGIO on Relayl has two data objectad11
andind12 representing two indicators for power grid status (Line fi@@ugh 107). The attributstval is
the value of the status data. Each relay sets up two GOOSEagessise. two multicast groups: one for
the TRIP command (Line 108) and the other for the status update (L08¢. I'he payloads of the messages
are de ned in the elementBataSet (Line 96 through 107) and the application layer descriptibthe mul-
ticast is speci ed inGSE element. The network con guration of the relays and their@®E messages are
de ned in the correspondingGonnectedAP elements (Line 30 through 42). Ti@®nnectedAP also de nes
the multicast addresses for the publisher (Line 37 and 40).

Each switchgear has a logical devic@RL (Line 158 through 178 foswitchgearl ® which consists of
a single logical nod&CBR representing circuit breaker (Line 160). Ea6bBR monitors arRIP command
and a status update message. The data requirements arel die inputs and ExtRef elements (Line 161
through 170). Their network information, like IP addresseslso de ned in correspondinQonnectedAP
elements (Line 60 through 65). All IEDs' security credelstibke X509 certi cates are speci ed by the
elementkeyinfo (Line 180 througth 180) and put in ti&cessPoint element.

Both the relays and the switchgears have some data objeettributes, which are not published by
GOOSE. For example, each switchgear has a data obgactndicating the switch position (Line 171
through 176), but this data is not transmitted.

A group controller and key servésS is introduced to the system. It is de ned in the new eleme@KS
(Line 16 through 29), including network parameters and en¢idls.

This SecureSCL based SCD le is loaded by all emulated IEQktAr group controller in the tested.
Multicast model is derived from the con guration and trasrshed to authorization policies or the con gu-
ration of the underlying group key exchange protocol (GD®Yr IEDs, they obtain the group controller's
information like the certi cate, and run the group key excba protocol to set up GSPD and GSAD for

traf c regulation and security.

*We takeSwitchgearl as an example to illustrate switchgears
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6.7.2 Discussion of Con guration Anomaly Detection Algorthms

For an anomaly detection algorithm, one of the most imporealuation criteria is the rate of false positive
or false negative. To get this data, we need a number of bearh8CL les, especially those from real
IEC 61850 substations. Unfortunately, IEC 61850 is a famdyv speci cation for substation automation.
It is very hard to get suf cient benchmarks. The SCD le of T\Bradley substation is already used in
the production system. It has undergone extensive inagiigand analysis and a number of con guration
mistakes have already been detected by manual check. Scarmetcprovide solid data about the false
positive or false negative rate at the moment. However, wimskert arti cial mistakes in our benchmark
SCD le. SecureSCL detects all of these anomalies succissfu

Another issue is the scalability performance of the alpong. To test the performance of SecureSCL
and the algorithms, we deploy SecureSCL on a PC running &&faiith Intel Core 2 Duo E6600 @ 2.4GHz
and 2GB memory, and measure the latency of using each aegtedtjorithm to check the whole multicast
model derived from the benchmark SCD le. For each algorithve run 1000 times and get the average
latency. Since the system usually needs warming up exa&g, tiee also measure the latency for the rst run.

The result in Table 6.1 looks encouraging. In these 6 obgaudsl9 data objects benchmark system, the time

Anomalies Ownership | Publication | Source Data

Anomaly Redundancy| Anomaly Dissatisfaction
First Run (us)| 39.7 45.4 384 54.3
Ave.(us) 28.3 38.2 15.9 59.3

Table 6.1: Performance of Anomaly Detection Algorithms

used to check the whole model is less than 200 micro secorasidering the time complexity analysis in
Section 5.2, we can extrapolate that the algorithms is dagdihandling regular power substation multicast
systems ef ciently.

In summary, SecureSCL is practical and ef cient for secutdtitast con guration and initialization for
power grid communications. It can detect multicast conajion anomalies with the tolerable time latency.
The detection algorithms' ef ciency in terms of the rate afde positive or false negative need to explore
further. In the next chapter, we will study the latency parfance of IPsec based multicast, which is another

corner stone of the reference architecture.
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Chapter 7

Performance Analysis of IPsec-based
Multicast

In this chapter, we test the idea of using IPsec to securaaasitfor medium scale LANSs like power substa-
tion networks. We discuss three candidate schemes for4fasmd multicast: full-graph, hub-and-spokes
and native IPsec multicast, focusing on the issues of Isgteammmunication overhead, and management
burdens. Based on a commodity implementation of IPsec, wigilexperiments to compare the two popu-
lar schemes. The result shows “native IPsec multicast” ii® qaealable and ef cient, maintaining latencies

well below the 4ms target for substation networks of indregsize.

7.1 IPsec-based Multicast Schemes

In this section, we compare the three IPsec based multichstrees by studying their features for a general
multicast group. We mainly study the overhead or latendgihce between different schemes.

We assume the size of the multicast group.ig\ll group members including additional network devices
have the same computation capacities and the same cryphagralgorithms are chosen for the study.
Finally, we assume there is only one sender in a single seasio the rest of group members are recipients

only.

7.1.1 Full Graph Scheme

IPsec is originally designed as a suite of point-to-poird pairwise security protocols. A straightforward
solution for secure multicast is thell graph schemeavhere tunnels are set up between each pair of group
members by running IKEv1 or IKEV2. Figure 7.1(a) shows thesttative diagram of the full graph scheme.
This solution requires (n 1)=2 “tunnels”. Each group member maintains 1 pairs of security
credentials, like IPsec SAs and SPs, forithe 1 IPsec tunnels to other members. To multicast, or actually

broadcast a message within the groap, 1 duplicated messages are sent, one for each recipient. &ecau
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it is actually a multi-unicast system rather than a true icadt system, the sender sends the message se-
guentially and all recipients deliver the message in theiwod the time when each unicast message is sent.
That is, the recipients cannot receive the messages simgoliialy. Thus, the extra “intrinsic” delay will

be introduced and the delivery latency to the last recipignhe longest. Since in a substation network,
every recipient may play an important role in power protattisuch a delay is a serious risk to the system.
Therefore, the full graph scheme cannot guarantee thechateguirement for critical messages in power

grid networks.

7.1.2 Hub-and-Spokes Scheme

The hub-and-spokes schengea classical solution supporting point-to-point or hgpHop security tun-
nels [69, 13, 12]. It take advantages of a network hub (“humbshort. We call it “network hub” to empha-
size it works at the network layer) which is connected to edlup members via IPsec tunnels. Messages
are routed to the network hub through the “upstream” tunnditaen relayed to the recipients through the
“downstream” tunnels. Figure 7.1(b) shows the illustmtiiagram of the hub-and-spokes scheme.

Like the full graph scheme where only point-to-point IPsewiels are used, the hub-and-spokes scheme
also transforms a multicast message into multiple unicastsages. The sender replicates outgoing mes-
sages with different destination addresses. By apprepnatwork and IPsec con guration, all messages
are tunneled to the network hub and then forwarded to theesponding tunnels based on the messages'
destination IP addresses. Because the forwarding ope@tiyg occurs at the network layer, it is transparent
to upper layer applications. The network hub is also unawbegplication logic.

The scheme requirgs tunnels. The network hub needs to star@airs of security credentials, while

each group member only needs to store one pair of securibgiations with the network hub. Like the full

(a) Full graph (b) Hub-and-spokes (c) Native multicast

Figure 7.1: IPsec-based Multicast Schemes
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graph schemen 1 duplicated messages are required to transmit one messageexira latency due to
the sequential message delivery is also introduced. Beausiessages are forwarded by the network hub,
one more hop is added. Although centralized topology andrasiration can better support desired group
partition and audit, it is a challenge to scalability. Oupesiments show the performance is downgraded as
the network scale increases.

Copy-and-Forwardis a hybrid approach between a full graph scheme and a hulsfaieges scheme
in which a root node reproduces a single message from thesand relays duplicates to a collection of
other nodes which further distribute the message by makaggpg and forwarding it according to a suitable
scheme such as a spanning tree. While this trades off bettheeadvantages and disadvantages of the
two extreme cases, it has the disadvantage of being rdlatieenplicated and possibly adding to latencies
because of multi-hop deliveries. This method is probablypnactical for substation networks in short term

and we do not consider its performance here.

7.1.3 Native IPsec Multicast

IPsec implementations on most off-the-shelf operatingesys are able to protect multicast packets directly.
If the destination IP of an IPsec packet is a multicast addiebost, which joins the multicast group and has
appropriate SAs and SPs, is able to deliver the packet. A&enHRimulticast encapsulation avoids the packet
replication that occurs in the previous two schemes. Thd mgsortant advantage is that all recipients can
receive the message nearly simultaneously and no extreciate introduced since it is a true multicast.
This feature is signi cant for timing critical messages.g#iie 7.1(c) shows the illustrative diagram of the
native IPsec multicast scheme.

In contrast to the previous two schemes, the downside of dkieenlPsec multicast is the complicated
group key exchange. Because the group keys and credemalscpiired to share among group members,
the pairwise IKEv1 and IKEv2 protocols, which are designeddoint-to-point security, cannot be used
directly. Although a number of group key management prdtoeoe already proposed by the academic
community [65, 14, 81, 6, 4], they are too complex to deplog. tHis work, we take one of the most
convenient solutions, the GDOI (see Section 2.4.2) andogieplgroup controller and key server for a
substation network.

The introduction of the key server does not change the fesitofrdata ow. In this scheme all hosts share
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onevirtual tunnel Since each IPsec packet is a multicast packet, no duplicaineeded and the recipients
can deliver messages directly and simultaneously. Duestoetsiriction of existing IPsec implementations,
each group member needs to maintain one set of securityrgi@defor outgoing packets and 1 sets
of security credentials for incoming packei®. 1 key for outgoing packets ami 1 keys for incoming
packets. The details of IPsec con guration for native nualst are shown in Section 7.3.1.

Table 7.1 summarizes the features of the three schemes. Mgeeathe sophisticated native multi-

Scheme Keys on each | Duplicated Delay | Hops Au_x. Group key
member messages devices protocol
Full graph 2(n 1) n 1 Yes 1 - No
Hub-and-spokes 2 n 1 Yes 2 Hub No
Native multicast n 1 No 1 Key server Yes

Table 7.1: Comparison of IPsec based Multicast Schemes

cast scheme has the best performance in terms of the bahdugdge and the transmission latency. The

experiment results in Section 7.4 prove that.

7.2 Process Control Emulation System

To compare the performance of the hub-and-spokes schemthanthtive multicast scheme, we design
a Process Control Emulation System (PCES) for emulatingtatibn multicast messages. The messages
behave like GOOSE messages in the network layer and we eal @BOOSE-likemessages.

PCES is actually an application layer emulator, as well asréfopmance testing tool. It encapsulates
messages in UDP unicast or multicast packets with IPsec aabumes round trip latencies. The manip-
ulation of IPsec SAD and SPD is supported by the testbed (eetio8 7.3.1) and transparent to PCES.
PCES has two versions: PCES-HSBup-andSpokes) designed for the hub-and-spokes scheme and PCES-
MC (MultiCast) for the native IPsec multicast. Both of them are writte@/C++ and deployed on Linux

platforms.

7.2.1 PCES for Hub-and-Spokes

PCES-HS transforms multicast messages into multiple ahiveessages. Each host in PCSES-HS is as-

signed an ID. The sender in PCES-HS sends requests one by tmeascending order of recipients IDs.
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Each request is wrapped in UDP packets with individual stitR addresses to all recipients. The times-
tamp of each request is recorded when it is being sent. Adéegiving the request, the recipients will
respond with an acknowledgement message immediately. tépeiving the acknowledgement, the sender
calculates the round trip latency to each recipient basethemecorded timestamp and the current time.
PCES-HS is not deployed on the network hub, which only maiatéPsec tunnels and forwards packets.
Because PCES-HS need send requests and process acknomdetiyeoncurrently during the early
stage of each testing run, extra latency and uncertaintg>gected. Before the sender nishes sending all
requests, it may already receive the acknowledgements thiermecipients which receive requests earlier.
This will keep the sender in busy status and some respongg# e queued, which would cause extra

latency. We will discuss this problem in depth based on thpegment results in Section 7.4.2.

7.2.2 PCES for Native Multicast

PCES-MC is designed for native IPsec multicast. A sender sahds one copy of request in UDP with a
multicast destination IP. All recipients should be ablegioaive the request nearly simultaneously. However,
because the sender only can process one acknowledgemer titne and some acknowledgements may
be queued just like it occurs in PCES-HS; it is hard to acelyaneasure the round trip latency for each
recipient.

To address the problem, PCES-MC does not have all recipahisowledge the request. Given that
all hosts have same computation capacity and connectedsaiitte bandwidth links, we assume they will
receive the request simultaneously and respond at the sgamae The duration, from the time when the
sender sends the request to the time when all recipientivedbe request and get ready to respond, is just
the application-to-application communication tinte ned in IEEE1646 [72]. PCES-MC picks only one
recipient randomly to respond to the request, and only dsctre timestamp for this acknowledgement.
All remaining recipients will discard the request and keigns. Thus the sender only need process one
acknowledgement for one session and will not be overwhelr@edsidering the minor difference between
group members, the test will be repeated many times (1008stper round) to measure the latencies from
different recipients. This sampled round trip latency noeasient method can collect precise latency data
and eliminate uncertain delay. We expect the latency willincrease as the network scale grows and the

standard deviation is small.
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7.3 Testbed Setup

7.3.1 IPsec GSA/GSP Con guration

Before setting up the testbed, we rst show how to con gur&#e Security Association (SA) and Security
Policy (SP) for multicast communications. We call such SA &® Group Security Association (GSA) and
Group Security Policy (GSP) respectively.

Figure 7.2 shows two GSA examples on a host with the IP addmes$d.4. Line 1 through 5 de nes a

[1] src 10.1.1.4 dst 224.0.0.4 [1] src 10.1.1.4/32 dst 224.0.0.4/32
[2] proto esp spi 0x06002999 [2] dir out priority 0 ptype main
[3] regid 0 mode tunnel [3] tmpl src 10.1.1.4 dst 224.0.0.4
[4] auth hmac(shal) 0x0d...393 [4] proto esp spi 0x06002999
[5] enc cbc(aes) Ox68...7af [5] mode tunnel
[6] src 10.1.1.3 dst 224.0.0.4 [6] src 10.1.1.3/32 dst 224.0.0.4/32
[7] proto esp spi 0x06001999 [7] dir in_ priority 2080
[8] reqid O mode tunnel [8] tmpl src 10.1.1.3 dst 224.0.0.4
[9] auth hmac(shal) 0x47...953 [9] proto esp spi 0x06001999
[10] enc cbc(aes) Oxfb...n86 [10] mode tunnel

Figure 7.2: Group Security Associations Figure 7.3: Group Security Policies

GSA for outgoing packets. The original packet will be encdgied intunnel mode using th&SP protocol
with a source IP of the local host and a multicast destindfarf 224.0.0.4. The packet will be authenticated
using HMAC-SHAL and encrypted usingES(CBC). The keys are de ned in Line 4 and Line 5. Line 6
through 10 de nes a GSA for incoming multicast packets fréwa lhost10.1.1.3. It uses the same mode and
protocol as the GSA for outgoing packets. The keys used fiveatication veri cation and decryption are
de ned in Line 9 and Line 10.

Figure 7.3 shows two GSP examples on the same host. Line dgthr® de ne a policy for outgoing
packets whose source IP is the local host and the destin&i®m®224.0.0.4. Such packets will be encap-
sulated by the GSA whose ID is speci ed from Line 3 through.8, the rst GSA in Figure 7.2. Line
6 through 10 de nes a policy for incoming packets whose seuRcis10.1.1.3 and the destination IP is
224.0.0.4. The packets will be de-capsulated by the GSA whose ID isiggkftom Line 8 through 10j.e.
the second GSA in Figure 7.2.

We can see that each member has a set of keys used to encngitjaride outgoing packets and share
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the keys with other members. The key distribution is conagldty the key server. It is possible to use
a same key for all members. In reality, most main stream IRaptementations enforce that the source
IP address of an outgoing IPsec packet must be same as thédstdP address and IPsec SP selectors.
Therefore individual source authentication can be ackiewen a same key is used within the whole group.
There are a couple of ways to set up GSA and GSP manually omatit@lly. Linux systems provide
a built-in command-line tool namexbtkey [43] for manually manipulating the IPsec SAD and SPD. Some
third-party IPsec key management tools likeoute2 [42] also provide command-line tools for manual
manipulations. These tools may use different underlyibgaly interfaces. Another approach is to run
group key management tools like the GDOI [10]. In our testtmedPsec performance testing, we choose

iproute?2.

7.3.2 Testbed

We deploy PCES on the DETER Testbed [18], a public facilityrfiedium-scale repeatable experiments
in computer security. The testbed consists of PCs runningntub8.04 with Linux kernel version 2.6.24
and strongSwan [71] version 4.3.0, a third-party IPsec gamation tool. Xeon Quad 3.00GHz PCs with
different size caches are assigned by the DETER Testbechadrative system. Tests show the cache size
does not affect the performance too much for our experiments

For the experiments of the hub-and-spokes scheme, SPDsfDsl@h all hosts including the network
hub are initialized by strongSwan's IKE tool. The tool ruikEl1 between each host and the network hub
automatically when the emulated network is being initedizEach PCES-HS instance assumes it is talking
to the destinations directly, though all packets are alstdatwarded via the network hub. Considering
integrity is the main concern in substation networks, we asleSHAL for ESP, no encryption is applied.

The con guration of native IPsec multicast scheme, setting up GSAs and GSPs, are supported by a
third-party IPsec con guration todproute2 [42]. To see the degree that the encryption computatiorctaffe
the performance, we use batAC-SHAL andAES for ESP.

Using DETER testbed's GUI tools, NS2/TCL based script t@mid shell scripts, we specify the network
topology, install and con gure the operating system, IRstongSwan, PCES systems and credentials on
each host automatically when the assigned hosts are bodgiggre 7.4 shows the network topology of

the 8-host experiment for PCES-HS, which is created by th& EREs GUI tool for the network topology
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Figure 7.4: 8-Host Experiment Topology in PCES-HS

design. All hosts including the network hub are connectead Bysbps Ethernet switch. One challenge in
the testbed initialization is the testbed synchronizatian to start the experiments after all hosts nishes
initialization. For example, in PCES-HS each group membenot run IKE until other hosts have nished
the installation and the network hub has started IPseccgeritn PCES-MC, the experiment only can start
until all hosts nish the setup of GSA and GSP. The DETER tedtprovides a mechanism calledrrier for
synchronization. It allows programs to wait at a speci cigpiand then all proceed at once. In PCES-HS,
we set the network hub as the synchronization server to swiedall hosts and guarantee the con guration
process runs as expected. In PCES-MC, we choose a randommeruber as the synchronization server.
Although the DETER testbed usually can provide more thanfi@®PCs at one time, not all of them
are connected in a same 1Gbps Ethernet LAN. Due to some eagben we were running the experiments
of PCES-MC, we could not obtain suf cient 1Gbps Ethernettstés for 64-host experiments and all hosts
are not located at a same DETER testbed site. So we run theshéxperiments of PCES-MC by 100Mbps
LANSs. Fortunately, the experiment result is still posittesour research. But when we were running PCES-
HS experiments a few months before the PCES-MC experimietsestbed did allocate suf cient resources

for us. So, all the experiments results of PCES-HS are basd®Gbps LANSs.

7.4 Results and Discussion

7.4.1 Scalable Native IPsec Multicast

To test the latencies under different network scales far@aulticast, we create the experiments for the
network sizes of 4, 8, 16, 32 and 64 hosts respectively. Ih eaperiment, we run PCES-MC 8 rounds (4
rounds in case the network size is 4). In each round, we ralydpick one sender and have others listen

and acknowledge. The sender multicasts requests pefigd{t800 sessions) in a 140-byte UDP packet
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and recipients respond an acknowledgement with the santequbgize.

Figure 7.5(a) and Figure 7.5(b) show the latencies of ndBgec multicast from a sending host with
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Figure 7.5: Performance of Native IPsec Multicast

the network sizes of 16 hosts and 32 hosts in a 1Gbps switctiemdriet. The X-axis represents Session
No. of each round experiment; the Y-axis represents roupdatency in the unit of microsecond. The dots
indicate the latencies from different recipients, whick eepresented by the dots in different shapes and
colors. Because we cannot gain suf cient 1Gbps switchessimae LAN for the 64-host experiment due to
resource limits in the DETER testbed, we have the test, dsaseln 8-host experiment for comparison, on
100Mbps LANS (see Figure 7.5(c) and Figure 7.5(d)). Thioédata are shown in the 8* and 64* columns
of Table 7.2. A box-whisker graph using the same data is shiowigure 7.6.

According to the data, in a 1Gbps switched Ethernet, whemé#twork size increases from 4 hosts to
32 hosts, most latency are less than 200us and the longastyas less than 300us. The average latency is
less than 200us and the standard deviation is between 2Q6ss$qsee Table 7.2). The result also shows the

bandwidth affects the latency. The average latencies fuos3-and 64-host scenarios are 466us and 495us
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‘ Network size‘ 4 ‘ 8 ‘ 16 ‘ 32 ‘ 8* ‘ 64* ‘
Ave.(us) 171 | 156 | 169 | 174 | 466 | 495
Std.(us) 22.4|22.1| 259 20.8| 92.3| 102

Table 7.2: Avg. & Stdv. of Round Trip Latency for Native Muléist Scheme

respectively and the standard deviations are 92.3us angsL@hich are much larger than the numbers in
1Gbps LANs. The data show that native IPsec multicast is ebemp in fast packets transmission even the
network bandwidth is limited. As the network size increastssperformance is not degraded remarkably.
In general, the native IPsec multicast is quite scalableedmient, maintaining latencies well below the

4ms target for substation networks of increasing scales.

7.4.2 Analysis of Hub-and-Spokes Scheme

We design the experiments to analyze the performance ofuireéahd-spokes multicast scheme. First of all
we assign each host an ID. Then we also create the experifioeritee network sizes of 8, 16, 32 and 64
hosts respectively (Fortunately we obtain suf cient rases from the DETER lab for 64-host experiment).
Like the experiments in PCES-MC, we randomly pick one seffideeach experiment and have others
listen and acknowledge. . The sender sends requests patlpdb00 sessions) in 140-byte UDP multicast
packets. The recipients respond an acknowledgement vétbaine payload size.

We calculate the average round trip latency to each redipied plot the data on Figure 7.7(a). The

X-axis represents recipients' IDs; the Y-axis represehéslatency in the unit of microsecond. Each dot
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Figure 7.7: Average Round Trip Latency of Hub-and-spokd®e8® and Native IPsec Multicast

represents the average round trip latency from the sendbetcecipient whose ID is indicated by the X-
axis. The dots for one experiment with the certain numberost lare connected by a line, naméyency
line.

Each latency line represents an experiment with certaimarktscale. We can see the lines representing
larger network scales are much “higher” than the lines gregng smaller network scalés. the latencies
increase rapidly as the network size grows. The largestgeeround trip latency increases from around
300us to 1200us as the network scale increases from 8 hadshiosts.

On the other hand, within a single experiment, the laterfcta different recipients differ quite much.
The latency lines appear as the curves, which rise rapidlyeasecipient ID increases and begins decreasing
at a particular point. This problem is caused by the hubspukes scheme, as well as the experiment
methods used in PCES-HS. We discuss the problem in detéal®.be

As mentioned in Section 7.2.1, in PCES-HS the sender alwarydssrequest messages in an ascending
order of recipients' IDs. Therefore, the smaller ID a reeigi has, the earlier it receives the request and
acknowledges. The sender could be overwhelmed by the imgpagknowledgements before it nishes
sending requests. Extra latency and uncertainty are intexdti at that time. So the curve rises rapidly just
after the experiment startise. the calculated latencies to the recipients which send adenigement early
become quite long. At a particular point, the sender sentalbiequests and start processing acknowledge-
ments only. At the moment, the latencies of the subsequestase decrease. But because some packets
may have stayed in the queue for a while, the latencies driasge.

We nd, in an experiment, the latency and standard deviafiom the rst recipient are always the
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smallest (See Table 7.3) because the sender has not beermelraed by acknowledgements at that moment

| Networksize] 8 | 16 | 32 | 64 |
Ave.(us) 280 | 285 | 289 | 351
Std.(us) 33.4 | 56.9| 119 | 473

Table 7.3: Avg. & Stdv. of Round Trip Latency for Hub-and-Eps Scheme

and the rst acknowledgement gets time stamped with ledstfierence. We can see even in the best case,
the performance of the hub-and-spokes scheme is worse Vieaage performance of the native multicast
scheme. Actually, as the network scale increases, theasthddviations of the latencies become larger and
larger. In some experiments, we nd the value for those fiecifs with large IDs increases from 68.56us for
8-host scale to 7248us for 64-host scale. Such uctuatiotsacceptable for power grid communications.
Indeed, because the hub-and-spokes scheme transformdieastuhessage to multiple unicast mes-
sages, recipients must receive the message in a precedelece Intuitively, given the network bandwidth
and the hosts' capacity, as the network scale grows, thémdgtwill increase proportionally. Given that
every host has equal priority for power protection, the tasipient receiving the request very likely misses
the time window and cannot react to emergent events timdigréffore, the hub-and-spokes scheme is not

capable of handling timing critical multicast communioat in power grid networks.

7.4.3 Comparison of Hub-and-Spokes and Native Multicast S'mes

To compare the latencies of the hub-and-spokes scheme twe malticast scheme, we transform the plots
in Figure 7.5 to Figure 7.7(b), plus the experiments of 4thosl 8-host. We also assign each host, calculate
the average round trip latency to each recipient, and pkttita on the diagram. The X-axis represents
recipients' IDs; the Y-axis represents the latency in thi¢ eiimicrosecond. Each dot represents the average
round trip latency from the sender to the recipient whoseslihdicated by the X-axis. The dots for one
experiment with the certain number of host are connectedlateacy line.

The results show the latencies do not increase remarkaltheasetwork scale increases. Although the
latency lines uctuate much more in 100Mbps LANs than in 16l#ANSs, i.e. the standard deviation is
larger. They are still in acceptable range.

Based on the experiment results and the above analysis,vetide that native IPsec multicast is more

capable of addressing timing critical multicast. As thewwgk size increases, its performance does not
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decline remarkably. It is appropriate to raise GOOSE to #tevark layer for IPsec protection. In general,
native IPsec multicast is quite scalable and able to maitasencies well below the 4ms target for substation

networks of increasing sizes.
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Chapter 8

Conclusion and Future Work

8.1 Conclusion

The application-aware secure multicast architecture igfaent solution for multicast applications in
power grid systems. By analyzing derived multicast modetsahecking data dependencies based on func-
tional con gurations, it automates group management anadmmzes errors due to manual con gurations.
The architecture integrates security information withctimnal con gurations and takes advantage of off-
the-shelf security technologies. IPsec is a promisingtsiuor secure multicast in power grid systems.
It is capable of transmitting timing critical messages wvilitke guarantees of integrity and con dentiality.
Our experiments show it can meet the target latency of 4mehmeark used for power substations. The
performance is not downgraded remarkably as the netwoekgsiawvs.

This work provides a cross-layer approach of automaticalfrgenerated group con guration for power
grid communications, addressing key concerns of both systglementation and conformance analysis.
The proposed multicast model and veri cation mechanismhmEpxtended for generic secure communica-
tion con gurations. On the other hand, the prototype sys&soureSCL has a potential of being developed

into a realistic application for power substations.

8.2 Future Work

The research already completed on application-awareatbgkoup multicast suggests a rich eld of further

research with important bene ts. Future work in this areaclly motivated by our work include:

» Dynamic group management. Current data dependency @&alys the multicast formal model rely
on static con guration les of power grid system. The mu#it model can be extended to support

dynamic environment where group members join or leave tbemifrequently. Data dependency

84



analysis could be based on the change of data ow in the syskerh dynamic multicast model can

be used in various areas, like pervasive computing.

e Cross-network or inter-substation network multicast oamication and con guration. IEC 61850
is designed for local area network only. An extension fortioabt between substations or between
substations and control centers is promising solution @vey grid systems. The collaborated and

wide area network multicast con guration would be inteiggttopic too.
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Appendix

Case Study: Extended Substation
Con guration

We present here the full SCD le used for the case study of & Bradley IEC 61850 Substation described

="1">

ificate></ds:X509Data>

in Section 6.7.

1 <?xml version ="1.0" encoding="UTF-8"?>

2 <SCL xsi:schemaLocation="http://www.iec.ch/61850/200 3/SCL SCL.xsd"
3 xmlIns="http://www.iec.ch/61850/2003/SCL"

4 xmins:sscl="http://seclab.illinois.edu/SecureSCL"

5 xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"

6 xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instanc e"
7 xmins:xs="http://www.w3.0rg/2001/XMLSchema"

8 xmlins:ns="http://www.iec.ch/61850/2003/SCL">

9

10 <Header id="SecureSubstaion-Jun2009" revision="5" version
11 <Text>SECURE SUBSTATION</Text>

12 </Header>

13 <Communication>

14 <SubNetwork name="TVACaseStudy" type="SecSubnet">

15 <BitRate multiplier="M" unit="b/s">1000</BitRate>

16 <sscl:GCKS desc="Group Controller and Key Server" name="K
17 <Address>

18 <P type="IP">192.168.1.2</P>

19 <P type="IP-SUBNET">255.255.255.0</P>

20 <P type="IP-GATEWAY">192.168.1.1</P>

21 </Address>

22 <sscl:GIKE>

23 <sscl:GroupProtocol>GDOI</sscl:GroupProtocol>

24 <sscl:Port>848</sscl:Port>

25 </sscl:GIKE>

26 <ds:KeylInfo Id="GCKS">

27 <ds:X509Data><ds:X509Certificate>MI...</ds:X509Cert

28 </ds:Keylnfo>

29 </sscl:GCKS>

30 <ConnectedAP apName="apRelayl" desc="Relayl AP" iedName
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31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72

<Address>
<P type="IP">192.168.1.20</P>
<P type="IP-SUBNET">255.255.255.0</P>
<P type="IP-GATEWAY">192.168.1.1</P>
</Address>
<GSE cbName="gcbTripl" IdInst="PROT">
<Address> <P type="IP">224.0.0.4</P> </Address>
</GSE>
<GSE cbName="gcbST1" IdInst="PROT">
<Address> <P type="IP">224.0.0.5</P> </Address>
</GSE>

</ConnectedAP>

<ConnectedAP apName="apRelay2" desc="Relay2 AP" iedName

<Address>
<P type="IP">192.168.1.21</P>
<P type="IP-SUBNET">255.255.255.0</P>
<P type="IP-GATEWAY">192.168.1.1</P>
</Address>
<GSE cbName="gcbTrip2" IdInst="PROT">
<Address>
<P type="IP">224.0.0.6</P>
</Address>
</GSE>
<GSE cbName="gcbST2" IdInst="PROT">
<Address>
<P type="IP">224.0.0.7</P>
</Address>
</GSE>
</ConnectedAP>
<ConnectedAP apName="apSwitchgearl" desc="Switchgearl
<Address>
<P type="IP">192.168.1.22</P>
<P type="IP-SUBNET">255.255.255.0</P>
<P type="IP-GATEWAY">192.168.1.1</P>
</Address>
</ConnectedAP>
<ConnectedAP apName="apSwitchgear2" desc="Switchgear2
<Address>
<P type="IP">192.168.1.23</P>
<P type="IP-SUBNET">255.255.255.0</P>
<P type="IP-GATEWAY">192.168.1.1</P>

</Address>
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73
74
75
76
7
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114

</ConnectedAP>
<ConnectedAP apName="apSwitchgear3" desc="Switchgear3 AP" iedName="Switchgear3">
<Address>
<P type="IP">192.168.1.24</P>
<P type="IP-SUBNET">255.255.255.0</P>
<P type="IP-GATEWAY">192.168.1.1</P>
</Address>
</ConnectedAP>
<ConnectedAP apName="apSwitchgear4" desc="Switchgear4 AP" iedName="Switchgear4">
<Address>
<P type="IP">192.168.1.25</P>
<P type="IP-SUBNET">255.255.255.0</P>
<P type="IP-GATEWAY">192.168.1.1</P>
</Address>
</ConnectedAP>
</SubNetwork>
</Communication>
<IED desc="Protective Relay 1 (P1)" name="Relayl" type="S ecurelED">
<AccessPoint desc="Relayl AP" name="apRelayl">
<Server>
<Authentication certificate="true" none="false" strong ="true" />
<LDevice inst="PROT">
<LNO inst="" InClass="LLNQO" InType="RELAY1_LLNO_Type">
<DataSet name="dsTripl">
<FCDA daName="general" doName="Tr" fc="ST" IdInst="PROT
InClass="PTRC" InInst="1" />
<FCDA daName="general' doName="Op" fc="ST" IdInst="PROT
InClass="PDIS" InInst="1" />
</DataSet>
<DataSet name="dsStatus1">
<FCDA daName="stVal' doName="Ind11" fc="ST" IdInst="PRO T
InClass="GGIO" InInst="1" />
<FCDA daName="stVal' doName="Ind12" fc="ST" IldInst="PRO T
InClass="GGIO" InInst="1" />

</DataSet>
<GSEControl applD="TripGoose" datSet="dsTripl" name="g cbTripl"/>
<GSEControl applD="StatusUpdate" datSet="dsStatusl" na me="gchST1"/>
</LNO>
<LN inst="1" InClass="PTRC" InType="RELAY1/PTRC" prefix =""></LN>
<LN inst="1" InClass="PDIS" InType="RELAY1/PDIS" prefix =""></LN>
<LN inst="1" InClass="GGIO" InType="RELAY1/GGIO" prefix =""></LN>
</LDevice>
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115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156

</Server>
<ds:KeylInfo Id="Relay2">
<ds:X509Data> <ds:X509Certificate>NV...</ds:X509Cert
</ds:KeylInfo>
</AccessPoint>
</IED>
<IED desc="Protective Relay 2 (P2)" name="Relay2" type="S
<AccessPoint desc="Relay2 AP" name="apRelay2">
<Server>
<Authentication certificate="true" none="false" strong
<LDevice inst="PROT">
<LNO inst="" InClass="LLNQO" InType="RELAY2/LLNO">

<DataSet name="dsTrip2">

ificate> </ds:X509Data>

ecurelED">

="true" />

<FCDA daName="general" doName="Tr" fc="ST" IdInst="PROT

InClass="PTRC" InInst="1" />

<FCDA daName="general' doName="Op" fc="ST" IdInst="PROT

InClass="PDIS" InInst="1" />
</DataSet>

<DataSet name="dsStatus2">

<FCDA daName="stVal' doName="Ind21" fc="ST" IdInst="PRO T™

InClass="GGIO" InInst="1" />

<FCDA daName="stVal' doName="Ind22" fc="ST" IldInst="PRO ™

InClass="GGIO" InInst="1" />

<FCDA daName="stVal" doName="Ind23" fc="ST" IdInst="PRO T™

InClass="GGIO" InInst="1" />

</DataSet>
<GSEControl applD="TripGoose" datSet="dsTrip2" name="g cbTrip2"/>
<GSEControl applD="StatusUpdate" datSet="dsStatus2" na me="gchST2"/>

</LNO>

<LN inst="1" InClass="PTRC" InType="RELAY2/PTRC" prefix =""></LN>

<LN inst="1" InClass="PDIS" InType="RELAY2/PDIS" prefix =""></LN>

<LN inst="1" InClass="GGIO" InType="RELAY2/GGIO" prefix =""></LN>

</LDevice>
</Server>

<ds:KeyInfo Id="Relay2">
<ds:X509Data><ds:X509Certificate>UU...</ds:X509Cert
</ds:KeyInfo>
</AccessPoint>
</IED>
<IED desc="Switchgearl (S1)" name="Switchgearl" type="S
<AccessPoint desc="Switchgearl AP" name="apSwitchgearl

<Server>
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157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197
198

<Authentication certificate="true" none="false" strong
<LDevice inst="CTRL">
<LNO desc="Switchgearl_LLNO" inst="" InClass="LLNQO" InT
<LN desc="CircuitBreaker" inst="1" InClass="XCBR" InTyp
<Inputs>
<ExtRef daName="general" doName="Tr" iedName="Relay1"

IdInst="PROT" InClass="PTRC" Inlnst="1" />

<ExtRef daName="general' doName="Op" iedName="Relayl"

ldInst="PROT" InClass="PDIS" InInst="1" />

<ExtRef daName="stVal' doName="Ind11" iedName="Relayl"

IdInst="PROT" InClass="GGIO" InInst="1" />

<ExtRef daName="stVal' doName="Ind12" iedName="Relayl"

ldInst="PROT" InClass="GGIO" InInst="1" />
</Inputs>
<DOI name="Pos" desc="Position">
<DAI name="stVal">
<Val>2</Val>
<Text>0-intermediate|1-off|2-on|3-bad</Text>
</DAI>
</DOI>
</LN>
</LDevice>
</Server>

<ds:KeyInfo Id="Switchgearl">

="true" />

ype="Switchgear_LLNO0"></LNO>
e="SECURE/XCBR">

<ds:X509Data><ds:X509Certificate>TI...</ds:X509Cert ificate></ds:X509Data>

</ds:KeylInfo>

</AccessPoint>

</IED>

<IED desc="Switchgear2 (S2)" name="Switchgear2" type="S ecurelED">
<AccessPoint desc="Switchgear2 AP" name="apSwitchgear2 ">
<Server>

<Authentication certificate="true" none="false" strong
<LDevice inst="CTRL">
<LNO desc="Switchgear2_LLNO" inst="" InClass="LLNQ" InT
<LN desc="CircuitBreaker" inst="1" InClass="XCBR" InTyp
<Inputs>
<ExtRef daName="general" doName="Tr" iedName="Relay1"

IdInst="PROT" InClass="PTRC" Inlnst="1" />

<ExtRef daName="general' doName="Op" iedName="Relayl"

ldInst="PROT" InClass="PDIS" Inlnst="1" />

<ExtRef daName="stVal' doName="Ind21" iedName="Relay2"

IdInst="PROT" InClass="GGIO" InInst="1" />
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199
200
201
202
203
204
205
206
207
208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240

<ExtRef daName="stVal' doName="Ind22" iedName="Relay2"

IdInst="PROT" InClass="GGIO" InInst="1" />

<ExtRef daName="stVal* doName="Ind23" iedName="Relay2"

IdInst="PROT" InClass="GGIO" InInst="1" />
</Inputs>
<DOI name="Pos" desc="Position">
<DAI name="stVal">
<Val>2</Val>
<Text>0-intermediate|1-off|2-on|3-bad</Text>
</DAI>
</DOI>
</LN>
</LDevice>
</Server>
<ds:KeyInfo Id="Switchgear2">
<ds:X509Data><ds:X509Certificate>RE...</ds:X509Cert
</ds:KeylInfo>
</AccessPoint>
</IED>
<IED desc="Switchgear3 (S3)" name="Switchgear3" type="S
<AccessPoint desc="Switchgear3 AP" name="apSwitchgear3
<Server>
<Authentication certificate="true" none="false" strong

<LDevice inst="CTRL">

<LNO desc="Switchgear3_LLNO" inst="" InClass="LLNO" InT

<LN desc="CircuitBreaker" inst="1" InClass="XCBR" InTyp

<Inputs>

<ExtRef daName="general" doName="Tr" iedName="Relay2"

ldInst="PROT" InClass="PTRC" InInst="1" />

<ExtRef daName="general' doName="Op" iedName="Relay2"

ldInst="PROT" InClass="PDIS" InInst="1" />

<ExtRef daName="stVal' doName="Ind11" iedName="Relayl"

IdInst="PROT" InClass="GGIO" InInst="1" />

<ExtRef daName="stVal' doName="Ind12" iedName="Relayl"

IdInst="PROT" InClass="GGIO" InInst="1" />
</Inputs>
<DOI name="Pos" desc="Position">

<DAI name="stVal">

<Val>2</Val> <Text>0-intermediate|1-off|2-on|3-bad</

</DAI>
</DOI>
</LN>
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ificate></ds:X509Data>

ecurelED">

"

="true" />

ype="Switchgear_LLNO0"></LNO>
e="SECURE/XCBR">

Text>

ificate></ds:X509Data>

241 </LDevice>

242 </Server>

243 <ds:KeylInfo Id="Switchgear3">

244 <ds:X509Data><ds:X509Certificate>WQ...</ds:X509Cert

245 </ds:Keylnfo>

246 </AccessPoint>

247 </IED>

248 <IED desc="Switchgear4 (S4)" name="Switchgear4" type="S

249 <AccessPoint desc="Switchgear4 AP" name="apSwitchgear4

250 <Server>

251 <Authentication certificate="true" none="false" strong

252 <LDevice inst="CTRL">

253 <LNO desc="Switchgear4_LLNOQ" inst="" InClass="LLNOQ" InT

254 <LN desc="CircuitBreaker" inst="1" InClass="XCBR" InTyp

255 <Inputs>

256 <ExtRef daName="general" doName="Tr" iedName="Relay2"
257 ldInst="PROT" InClass="PTRC" InInst="1" />

258 <ExtRef daName="general" doName="Op" iedName="Relay2"
259 IdInst="PROT" InClass="PDIS" InInst="1" />

260 <ExtRef daName="stVal' doName="Ind21" iedName="Relay2"
261 IdInst="PROT" InClass="GGIO" InInst="1" />

262 <ExtRef daName="stVal' doName="Ind22" iedName="Relay2"
263 Idinst="PROT" InClass="GGIO" InInst="1" />

264 <ExtRef daName="stVal' doName="Ind23" iedName="Relay2"
265 IdInst="PROT" InClass="GGIO" InInst="1" />

266 </Inputs>

267 <DOI name="Pos" desc="Position">

268 <DAIl name="stVal">

269 <Val>2</Val> <Text>0-intermediate|1-off|2-on|3-bad</

270 </DAI>

271 </DOI>

272 </LN>

273 </LDevice>

274 </Server>

275 <ds:KeylInfo Id="Switchgear4">

276 <ds:X509Data><ds:X509Certificate>WQ...</ds:X509Cert

277 </ds:Keylnfo>

278 </AccessPoint>

279 </IED>

280 </SCL>
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